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1 ST Introduction

1.1

1.2

1.21

Crypto Library V3.1.x

This chapter is divided into the following sections: "ST Identification", "TOE Overview"
and "TOE Description".

ST Identification

This Security Target is for the Common Criteria evaluation of the “Crypto Library V3.1.x
on P6022y VB” provided by NXP Semiconductors.

ST Identification: Crypto Library V3.1.x on P6022y VB Security Target, Rev. 2.1 —
12 December 2022 NSCIB-CC-15-67206

The TOE is a composite TOE, consisting of:

¢ The hardware “NXP Secure Smart Card Controller P6022y VB” which is used as
evaluated platform,

¢ The “Crypto Library V3.1.x on P6022y VB” which is built upon this platform.

This Security Target builds on the Hardware Security Target [10], which refers to the
“NXP Secure Smart Card Controller P6022y VB”, provided by NXP Semiconductors.

The Crypto Library V3.1.x covers Crypto Library V3.1.2. In this Security Target, the
Crypto Library V3.1.x represents Crypto Library V3.1.2. In case of a composite evaluation
the used minor version of the CL should be explicitly mentioned.

To unify documents derivative independent identification “Crypto Library on SmartMX2“ is
used where possible. Derivative dependent information is emphasized as such.

TOE Overview

Introduction

The Hardware Security Target [10] contains, in section 1.3 “TOE Overview”, an
introduction about the SmartMX2 P6022y VB hardware TOE that is considered in the
evaluation. The Hardware Security Target includes IC Dedicated Software stored in the
ROM provided with the SmartMX2 P6022y VB hardware platform.

The “Crypto Library V3.1.x on P6022y VB* is a cryptographic library, which provides a set
of cryptographic functions that can be used by the Smartcard Embedded Software. The
cryptographic library consists of several binary packages that are intended to be linked to
the Smartcard Embedded Software. The Smartcard Embedded Software developer links
the binary packages that he needs to his Smartcard Embedded Software and the whole
is subsequently implemented in arbitrary memory (ROM or EEPROM) of the hardware
platform.

The NXP SmartMX2 P6022y VB provides the computing platform and cryptographic
support by means of co-processors for the Crypto Library V3.1.x on P6022y VB.

The Crypto Library V3.1.x on P6022y VB provides the security functionality described
below in addition to the functionality described in the Hardware Security Target [10] for
the hardware platform.
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1.2.2

1.2.3

Crypto Library V3.1.x
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The Crypto Library provides AES', DES', Triple-DES (3DES)’, RSA, RSA key
generation, RSA public key computation, ECDSA (ECC over GF(p)) signature generation
and verification, ECDSA (ECC over GF(p)) key generation, ECDH (ECC Diffie-Hellmann)
key-exchange, full point addition (ECC over GF(p)), standard security level SHA 1,

SHA-224, SHA-256, SHA-384, SHA-512 algori’(hms.2

Most algorithms are resistant against attacks as described in the JIL attack methods for
smartcard and similar devices [31].

In addition, the Crypto Library implements a software (pseudo) random number
generator which is initialized (seeded) by the hardware random number generator of the
SmartMX2.

Finally, the TOE provides a secure copy routine, a secure memory compare routine, a
secure modular multiply routine, a secure modular add and subtract routine and includes
internal security measures for residual information protection.

Life-Cycle

The life cycle of the hardware platform as part of the TOE is described in section 1.4.5
“TOE Intended Usage” of the Hardware Security Target [10]. The delivery process or the
hardware platform is independent from the Crypto Library V3.1.x on P6022y VB.

The Crypto Library is delivered in Phase 1 (for a definition of the Phases refer to section
1.2.3 TOE life cycle’ of the Protection Profile [5]) as a software package (a set of binary
files) to the developers of Smartcard Embedded Software. The Smartcard Embedded
Software may comprise in this case an operating system and/or other smart card
software (applications). The Software developer can incorporate the Crypto Library into
their product.

The subsequent use of the Crypto Library by Smartcard Embedded Software Developers
is out of the control of the developer NXP Semiconductors; the integration of the Crypto
Library into Smartcard Embedded Software is not part of this evaluation.

Security during Development and Production

The development process of the Crypto Library is part of the evaluation. The access to
the implementation documentation, test bench and the source code is restricted to the
development team of the Crypto Library V3.1.x on P6022y VB. The security measures
installed within NXP, including a secure delivery process, ensure the integrity and quality
of the delivered Crypto Library binary files.

Specific Issues of Smartcard Hardware and the Common Criteria

Regarding the Application Note 2 of the Protection Profile [5] the TOE provides additional
functionality which is not covered in the Protection profile [5] and the Hardware Security
Target [10]. This additional functionality is added using the policy “P.Add-Func” (see
Section 3.3 of this Security Target).

1 AES, DES, and Triple-DES can be used in ECB, CBC, CBC-MAC, or CMAC mode.

2 To fend off attackers with high attack potential an adequate security level must be used (references can
be found in national and international documents and standards). In particular this means that SHA-1,
Single-DES and short key lengths for RSA, ECC shall not be used.
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1.3 TOE Description

The Target of Evaluation (TOE) consists of a hardware part (incl. IC Dedicated Software)
and the Smartcard Embedded Software part:

* The hardware part consists of the NXP Secure Smart Card Controller P6022y VB with
IC Dedicated Software. The P6022y VB is configurable to P6022P VB, P6022X VB,
P6022M VB, P6022D VB, or P6022J VB.

— P6022P VB / P6022X VB: The IC Dedicated Software of P6022P VB / P6022X VB is
composed of IC Dedicated Test Software and IC Dedicated Support Software. The IC
Dedicated Test Software contains the Test-ROM Software; the IC Dedicated Support
Software is composed of the Boot-ROM Software, and the Plain Firmware Operating
System (FOS-Plain). FOS-Plain does not include any MIFARE Emulation.

— P6022M VB / P6022D VB / P6022J VB: The IC Dedicated Software of P6022M
VB / P6022D VB / P6022J VB is composed of IC Dedicated Test Software and IC
Dedicated Support Software. The IC Dedicated Test Software contains the Test-
ROM Software; the IC Dedicated Support Software is composed of the Boot-ROM
Software, and the Emulation Firmware Operating System (FOS-Emu). In the FOS-
Emu, P6022M VB includes Emulation MIFARE Plus MF1PLUSx0, P6022D VB
includes Emulation MIFARE DESFire EV1, and P6022J VB includes both Emulation
MIFARE Plus MF1PLUSx0 and MIFARE DESFire EV1.

* All other software is called Smartcard Embedded Software. The hardware part of the
TOE includes dedicated guidance documentation. The Smartcard Embedded Software
“Crypto Library V3.1.x on P6022y VB” consists of a software library and associated
documentation. The Crypto Library V3.1.x on P6022y VB is an additional part that
provides cryptographic functions that can be operated on the hardware platform as
described in this Security Target. The rest of the Smartcard Embedded Software is not
part of the TOE.

The hardware part of the TOE is not described in detail in this document. Details are
included in the Hardware Security Target [10] and therefore this latter document will be
cited wherever appropriate. However the assets, assumptions, threats, objectives and
security functional requirements are tracked in this Security Target.

The TOE components consist of all the TOE components listed in Table 1 of the
Hardware Security Target [10] plus all TOE components listed in the table below:

Table 1. Components of the TOE that are additional to the Hardware Security Target

Type Name Release Date Form of Delivery

Library File phSmx2ClDes.lib 1.5 2015-09-14 Electronic file
phSmx2ClAes.lib 1.6 2015-09-14 Electronic file
phSmx2CIRsa.lib 1.10 2015-09-14 Electronic file
phSmx2CIRsaKg.lib 2.7 2015-09-14 Electronic file
phSmx2CIEccGfp.lib 2.7 2015-09-14 Electronic file
phSmx2CISha.lib 1.7 2015-09-14 Electronic file
phSmx2CISha512.lib 1.8 2015-09-14 Electronic file
phSmx2CIRng.lib 2.8 2015-09-14 Electronic file
phSmx2ClUtils.lib 2.2 2015-09-14 Electronic file
phSmx2CISymCfg.lib 1.8 2015-09-14 Electronic file

Header File phSmx2CIDes.h 14 2015-03-26 Electronic file

Crypto Library V3.1.x

All information provided in this document is subject to legal disclaimers.

© NXP B.V. 2022. All rights reserved.

Evaluation document
PUBLIC

Rev. 2.1 — 12 December 2022

5/55



NXP Semiconductors

Crypto Library V3.1.x

Table 1. Components of the TOE that are additional to the Hardware Security Target...continued

Security Target

Type Name Release |Date Form of Delivery
phSmx2CIlAes.h 15 2015-03-26 Electronic file
phSmx2CIRsa.h 1.9 2015-04-28 Electronic file
phSmx2CIRsaKg.h 2.6 2015-04-28 Electronic file
phSmx2CIEccGfp.h 2.6 2015-04-28 Electronic file
phSmx2CISha.h 1.6 2015-03-26 Electronic file
phSmx2CISha512.h 1.7 2015-03-26 Electronic file
phSmx2CIRng.h 2.7 2015-04-28 Electronic file
phSmx2ClIUtils.h 2.0 2015-04-28 Electronic file
phSmx2CIUtils_ImportExportFcts.h 2.0 2015-04-28 Electronic file
phSmx2ClIUtils_RngAccess.h 2.0 2015-04-28 Electronic file
phSmx2CITypes.h 1.1 2013-11-15 Electronic file
phSmx2CISymCfg.h 1.7 2015-03-26 Electronic file
phSmx2CISymCfg_Aes.h 1.7 2015-03-26 Electronic file
phSmx2CISymCfg_Des.h 1.7 2015-03-26 Electronic file

Source Code phSmx2ClIUtils_ 2.0 2015-04-28 Electronic file
ImportExportFcts.a51
phSmx2ClIUtils_RngAccess.a51 2.0 2015-04-28 Electronic file

Documents User Guidance Manual [11] 1.6 2018-02-28 PDF via DocStore
User Guidance: DES [13] 1.0 2015-11-23 PDF via DocStore
User Guidance: AES [14] 1.0 2015-11-23 PDF via DocStore
User Guidance: RSA [17] 1.0 2015-11-23 PDF via DocStore
User Guidance: RSA Key 1.0 2015-11-23 PDF via DocStore
Generation [18]

User Guidance: ECC over GF(p) 1.0 2015-11-23 PDF via DocStore
[19]

User Guidance: SHA [15] 1.0 2015-11-23 PDF via DocStore
User Guidance: SHA512 [16] 1.0 2015-11-23 PDF via DocStore
User Guidance: RNG [12] 1.0 2015-11-23 PDF via DocStore
User Guidance: Utils [20] 1.0 2015-11-23 PDF via DocStore
User Guidance: SymCfg [21] 1.1 2016-03-16 PDF via DocStore

1.3.1 Hardware description

Crypto Library V3.1.x

The NXP SmartMX2 P6022y VB hardware is described in section 1.4.4.1 “Hardware
Description” of the Hardware Security Target [10]. The IC Dedicated Support Software
stored in the Test-ROM and delivered with the hardware platform is described in section

1.4.4.2 “Software Description” of the Hardware Security Target [10].
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1.3.2 Software description

Crypto Library V3.1.x

A Smartcard embedded Software developer may create Smartcard embedded Software
to execute on the NXP SmartMX2 hardware. This software is stored in arbitrary memory
of the NXP SmartMX2 hardware and is not part of the TOE, with one exception: the
Smartcard embedded Software may contain the “Crypto Library V3.1.x on P6022y

VB* (or parts thereof ) and this Crypto Library (or parts thereof 3) is part of the TOE.
AES

* The AES algorithm is intended to provide encryption and decryption functionality.

¢ The Crypto Library implements two library versions for AES algorithm (phSmx2ClAes
library and part of phSmx2CISymCfg library) with different security configurations.
For more details on those different configurations please refer the user guidance
documentation of the Crypto Library [11].

* The following modes of operation are supported for AES: ECB, CBC, CBC-MAC and
CMAC.

DES/3DES

e The DES and Triple-DES (3DES) algorithm are intended to provide encryption and
decryption functionality.

* The Crypto Library implements two library versions for DES algorithm (phSmx2CIDes
library and part of phSmx2CISymCfg library) with different security configurations.
For more details on those different configurations please refer the user guidance
documentation of the Crypto Library [11].

* The following modes of operation are supported for DES and Triple-DES: ECB, CBC,
CBC-MAC, and CMAC

To fend off attackers with high attack potential an adequate security level must be used
(references can be found in national and international documents and standards). In
particular this means that Single-DES shall not be used.

RSA

* The RSA algorithm can be used for encryption and decryption as well as for signature
generation, signature verification, message encoding and signature encoding.
¢ The RSA key generation can be used to generate RSA key pairs.

* The RSA public key computation can be used to compute the public key that belongs to
a given private CRT key.

The TOE supports various key sizes for RSA up to a limit of 4096 bits. To fend off
attackers with high attack potential an adequate key length must be used (references can
be found in national and international documents and standards).

ECDSA (ECC over GF(p))
* The ECDSA (ECC over GF(p)) algorithm can be used for signature generation and

signature verification.

* The ECDSA (ECC over GF(p)) key generation algorithm can be used to generate ECC
over GF(p) key pairs for ECDSA.

3 These crypto functions are supplied as a library rather than as a monolithic program, and hence a user of
the library may include only those functions that are actually required — it is not necessary to include all
cryptographic functions of the library in every Smartcard Embedded Software. For example, it is possible
to omit the RSA or the SHA 1 components. However, some dependencies exist; details are described in
the User Guidance [11].
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* The ECDH (ECC Diffie-Hellman) key exchange algorithm can be used to establish
cryptographic keys. It can be also used as secure point multiplication.

* Provide secure point addition for Elliptic Curves over GF(p).

The TOE supports various key sizes for ECC over GF(p) up to a limit of 576 bits for
signature generation, key pair generation and key exchange. For signature verification
the TOE supports key sizes up to a limit of 576 bits . To fend off attackers with high attack
potential an adequate key length must be used (references can be found in national and
international documents and standards).

SHA

¢ The SHA-1, SHA-224, SHA-256, SHA-384 and SHA-512 algorithms can be used for
different purposes such as computing hash values in the course of digital signature
creation or key derivation.

To fend off attackers with high attack potential an adequate security level must be used
(references can be found in national and international documents and standards). In
particular this means that SHA-1 shall not be used.

Resistance of cryptographic algorithms against attacks

The cryptographic algorithms are resistant against attacks as described in JIL, Attack
Methods for Smartcards and Similar Devices [31], which include Side Channel Attacks,
Perturbation attacks, Differential Fault Analysis (DFA) and timing attacks, except for SHA,
which is only resistant against Side Channel Attacks and timing attacks.

More details about conditions and restrictions for resistance against attacks are given in
the user documentation of the Crypto Library [11].

Random number generation

* The TOE provides access to random numbers generated by a software (pseudo)
random number generator and functions to perform a test of the hardware (true)
random number generator at initialisation.

Other security functionality

* The TOE includes internal security measures for residual information protection.
The TOE provides a secure copy routine.

The TOE provides a secure compare routine

¢ The TOE provides a secure modular multiply routine

* The TOE provides a secure modular add and subtract routine

Note that the TOE does not restrict access to the functions provided by the hardware:
these functions are still directly accessible to the Smartcard embedded Software.

Documentation

The documentation for the NXP SmartMX2 P6022y VB hardware is listed in section
1.4.3.3 “Documentation” of the Hardware Security Target [10].

The Crypto Library has associated user manuals and one user guidance documentation
(see [11]). The user manuals contain:

« the specification of the functions provided by the Crypto Library,

* details of the parameters and options required to call the Crypto Library by the
Smartcard Embedded Software and

The user guidance document contains:
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* Guidelines on the secure usage of the Crypto Library, including the requirements on
the environment (the Smartcard Embedded Software calling the Crypto Library is
considered to be part of the environment).

Interface of the TOE

The interface to the NXP SmartMX2 P6022y VB hardware is described in section 1.4.6
“Interface of the TOE” of the Hardware Security Target [10].

The use of this interface is not restricted by the use of the Crypto Library V3.1.x on
P6022y VB.

The interface to the TOE additionally consists of software function calls, as detailed in
the “User Manual” documents of the Crypto Library V3.1.x on P6022y VB. The developer
of the Smartcard Embedded Software will link the required functionality of the Crypto
Library V3.1.x on P6022y VB into the Smartcard Embedded Software as required for his
Application.

Life Cycle and Delivery of the TOE

The life cycle and delivery for the NXP SmartMX2 P6022y VB hardware is described in
section 1.4.4 “Security during development and production” of the Hardware Security

Target [10].

The crypto library is encrypted and signed for delivery. The actual delivery of the signed,
encrypted file may be by e-mail or on physical media such as compact disks.

The Crypto Library is delivered as part of Phase 1 (for a definition of the Phases refer to
section 1.2.3 TOE life cycle’ of the Protection Profile [5]) to the Smartcard Embedded
Software developer. The Crypto Library may be delivered by e-mail or by delivering
physical media such as compact disks by mail or courier. To protect the Crypto Library
during the delivery process, the Crypto Library is encrypted and digitally signed. The
Smartcard Embedded Software developer then integrates the Crypto Library in the
Smartcard Embedded Software.

TOE intended usage

Regarding to Phase 7 (for a definition of the Phases refer to section ‘1.2.3 TOE life
cycle’ of the Protection Profile [5]), the combination of the smartcard hardware and

the Smartcard Embedded Software is used by the end-user. The method of use of the
product in this phase depends on the application. The TOE is intended to be used in an
unsecured environment, that is, the TOE does not rely on the Phase 7 environment to
counter any threat.

For details on the usage of the hardware platform refer to section 1.4.5 “TOE Intended
Usage” in the Hardware Security Target [10].

The Crypto Library V3.1.x on P6022y VB is intended to support the development of the
Smartcard Embedded Software since the cryptographic functions provided by the Crypto
Library V3.1.x on P6022y VB include countermeasures against the threats described in
this Security Target. The used modules of the Crypto Library V3.1.x on P6022y VB are
linked to the other parts of the Smartcard Embedded Software and they are implemented
as part of the Smartcard Embedded Software in arbitrary memory of the hardware
platform.
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1.3.7 TOE User Environment

The user environment for the crypto library is the Smartcard Embedded Software,
developed by customers of NXP, to run on the NXP P6022y VB hardware.

1.3.8 General IT features of the TOE

The general features of the NXP SmartMX2 P6022y VB hardware are described
in section 1.3 “TOE overview” of the Hardware Security Target [10]. These are
supplemented for the TOE by the functions listed in section 1.2.1 of this Security Target.
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2 CC Conformance and Evaluation Assurance Level

21

Crypto Library V3.1.x

The evaluation is based upon:

» "Common Criteria for Information Technology Security Evaluation, Part 1: Introduction
and general model, Version 3.1, Revision 5, April 2017, CCMB-2017-04-001" [1]

» "Common Criteria for Information Technology Security Evaluation, Part 2: Security
functional components, Version 3.1, Revision 5, April 2017, CCMB-2017-04-002" [2]

¢ "Common Criteria for Information Technology Security Evaluation, Part 3: Security
assurance components, Version 3.1, Revision 5, April 2017, CCMB-2017-04-003" [3]

For the evaluation the following methodology will be used:

¢ "Common Methodology for Information Technology Security Evaluation, Evaluation
Methodology, Version 3.1, Revision 5, April 2017, CCMB-2017-04-004" [4]

The chosen level of assurance is EAL6 augmented for all configurations. The
augmentations to EAL6 are ASE_TSS.2 and ALC_FLR.1.

This Security Target claims the following CC conformances:

e CC 3.1 Part 2 extended, Part 3 conformant, EAL 6 augmented.
« Strict Conformance to the Protection Profile [5]

The assurance level for evaluation and the functionality of the TOE are chosen in order to
allow the confirmation that the TOE is suitable for use within devices compliant with the
German Digital Signature Law.

Note 1. The hardware platform is evaluated according to the assurance level EAL 6
augmented. The evaluation of the hardware platform is appropriate for the composite
evaluation since both the EAL level and the augmentations claimed in this Security
Target are identical to those claimed for the hardware platform (refer to the Hardware
Security Target [10]).

Conformance claim rationale

According to chapter 2 this Security Target claims strict conformance to the Protection
Profile [5]. As shown in 1.3 the composed TOE consists of hardware (Secure Smart Card
Controller IC) and software (Dedicated Test and Support Software). This is identical to
the TOE as defined in [5] and therefore the TOE type is consistent.
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3 Security Problem Definition

3.1

3.2

This Security Target claims strict conformance to the Security IC Platform protection
profile [5]. The Assets, Assumptions, Threats and Organizational Security Policies of

the Protection Profile are assumed here, together with extensions defined in chapter 3
“Security Problem Definition” of the Hardware Security Target [10]. In the following sub-
sections, only extensions to the different sections are listed. The titles of the chapters that
are not extended are cited here for completeness.

Description of Assets

Since this Security Target claims strict conformance to a PP [5], the assets defined in
section 3.1 of the Protection Profile apply to this Security Target. User Data and TSF data
are mentioned as assets in [10]. Since the data computed by the crypto library contains
keys, plain text and cipher text that are considered as User Data and e.g. blinding vectors
that are considered as TSF data the assets are considered as complete for this Security
Target.

Threats

Since this Security Target claims strict conformance to the PP [5], the threats defined

in section 3.2 of the Protection Profile, and described in section 3.2 “Threats” of the
Hardware Security Target [10] are valid for this Security Target. The threats are listed in
the table below.

Table 2. Threats for Crypto Library V3.1.x on P6022y VB

Name Title Defined in
T.Leak-Inherent Inherent Information Leakage PP [5]
T.Phys-Probing Physical Probing PP [5]
T.Malfunction Malfunction due to Environmental Stress PP [5]
T.Phys-Manipulation Physical Manipulation PP [5]
T.Leak-Forced Forced Information Leakage PP [5]
T.Abuse-Func Abuse of Functionality PP [5]
T.RND Deficiency of Random Numbers PP [5]
T.Unauthorised-Access |Unauthorized Memory or Hardware Access HW ST [10]

3.3

Crypto Library V3.1.x

Note 2. Within the Hardware Security Target [10], the threat T.RND has been used in a
context where the hardware (true) random number generator is threatened. The TOE
consists of both hardware (NXP SmartMX2 P6022y VB) and software (Crypto Library
V3.1.x on P6022y VB). The Crypto Library provides random numbers generated by

a software (pseudo) random number generator. Therefore the threat T.RND explicitly
includes both deficiencies of hardware random numbers as well as deficiency of software
random numbers.

Organizational Security Policies

Since this Security Target claims strict conformance to the PP [5], the Policy P.Process-
TOE “Identification during TOE Development and Production” of the Protection Profile is
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applied here also. The hardware security target [10] defines additional security policies.
The policies valid for the TOE are listed in the table below.

Table 3. Organisational security policies for Crypto Library V3.1.x on P6022y VB

Name Title Defined in
P.Process-TOE Identification during TOE Development and Production PP [5]
P.Crypto-Service Cryptographic services of the TOE HW-ST [10]
IP._Add-Components-P Additional Specific Security Components HW-ST [10]
ain

3.4

Crypto Library V3.1.x

The Crypto Library part of the TOE uses the AES co-processor hardware to provide

AES security functionality, and the DES co-processor hardware to provide DES security
functionality as listed below in P.Add-Func: Additional Specific Security Functionality. In
addition to the security functionality provided by the hardware and defined in the Security
Target of the P6022y VB the following additional security functionality is provided by the
Crypto Library for use by the Smart Card Embedded Software:

P.Add-Func: Additional Specific Security Functionality

The TOE provides the following additional security functionality to the Smartcard
Embedded Software:

* AES encryption and decryption,

* DES and Triple-DES encryption and decryption,

* RSA encryption, decryption, signature generation, signature verification, message
encoding and signature encoding.

¢ RSA public key computation

* RSA key generation,

* ECDSA (ECC over GF(p)) signature generation and verification,
e ECC over GF(p) key generation,

* ECDH (ECC Diffie-Hellman) key exchange,

* ECC over GF(p) point addition,

¢ SHA 1, SHA-224, SHA-256, SHA-384 and SHA-512 Hash Algorithms,
¢ access to the RNG (implementation of a software RNG),

* secure copy routine,

¢ secure compare routine,

* secure modular multiply routine,

* secure modular add and subtract routine;

In addition, the TOE shall

 provide protection of residual information, and
* provide resistance against attacks as described in Note 4 and in Section 7.2.

Regarding the Application Note 5 of the Protection Profile [5] there are no other additional
policies defined in this Security Target.

Assumptions

Since this Security Target claims strict conformance to the PP [5], the assumptions
defined in section 3.4 of the Protection Profile, and described in section 3.4
“Assumptions” of the Hardware Security Target [10] are valid for this Security Target. The
assumptions valid for the TOE are listed below.
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Table 4. Assumptions for Crypto Library V3.1.x on P6022y VB
Name Title Defined in
A.Process-Sec-IC Protection during Packaging, Finishing and Personalization PP [5]
A.Resp-Appl Treatment of user Data of the Composite TOE PP [5]
A.Check-Init-Plain Check of initialisation data by the Security IC Embedded Software HW-ST [10]
Crypto Library V3.1.x All information provided in this document is subject to legal disclaimers. © NXP B.V. 2022. All rights reserved.
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4 Security Objectives

41

This chapter contains the following sections: “Security Objectives for the TOE”, “Security
Objectives for the Security IC Embedded Software”, “Security Objectives for the
Operational Environment”, and “Security Objectives Rationale”.

Security Objectives for the TOE

The following tables list the security objectives of the Protection Profile [5] and the
Hardware Security Target [10]. The security objectives for the TOE are listed in the table
below:

Table 5. Security Objectives for Crypto Library on Crypto Library V3.1.x on P6022y VB

Name Title Defined in
O.Leak-Inherent Protection against Inherent Information Leakage PP [5]
0O.Phys-Probing Protection against Physical Probing PP [5]
O.Malfunction Protection against Malfunctions PP [5]
O.Phys-Manipulation Protection against Physical Manipulation PP [5]
O.Leak-Forced Protection against Forced Information Leakage PP [5]
O.Abuse-Func Protection against Abuse of Functionality PP [5]
O.ldentification TOE Identification PP [5]
O.RND Random Numbers PP [5]
O.TDES Cryptographic service Triple-DES HW-ST [10]
O.AES Cryptographic service AES HW-ST [10]
O.CUST_RECONF_PLAIN Post Delivery Configuration of Hardware HW-ST [10]
O.EEPROM_INTEGRITY Integrity support of data stored to EEPROM HW-ST [10]
O.FM_FW Firmware Mode Firewall HW-ST [10]
O.MEM_ACCESS Area based Memory Access Control HW-ST [10]
O.SFR_ACCESS Special Function Register Access Control HW-ST [10]
O.PUF Sealing/Unsealing user data HW-ST [10]

Crypto Library V3.1.x

Note 3. Within the Hardware Security Target [10], the objective O.RND has been used in
context with the hardware (true) random number generator (RNG). In addition to this, the
TOE also provides a software (pseudo) RNG. Therefore the objective O.RND is extended
to comprise also the quality of random numbers generated by the software (pseudo)
RNG. See also Note 2 in Section 3.2, which extends T.RND in a similar way.

The following additional security objecti