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1 REFERENCESAGRMDNYMS

1.1 REFERENCE DOCUMENTS

1.1.1 External References

[ISO] ‘ ISO references

[1SO7816] Identification cards i Integrated circuit(s) cards with contacts - Books 1to 9

[ISO/IEC 10116] ISO/IEC 10116 Information Technology - Security techniques, Modes of
operation for an n-bit block cipher, , 2017

[ISO/IEC 14888-2] ISO/IEC 14888-2 Information technology i Security techniques, Digital
signatures with appendix i Part 2: Integer factorization based mechanisms, ,
2008

[ISO/IEC 18033-3] ISO/IEC 18033-3 Information technology - Security techniques, Encryption
algorithms - Part 3: Block ciphers, , 2010

[ISO/IEC 9797-1] ISO/IEC 9797-1 Information Technology - Security techniques, Message
Authentication Codes (MACSs), Part 1: Mechanisms using a block cipher, ,
2011

[ISO/IEC 9797-2] ISO/IEC 9797-2 Information Technology - Security techniques, Message

Authentication Codes (MACs), Part 2: Mechanisms using a dedicated hash-
function, , 2011

Javacard] ‘ Javacard references

Java Card 3 Platform - Runtime Environment Specification, Classic Edition

[JCRE305] )

Version 3.0.5, May 2015

Java Card 3 Platform - Virtual Machine Specification, Classic Edition
[JCVM305] )

Version 3.0.5, May 2015

Java Card 3 Platform - Java Card API, Classic Edition
[JCAPI305]

Version 3.0.5, May 2015
[GP] ‘ Global Platform references
GlobalPlatform Technology - Card Specification v2.3.1, March 2018

[GPCS]
Reference: GPC SPE 034

GlobalPlatform Card - Confidential Card Content Management
[Amd A] Card Specification v2.3 7 Amendment A v1.2
Reference: GPC_SPE_007

GlobalPlatform Card i Contactless services
[Amd C] Card Specification v2.3 17 Amendment C v1.3
Reference: GPC SPE 025

GlobalPlatform Card Technology - Secure Channel Protocol '03
[Amd D] Card Specification v2.3 7 Amendment D v1.1.1
Reference: GPC_SPE 014
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GlobalPlatform Card Technology - Security Upgrade for Card Content
Management

[Amd E] Card Specification v2.3 7 Amendment E v1.1
Reference: GPC SPE 042
GlobalPlatform Card - Secure Channel Protocol '11'
[Amd F] Card Specification v2.3 7 Amendment F v1.2.1
Reference: GPC SPE 093
GlobalPlatform Card - Executable Load File Upgrade
[Amd H] Card Specification v2.3 7 Amendment H v1.0
Reference: GPC_SPE 120
(PF] GlobalPlatform Card - Privacy Framework v1.0.1
Reference: GPC_SPE 100
(SE_CFG] GlobalPlatform Secure Element Configuration v1.0
Reference: GPC_ GUI 049
CC] ‘ Common Criteria references
Common Criteria for Information Technology Security Evaluation
[CC-1] Part 1: Introduction and general model
CCMB-2017-04-001, Version 3.1 Revision 5, April 2017.
Common Criteria for Information Technology Security Evaluation
[CC-2] Part 2: Security Functional Requirements
CCMB-2017-04-002, Version 3.1 Revision 5, April 2017.
Common Criteria for Information Technology Security Evaluation
[CC-3] Part 3: Security Assurance Components
CCMB-2017-04-003, Version 3.1 Revision 5, April 2017.
CEM) Common Methodology for Information Technology Security Evaluation

CCMB-2017-04-004, version 3.1 rev 5, April 2017

[JIL-SECREQ]

JIL: Security requirements for post-delivery code loading, version 1.0,
February 2016

Common Criteria Supporting Document, Mandatory Technical Document i

[CCDB] Composite product evaluation for Smart Cards and similar devices
Version 1.5.1 May 2018.
(PP-GP] GlobalPlatform Technology - Secure Element Protection Profile
Ref. GPC SPE 174, Version 1.0
Java Card System i Open Configuration Protection Profile
[PP-JCS] ) .
Ref. BSI-CC-PP-0099-V2-2020, Version 3.1, April 2020
Security IC Platform Protection Profile with augmentation Packages
[PP/0084]
Ref: BSI-CC-PP-0084-2014
[PP-CSP] Cryptographic Service Provider Protection Profile
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BSI-CC-PP-0104-2019, Version 0.9.8, February 2019
Security Target Lite of SSNSN4V 32-bit RISC Microcontroller

ST_IC

[ST.1C] Revision 2.0, April 13th 2022, Samsung Electronics Co., Ltd
CEN/EN 419 212: Application Interface for smart cards used as Secure

[419 212] Signature Creation Devices, Part 1 (Basic services) & Part 2 (Additional
services), 28/08/2014

[ICAQ] ‘ ICAO references

[ICAC Doc9303] Machine Readable Travel Documents, 7th edition 2015

NIST ‘ NIST SP references

[NIST 800 57] 2R()e(c):;»mmendr:xtlon for Key Management i Part 1: General (Revised) March

NIST, SP800-38A Recommendation for Block Cipher Modes of Operation:

[NIST-SP800-38A] Methods and Techniques

[NIST-SP800-38B] Recommendation for Block Cipher Modes of Operation: The CMAC Mode for
Authentication, May 2005

[NIST-SP800-38C] NIST, Recommendation for Block Cipher Modes of Operation: the CCM
Mode for Authentication and Confidentiality, , May 2004

[NIST-SP800-38D] NIST, SP800-38D Recommendation for Block Cipher Modes of Operation:
Galois/Counter Mode (GCM) and GMAC, , November 2007

[NIST-SP800-38F] NIST , SP800-38F Recommendation for Block Cipher Modes of Operation:
Methods for Key Wrapping, , 2012

[NIST-SP800-56C] NIST, Recommendation for Key Derivation through Extraction-then-
Expansion, Special Publication SP800-56C, , November 2011

[NIST FIPS 186-3] NIST, Digital Signature Standard (DSS), , 2009

[FIPS197] Federal Information Processing Standards Publication 197 ADVANCED
ENCRYPTION STANDARD (AES), 2001 November 26

[FIPS 46] DATA ENCRYPTION STANDARD (DES), 1999

[FIPS PUB 186-4] NIST, Digital Signature Standard (DSS), , 2013

[FIPS PUB 180-4] NIST, Secure Hash Standard (SHS), 2012

[OTHERS] ‘

[PKCS#1] PKCS #1 v2.2: RSA Cryptographic Standard, https://www.emc.com/emc-

plus/rsa- labs/pkcs/files/h11300-wp-pkcs-1v2-2-rsa-cryptography-
standard.pdf, , 27.10.2012

[RFC2104] RFC2104, HMAC: Keyed-Hashing for Message Authentication

[RFC5639] RFC5639, Elliptic Curve Cryptography (ECC) Brainpool Standard Curves
and Curve Generation, http://www.ietf.org/rfc/rfc5639.txt, 2010

[RFC2104] RFC2104, HMAC: Keyed-Hashing for Message Authentication
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[RFC5639] RFC5639, Elliptic Curve Cryptography (ECC) Brainpool Standard Curves
and Curve Generation, http://www.ietf.org/rfc/rfc5639.txt, 2010

[RFC5903] RFC5903, Elliptic Curve Groups modulo a Prime (ECP Groups) for IKE and
IKEv2

[RFC6954] RFC6954, Using the Elliptic Curve Cryptography (ECC) Brainpool Curves for

the Internet. Key Exchange Protocol Version 2 (IKEv2),

[TPMLib,Part 1]

Trusted Platform Modul e
Revision 01.38, September 29, 2016

Library, Pa

[TR-03110]

BSI, Technical Guideline TR-03110 Advanced Security Mechanisms for
Machine Readable Travel Documents and eIDAS Token i Part 2 - Protocols
for electronic IDentification, Authentication and trust Services (eIDAS),
Version 2.21, 2016

[TR-03111]

BSI, Elliptic Curve Cryptography, BSI Technical Guideline TR-03111, Version
2.1,1.6.2018

[AIS 20/31]

A proposal for: Functionality classes for random number generators, version
2.0, 18.09.2011, Bundesamt fiir Sicherheit in der Informationstechnik

[PKI]

MRTD Technical Report, PKI for Machine Readable Travel Documents
Offering ICC Read-Only Access, International Civil Aviation Organization,
Version 1.1, October 01 2004

[ANSI-X9.63]

ANSI-X9.63, Key Agreement and Key Transport Using Elliptic Curve
Cryptography, , 2011

[FIDO-ECDAA]

FIDO Alliance, Alliance Proposed Standard FIDO ECDAA Algorithm,
https://fidoalliance.org/specs/fido-u2f-v1.2-ps-20170411/fido-ecdaa-
algorithm-v1.2-ps-20170411.html, 11 April 2017

[CSP-SPEC]

CSP references
CSP specification: 2019_01_24 csp_api_defvl.4

1.1.2 Internal References [IR]

[AGD] TOE guidance documentation

Guidance for Secure application development on Thales Embedded Secure

[AGD-SECU- Solutions
APPLET-DEV] )
Ref: D1516176, Version 2.0b, March 2022
Cryptographic Service Provider API Programming Guidelines
[AGD-CSP] ) .
Version 1.0, April 7th 2021
[AGD-PATCH- Patch Loading Management for Certified Secure Elements - External Procedure
ADM] Ref: D1344508, Version A04, March 2022

[IDENT_CONF]

Platform Identification and Configurability TESS v3.0
Ref: D1559228, Version 1.12, March 30th 2022

[AGD-OPE]

Operational guidance on CC platforms - TESS v3.0
Ref: D1568335, Version 1.0c, June 2022
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Operational guidance on CC platforms for VA - TESS v3.0

[AGD-OPE-VA] )
Ref: D1568336, Version 1.0, February 2022
Preparative guidance on CC platforms - TESS v3.0
[AGD-PRE] )
Ref: D1568337, Version 1.0, February 2022
UpTeq Card Applet Development Guide
[AGD-APP-DEV] pred PP P
Ref: D1542793A, February 11th 2021
TESS v3.0 APDU Guide
[AGD-APDU] ]
Ref : D1567724A, Version 1.1, January 28th 2022
TESS v3.0 Card Architecture Guide
[AGD-ARCH]

Ref. D1567725A, Version 1.0, January 31st 2022

[AGD_APP-VERIF]

Application Verification for Certified Secure Elements - External Procedure
Ref: D1258682, Version C04, July 2022

[AGD_DAP]

Guidance for Upteq NFC422 v1.0 Combo profile set up vs. JavaCard System
Protection Profile

Version 1.2, March 21st 2022

[GP_SEC-GUIDE]

GlobalPlatform Card - Composition Model Security Guidelines for Basic
Applications

Ref: GPC GUI 050, Version 2.0, November 2014

[ST Security Target
[ST_CSP] CSP security target v1.3p, T1038529 TESSv3-CSP_ST
[ST_PLTF] TESS v3.0 Platform security target v1.2p, T1038529 TESSv3-JCS ST
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1.2 ACRONYMS

AES Advanced Encryption Standard
APDU Application Protocol Data Unit
API Application Programming Interface
CAD Card Acceptance Device

CC Common Criteria

CPU Central Processing Unit

CSP Cryptographic Service Provider
DES Data Encryption Standard

EAL Evaluation Assurance Level
ECC Elliptic Curve Cryptography
EEPROM Electrically-Erasable Programmable Read-Only Memory
ES Embedded Software

GP Global Platform

IC Integrated Circuit

IT Information Technology

JCRE JavaCard Runtime Environment
JCS JavaCard System

JCVM JavaCard Virtual Machine

NVM Non-Volatile Memory

OP Open Platform

PIN Personal Identification Number
PP Protection Profile

RMI Remote Method Invocation

RNG Random Number Generator
ROM Read-Only Memory

RSA Rivest Shamir Adleman

SAR Security Assurance Requirement
SC Smart Card

SCP Secure Channel Protocol

SFP Security Function Policy

SFR Security Functional Requirement
SHA Secure Hash Algorithm

ST Security Target

TOE Target Of Evaluation

TSF TOE Security Functionality
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2 SECURITARGET | NTRODUCTI ON

2.1 SECURITY TARGET IDENTIFICATION

Title: TESS v3.0 CSP 1 Security Target
Version: 1.3p

Author: Thales DIS

Reference: T1038529 TESSv3-CSP_ST
Publication date: 09/02/2022

2.2 TOE IDENTIFICATION

Product name: TESS v3.0 on S3NSN4V
Product reference: T1038529 revision A.5

TOE name: TESS v3.0 CSP on S3NSN4V
TOE version: TOE identification data (*)

TOE documentation: Guidance [AGD]

TOE hardware part:  S3NSN4V security controller Revision 0 [ST_IC]
Composite elements: TESS v3.0 Platform [ST_PLTF]

Developer: Thales DIS

(*) TOE identification data, noted in bold below:

Data Elements de.bsi.csp ELF version
Value of de.bsi.csp ELF version CE020002
CSPApi plugin version CE020100

OS information details (tagFE)

Platform Identification Data Elements FE15060A2B060104012A026E01030607
Value for this product D0023A15520109

OS Update Identification Data Elements OS version information (tagFD)

Value for this product FD0400000001

Details on TOE identification data and dedicated command are provided in 84 of guidance
[IDENT_CONF].

2.3 SECURITY TARGET DOCUMENT OVERVIEW

The current Security Target document describes the TOE and its environment and the scope of the
evaluation refining security objectives for TOE and its environment and TOE security features under
evaluation.

The main objectives of this ST are:
1 Introduce TOE and the relevant environment,
91 Define the scope of the TOE and its security features,
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1 Describe the security environment of the TOE, including the assets to be protected and
the threats to be countered by the TOE and its environment during the product
development, production and usage.

1 Describe the security objectives of the TOE and its environment supporting in terms of
integrity and confidentiality of application data and programs and of protection of the
TOE.

1 Specify the security requirements which includes the TOE security functional
requirements, the TOE assurance requirements and TOE security functions.

2.4 TOE OVERVIEW

The Target of Evaluation (TOE) isthe cryptographic service provider (CSP) package and the underlying
java Card platform, TESS v3.0 Platform, which supports its functionality. The TOE provides
cryptographic services for the protection of the confidentiality and the integrity of user data and for entity
authentication addressing the consumer electronics mobile market.

2.4.1 Product Architecture

CSP is implemented as CSP full. It is part of product design.

The productdés design i s amwa@dumandatSome ffeattui ®naladalts @ sr
and some others are considered as fi-ipd ufgnctional i ti es O and coul
activated/deactivated/removed from the product configuration.

The high-level architecture of the TESS v3.0 CSP can be represented as follows:

{9 WI @/ I
¢9{{n @db i
I {t

{ 9 ¢{ob {

Figure 1: TESS v3.0 CSP architecture
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2.4.2 TOE description

The certification of this TOE is a composite certification. This means that for the certification of this TOE
some other certifications of components, which are part of this TOE, are re-used.

TOE Description Target Type Developer | Certification
components ID

CSP v1.0 Javacard package Provide Software | Thales This
cryptographic
services
TESS v3.0 Javacard 3.0.5[JCS] Provide platform | Software | Thales Re-used of
Platform OS for secure NSCIB-CC-
execution 0530096
environment,
and secure
GP 2.3 Amdt A, C, D, services for the
E, F, H and Privacy application
Framework [GP] running on the
OS update top
Cryptographic libraries
S3NSN4V Integrated Circuit Provide secure | Hardware | Samsung | Re-used of
IC features Electronics | ANSSI-CC-
Co., Ltd 2021/35-R01
Guidance [AGD] Document | Thales This

Table 1: TOE description

2.4.2.1 CSP v1.0 description

CSP V1.0 is a cryptographic service provider package that provide cryptographic services for the
protection of the confidentiality and the integrity of user data, and for entity authentication.

It is compliant [CSP-SPEC] and provides the following services:

= = =4 —a —a 9

E ]

Authentication of users,

Authentication and attestation of the platform to entities,

Data authentication and non-repudiation including time stamps,

Encryption and decryption of user data,

Trusted channel including mutual authentication of the communicating entities, encryption and
message authentication proof for the sent data, decryption and message authentication
verification for received data,

Management of cryptographic keys with security attributes including key generation, key
derivation and key agreement, internal storage of keys, import and export of keys with
protection of their confidentiality and integrity,

Generation of random bits which may be used for security services outside the platform.
Management of certificates including import

Management of import and export of user data and access control

Security management including management of security functions behavior, of Authentication
reference data, of security attributes of cryptographic keys, maintaining roles, restricting the
ability to manage security functions such as password authentication and trusted channel to
the Administrator

Protection management including management of the integrity or confidentiality of data and
TSF data that required integrity or confid entiality, management of the residual information
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protection, management of failures, management of physical attack, management of self-
tests

It is compliant with:
A Oracledbs Java CiCsldwhigh. considis of the Java Card 3.0.5 Virtual Machine, Java

Card 3.0.5 Runtime Environment and the Java Card 3.0.5 Application Programming Interface.
Java Card RMI is not implemented in the TOE.

2.4.2.2 TESS v3.0 platform description

The TESS v3.0 platform is a secured open platform. The description is given in [ST_PLTF].

The TESS v3.0 Platform has been certified in a previous certification and the results are re-used for this
certification.

The exact reference to the previous certification is given in the Table 1.

2.4.2.3 S3NSN4V IC description

The Micro Controller is a secure smart card controller from Samsung based on ARM architecture. The
Micro Controller contains a co-processor for symmetric cipher, supporting AES and DES operations,
and a co-processor for asymmetric algorithms. It contains volatile (RAM) memory and non-volatile Flash
memory. The description is given in [ST_IC].

The Micro Controller has been certified in a previous certification and the results are re-used for this
certification.

The exact reference to the previous certification is given in the Table 1.

2.4.3 TOE boundaries
The TOE boundaries encompass:
U The CSP V1.0 package made of the following parts:
The CSP V1.0 package software based on [CSP-SPEC]

U The TESS v3.0 Platform

The platform is based on [JCS], [GP], OS Update application, which supports the
execution of the CSP v1.0 package and provides cryptographic services

U The Samsung S3NSNA4V Integrated Circuit
U The guidance documentation [AGD]

The following figure illustrates the evaluation boundaries for the TOE. In this figure, the TSF components
have been put in red color. The other components (in blue color) do not participate to the TOE security.
The generic applets (STD Java App, Sensitive Java App and CSP compatible) are outside of the TOE.
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TOE logical boundaries
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Figure 2: TOE boundaries

2.4.4 Life-cycle

2.4.4.1 Product Life-cycle

The product life cycle is composed of the 7 phases described in the following table. The table also
mentions the actor(s) involved in each phase.

Notes related to applications:

CSP package loading into Flash memory can be done in phase 5. Package loading in phase 7 is also
allowed. This means post-issuance loading of package can be done for a certified JCS TOE.

Phase Phase description

designation
- Development of Java Card Platform Embedded Software
and applications Developer
- Generation of flash image, mapping (Thales)
description

Embedded - Script gene_rati(_)n for initialization and

1 Software pre-personalization

- Management of the TOE and pre-
personalization scripts delivery

process from Thales R&D to Thales
PE team. Then, Thales PE provides
production scripts templates to CPC

Development

team.
Development of IC and associated IC Developer
2 IC development tools (Samsung LSI)
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Manufacturing of virgin chip integrated IC manufacturer

circuits embedding the Samsung flash (Samsung LSI)
3 IC Manufacturing Loader and protected by a dedicated

transport key. JCS storage may be

done at this stage.

. IC packaging & testin Module creation
4 IC packaging P ging g (Samsung LSI)
Product loading, based on script Composite Product
generated manufacturer
5 Pre- (Samsung LSI)
personalization
TOE DELIVERY
6 Personalization Personalization and final tests Personalizer
The Consumer (Original Equipment Mobile phone
Manufacturer) of the product is Holder
7 End-usage responsible for smartcard product

delivery to the end-user

Figure 3: Life cycle description
The evaluation process is limited to phases 1 to 5. The product delivery can be done at the end of
phase5 or phase?.

For the present evaluation (cf Figure 3), the IC is manufactured at Samsung site. It is then shipped to
another Samsung site where it is initialized and pre-personalized and then shipped to the Personalizer.
During the shipment from Thales to Samsung, a diversified key protects the product.

2.4.4.2 TOE Life-cycle

The TOE life cycle distinguishes stages for:
1. Development
2. Production: Storage, pre-personalization and testing
3. Preparation: Personalization and testing
4. Operational Use: Final usage

Development and production of the TOE together constitute the development phase of the TOE. The
development phase is subject of CC evaluation according to the assurance life cycle (ALC) class.

The TOE storage is not necessarily a single step in the life cycle since it can be stored in parts. The
TOE delivery occurs before storage and may take place more than once if the TOE is delivered in parts.

These four stages map to the product life cycle phases as shown in Figure 4.
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Figure 4: TOE Life Cycle within Product Life Cycle

The CSP and JCS Development is performed during Phase 1. This includes CSP, JCS conception,
design, implementation, testing and documentation. The development shall occur in a controlled
environment that avoids disclosure of source code, data and any critical documentation and that
guarantees the integrity of these elements. The present evaluation includes the CSP and JCS
development environment.

In Phase 3, the IC Manufacturer may store, initialize the TOE and potentially conduct tests on behalf of
the TOE developer. The IC Manufacturing environment shall protect the integrity and confidentiality of
the TOE and of any related material, for instance test suites. The present evaluation includes the whole
IC Manufacturing environment, in particular those locations where the JCS is accessible for installation
or testing. As the Security IC has already been certified against [PP/0084] there is no need to perform
the evaluation again.

In Phase 5, the SC Pre-Personalizer may store, load the CSP package and pre-personalize the TOE
and potentially conduct tests on behalf of the TOE developer. The SC Pre-Personalization environment
shall protect the integrity and confidentiality of the TOE and of any related material, for instance test
suites.

(Part of) TOE storage in Phase 5 implies a TOE delivery after Phase 5. Hence, the present evaluation
includes the SC Pre-Personalization environment. The TOE delivery point is at the end of Phase 5, since
the entire TOE is then built and embedded in the Security IC.
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The TOE is personalized in Phase 6, if necessary. The SC Personalization environment is not included
in the present evaluation. Appropriate security recommendations are provided to the SC Personalizer
through the [AGD] documentation.

The TOE final usage environment is that of the product where the TOE is embedded in. It covers a wide
spectrum of situations that cannot be covered by evaluations. The TOE and the product shall provide
the full set of security functionalities to avoid abuse of the product by untrusted entities.

2.45 Involved Thales-DIS sites

C Development and Project Management
o0 Singapore
A Platform & patch development
A Cryptographic library development
o0 La Ciotat (France)
A Security architecture
A Product Management
0 Meudon (France)
A CC Project management

C Industrialization/Manufacturing
0 Gémenos (France), Singapore, Tczew (Poland), Pont-Audemer (France).

2.4.6 TOE Delivery

The TESS v3.0 CSP embedded software is ciphered by Thales Trust Center and delivered from Thales

Data Processing Configuration development site (Tczew) to Thales Manufacturing site (Pont-Audemer)

via Thales PDM tool.

It is then securely sent from Thales Manufacturing site to Samsung LSI using Thales Allynis Connect
platform (Thalesd secure pl atdrties). m f or data transfer w
The IC manufacturer, Samsung LS|, is in charge of the TESS v3.0 CSP embedded software
loading/initialization/pre-personalization in its own premises and proceeds to the delivery of the

product directly to customers.

The different guides accompanying the TOE and parts of the TOE are the ones specified in [AGD]
section. They are delivered by Thales Technical representative, in form of electronic documents (*.PDF),
via secure email (PGP ciphered).

Iltem type ltem Reference/Version Form of delivery

Scripts containing

Refer to paragraph the enciphered TOE,

Software TESS v3.0 CSP via Allynis Connect
§2.2
(Thales secure
transmission tool)
Refer to paraaranh Electronic document
Document [AGD] paragrap (PDF) via secure

81.1.2

email
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2.4.7 TOE intended usage

The TOE is intended to be used with different applications, mainly related to digital ID services, which
will use TOE security services. The TOE security services are logically separated and provided through
well-defined external interfaces [CSP-SPEC].

2.4.8 Non-TOE hardware/software/firmware available to the TOE

The TOE does not need non-TOE hardware, firmware or software to run.
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3 CONFORMANCE CLAI MS

3.1 CC CONFORMANCE CLAIM

Common criteria Version:
This ST conforms to CC Version 3.1 revision 5 [CC-1] [CC-2] [CC-3].

Conformance to CC part 2 and 3:
- Conformance of this ST with respect to CC part 2 [CC-2] extended.
- CC part 3 conformant.

3.2 PPcLAM

Thissecurity target claims strict conformance to the Pr
([PP-CSPY)).

3.3 PACKAGE CLAIM

This ST is conforming to assurance package EAL4 augmented with ALC_DVS.2 and AVA_VAN.5
defined in CC part 3 [CC-3].

3.4 CONFORMANCE STATEMENT
This ST strictly conforms to [PP-CSP] and TOE type is the same as the [PP-CSP] ones.

The certification of this TOE is a composite certification. Therefore, the CSP security target is a
composite security target, including the TESS v3 Platform security target CC certified:

Certification done under the NSCIB scheme

Certification report NSCIB-CC-0530096

Security Target [ST_PLTF] conformant to [PP-GP]

Common Criteria version: 3.1 Rev 5

Assurance level: EAL4+ (ALC_DVS.2 and AVA_VAN.5 augmentations)

= =4 —a —a 9

However, the security problem definition, the objectives, and the SFR of the TESS v3 Platform are not

described in this document.

But this evaluation includes additional composition tasks defined in the CC supporting document
AfiComposite product evalwuation for smart cards and sin

Note: the TESS v3 Platform was evaluated in composition with the S3NSN4V integrated circuit, and
relied upon on the chip certificate and evaluation results:

Certification done under the ANSSI scheme

Certification report ANSSI-CC-2021/35-R01

Security Target [ST_IC] strictly conformant to IC Protection Profile [PP/0084]

Common Criteria version: 3.1 Rev 5

Assurance level: EAL6+ (ASE_TSS.2 augmentation)

= =4 —a -8 9
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4 SECURIBRWOBLEM DEFI NI TI ON

4.1 INTRODUCTION

4.1.1 Assets

The assets of the TOE are
- user data which integrity and confidentiality shall be protected,
- cryptographic services and keys which shall be protected against unauthorized use or misuse,
- Update Code Packages (UCP).

The cryptographic keys are TSF data because they are used for cryptographic operations protecting
user data and the enforcement of the SFR relies on these data for the operation of the TOE.

4.1.2 User and subjects

The TOE knows external entities (users) as
- human user communicating with the TOE for security management of the TOE,
- application component using the cryptographic and other security services of the TOE and
supporting the communication with remote entities (e. g. by providing certificates),
- remote entity exchanging user data and TSF data with the TOE over insecure media.

The TOE communicates with
- human user through a secure channel,
- application component through a secure channel,
- remote entities over a trusted channel using cryptographic mechanisms including mutual
authentication.

The subjects as active entities in the TOE perform operations on objects. They obtain their associated
security attributes from the authenticated users on behalf they are acting, or by default.

4.1.3 Objects

The TSF operates user data objects and TSF data objects (i. e. passive entities, that contain or receive
information, and upon which subjects perform operations).

User data objects are imported, used in cryptographic operation, temporarily stored, exported and
destroyed after use. The Update Code Packages are user data objects imported and stored in the TOE
until use for creation of an updated CSP.

TSF data objects are created, temporarily or permanently stored, imported, exported and destroyed as
objects of the security management. They may contain e. g. cryptographic keys with their security
attributes, certificates, Authentication Data Records with authentication reference data of a user.
Cryptographic keys are objects of the key management.

4.1.4 Security attributes

The security attributes of user known to the TOE are stored in Authentication Data Records containing
- User Identity (User-ID),
- Authentication reference data,
- Role with detailed access rights.

Passwords as Authentication Reference Data have the security attributes
- status: values initial password, operational password,
- number of unsuccessful authentication attempts.
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Certificates contain security attributes of users including User identity, a public key and security
attributes of the key. If certificates are used as authentication reference data for cryptographic entity
authentication mechanisms they may contain the Role of the entity.

The user uses authentication verification data to prove its identity to the TOE. The TSF uses
Authentication reference data to verify the claimed identity of a user. The TSF supports
- human user authentication by knowledge where the authentication verification data is a
password and the authentication reference data is a password or an image of the password e.
g. a salted hash value or a derived cryptographic key,
- human user authentication by possession of a token or as user of a terminal implementing user
authentication by cryptographic entity authentication mechanism,
- cryptographic entity authentication mechanisms where the authentication verification data is a
secret or private key and the authentication reference data is a secret or public key.

A human user may authenticate themselves to the TOE and the TOE authenticates to an external entity
in charge of the authenticated authorized user.

The TOE knows at least the following roles taken by a user or a subject acting on behalf of a user:

- Unidentified User: this role is associated with any user not (successfully) identified by the TOE.
This role is assumed after start-up of the TOE. The TSF associated actions allowed for the
Unidentified User are defined in SFR FIA_UID.1.

- Unauthenticated User: this role is associated with an identified user but not (successfully)
authenticated user. The TSF associated actions allowed for the Unauthenticated User are
defined in SFR FIA_UAU.1.

- Administrator: successful authenticated user allowed to access the TOE in order to perform
management functions. It is taken by a human user or a subject acting on behalf of a human
user after successful authentication as Administrator.

The Administrator role may be split in more detailed roles:
1 Crypto-Officer: role that is allowed to access the TOE in order to perform management
of a cryptographic TSF.
1 User Administrator: role that is allowed to access the TOE in order to perform user
management.
1 Update Agent: authorized user for import and verification of Update Code Package.

The SFR uses the general term Administrator or a selection between Administrator role and
these detailed roles in case they are supported by the TOE and separation of duties is
appropriate.

- Key Owner: successful authenticated user allowed to perform cryptographic operation with their
own keys. This role may be claimed by human user or an entity.

- Application Component: subjects in this role are allowed to use assigned security services of
the TOE without authenticated human user session (e. g. export and import of wrapped keys).
This role may be assigned to an entity communicating through a physically separated secure
channel or through a trusted channel (which requires assured identification of its end points).

The TOE is delivered with initial Authentication Data Records for Unidentified User, Unauthenticated
User and administrator role(s). The Authentication Data Records for Unidentified User and
Unauthenticated User have no Authentication Reference Data. The roles are not exclusive, i. e. a user
or subject may be in more then one role, e. g. a human user may claim the Crypto-Officer and Key
Owner role at the same time. The SFR may define limitation on roles one user may associated with.

Cryptographic keys have at least the security attributes
- Key identity that uniquely identifies the key,
- Key entity, i. e. the identity of the entity this key is assigned to,
- Keytype, i. e. as secret key, private key, public key,
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- Key usage type, identifying the cryptographic mechanism or service the key can be used for, e.
g. a private signature key may be used by a digital signature-creation mechanism (cf.
FCS_COP.1/CDS-ECDSA or FCS_COP.1/CDS-RSA), and depending on the certificate for data
aut hentication with identity of guarantor

(cf.

attestation (cf. FDP_DAU. 2/ Att) by key wusage

- Key access control attributes, i. e. list of combinations of the identity of the user, the role for
which the user is authenticated and the allowed key management function or cryptographic
operation, including

1 Import of the key is allowed or forbidden,
1 Export of the key is allowed or forbidden,

and may have the security attribute
- Key validity time period, i. e. the time period for operational use of the key; the key must not be
used before or after this time slot,
- Key usage counter, i. e. the number of operations performed with this key e. g. number of
signature created with a private signature key.

The UCP have at least the security attributes
- Issuer of the UCP,
- Version Number of the UCP.

4.2 THREATS

T.DataCompr Compromise of communication data
An unauthorized entity gets knowledge of the information contained in data stored on TSF controlled
media or transferred between the TOE and authenticated external entities.

T.DataMani Unauthorized generation or manipulation of communication data

An unauthorized entity generates or manipulates user data stored on TSF controlled media or
transferred between the TOE and authenticated external entities and accepted as valid data by the
recipient.

T.Masqu Masquerade authorized user
A threat agent might masquerade as an authorized entity in order to gain unauthorized access to user
data, TSF data, or TOE resources.

T.ServAcc Unauthorized access to TOE security services
A attacker gets as TOE user unauthorized access to security services of the TOE.

T.PhysAttack Physical attacks

An attacker gets physical access to the TOE and may (1) disclose or manipulate user data under TSF
control and TSF data, and (2) affect TSF by (a) physical probing and manipulation, (b) applying
environmental stress or (c) exploiting information leakage from the TOE.

T.FaUpD Faulty Update Code Package

An unauthorized entity provides an unauthorized faulty Update Code Package enabling attacks against
integrity of TSF implementation, confidentiality and integrity of user data and TSF data after installation
of the faulty Update Code Package.

4.3 ORGANISATIONAL SECURITY POLICIES

OSP.SecCryM Secure cryptographic mechanisms
The TOE uses only secure cryptographic mechanisms as confirmed by the certification body for the
specified TSF, the assurance security requirements and the operational environment.
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OSP.SecService Security services of the TOE

The TOE provides security services to the authorized users for encryption and decryption of user data,
authentication prove and verification of user data, entity authentication to external entities including
attestation, trusted channel and random bit generation.

OSP.KeyMan Key Management

The key management ensures the integrity of all cryptographic keys and the confidentiality of all secret
or private keys over the whole life cycle which comprises their generation, storage, distribution,
application, archiving and deletion. The cryptographic keys and cryptographic key components shall be
generated, operated and managed by secure cryptographic mechanisms and assigned to the secure
cryptographic mechanisms they are intended to be used with and to the entities authorized for their use.

OSP.TC Trust center

The trust centers provide secure certificates for trustworthy certificate holder with correct security
attributes. The TOE uses certificates for identification and authentication of users, access control and
secure use of security services of the TOE including key management and attestation.

OSP.Update Authorized Update Code Packages

The Update Code Packages are delivered in encrypted form and signed by the authorized issuer. The
TOE verifies the authenticity of the received Update Code Package using the CSP before storing in the
TOE. The TOE restricts the storage of authentic Update Code Package to an authorized user.

4.4 ASSUMPTIONS

The assumptions in this Security Target are those hamed and described in [PP-CSP]. The assumptions
stated in [PP-JCS] and relevant for the TOE are listed here. Others can be found in [ST_PLTF].

A.SecComm Secure communication

Remote entities support trusted channel using cryptographic mechanisms. The operational environment
shall protect the local communication channels by trusted channels using cryptographic mechanisms or
by secure channel using non-cryptographic security measures.

© Copyright Thales DIS France SAS - 2022 Page : 24 /122



THALES
TESS v3.0 CSP Security Target

5 SECURITY OBJECTI VES

5.1 SECURITY OBJECTIVES FOR THE TOE

The security objectives in this Security Target are those named and described in [PP-CSP]. The security
objectives stated in [PP-JCS] and relevant for the TOE are listed here. Others can be found in
[ST_PLTF].

O.AuthentTOE Authentication of the TOE to external entities
The TOE authenticates themselves in charge of authorized users to external entities by means of secure
cryptographic entity authentication and attestation.

O.Enc Confidentiality of user data by means of encryption and decryption
The TOE provides secure encryption and decryption as security service for the users to protect the
confidentiality of user data imported, exported or stored on media in the scope of TSF control.

O.DataAuth Data authentication by cryptographic mechanisms
The TOE provides secure symmetric and asymmetric data authentication mechanisms as security
services for the users to protect the integrity and authenticity of user data.

O.RBGS Random bit generation service
The TOE provide cryptographically secure random bit generation service for the users.

O.TChann Trusted channel

The TSF provides trusted channel using secure cryptographic mechanisms for the communication
between the TSF and external entities. The TOE provides authentication of all communication end
points, ensures the confidentiality and integrity of the communication data exchanged through the
trusted channel.

Note the TSF can establish the trusted channel by means of secure cryptographic mechanisms only if
the other endpoint supports these secure cryptographic mechanisms as well. If trusted channel cannot
be established by means of secure cryptographic mechanisms due to missing security functionality of
the user then the operational environment shall provide a secure channel protecting the communication
by non-cryptographic security measures, cf. A.SecComm and OE.SecComm.

O.1&A Identification and authentication of users

The TOE shall uniquely identify users and verify the claimed identity of the user before providing access
to any controlled resources with the exception of self-test, identification of the TOE and authentication
of the TOE. The TOE shall authenticate IT entities using secure cryptographic mechanisms.

O.AccCtrl Access control
The TOE provides access control on security services, operations on user data, management of TSF
and TSF data.

0O.SecMan Security management

The TOE provides security management of users, TSF, TSF data and cryptographic keys by means of
secure cryptographic mechanisms and using certificates. The TSF generates, derives, agrees, import
and export cryptographic keys as security service for users and for internal use. The TSF shall destruct
unprotected secret or private keys in such a way that any previous information content of the resource
is made unavailable.

O.TST Self-test
The TSF performs self-tests during initial start-up, at the request of the authorised user and after power-
on. The TSF enters secure state if self-test fails or attacks are detected.
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O.PhysProt Physical protection

The TSF protects the confidentiality and integrity of user data, TSF data and its correct operation against
physical attacks and environmental stress. In case of platform architecture the TSF protects the secure
execution environment for and the communication with the application component running on the TOE.

0.SecUpCP Secure import of Update Code Package
The TSF verifies the authenticity of received encrypted Update Code Package, decrypts authentic
Update Code Package and allows authorized users to store decrypted Update Code Package.

5.2 SECURITY OBJECTIVES FOR THE OPERATIONAL ENVIRONMENT

The security objectives for the environment in this Security Target are those named and described in
[PP-CSP]. The security objectives stated in [PP-JCS] and relevant for the TOE are listed here. Others
can be found in [ST_PLTF].

OE.CommiIinf Communication infrastructure
The operational environment shall provide public key infrastructure for entities in the communication
networks. The trust centers generate secure certificates for trustworthy certificate holder with correct
security attributes. They distribute securely their certificate signing public key for verification of digital
signature of the certificates and run a directory service for dissemination of certificates and provision of
revocation status information of certificates.

OE.AppComp Support of the Application component
The Application component supports the TOE for communication with users and trust centers.

OE.SecManag Security management

The operational environment shall implement appropriate security management for secure use of the
TOE including user management, key management. It ensures secure key management outside the
TOE and uses the trust center services to determine the validity of certificates. The cryptographic keys
and cryptographic key components shall be assigned to the secure cryptographic mechanisms they are
intended to be used with and to the entities authorized for their use.

OE.SecComm Protection of communication channel

Remote entities shall support trusted channels with the TOE using cryptographic mechanisms. The
operational environment shall protect the local communication channels by trusted channels using
cryptographic mechanisms or by secure channel using non-cryptographic security measures.

OE.SUCP Signed Update Code Packages
The secure Update Code Package is delivered in encrypted form and signed by the authorized issuer
together with its security attributes.
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5.3 SECURITY OBJECTIVES RATIONALE

The following table traces the security objectives for the TOE back to threats countered by that security
objective and OSPs enforced by that security objective, and the security objective for the operational
environment back to threats countered by that security objective, OSPs enforced by that security
objective, and assumptions upheld by that security objective.

5.3.1 Security Objective rationale

(¢]

5 g o &

= < 7} a5}

5 > )

a 7 5 %

— = O @)
O.AccCtrl X
O.AuthentTOE X X
O.DataAuth X X X
O.Enc X X X
O.1&A X X X X
O.PhysProt X
O.RBGS X X
0O.SecMan X X X X
0O.SecUpCP X X
O.Tchann X X X X X X
O.TST X
OE.AppComp X X X X
OE.Comminf X X X X X X
OE.SecComm X X X X
OE.SecManag X X X
OE.SUCP X X

Table 2: Security Objective rationale
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The following part of the chapter demonstrate that the security objectives counter all threats and enforce
all OSPs, and the security objectives for the operational environment uphold all assumptions.

The

The

threat T. DataCompr ACompromi se of communicat.i
for the TOE and the operational environment

O.Enc requires the TOE to provide encryption and decryption as security service for the users
to protect the confidentiality of user data,

O.TChann requires the TOE to support trusted channel between TSF and the application
component, and between TSF and other users, and the application component and other users
with authentication of all communication end points, protected communication ensuring the
confidentiality and integrity of the communication and to prevent misuse of the session of
authorized users.

OE.AppComp requires the application component to support the TOE for communication with
users and trust center.

OE.CommiInf requires the operational environment to provide the communication infrastructure
especially trust center services.

OE.SecComm requires the operational environment to protect the confidentiality and integrity
of communication over local communication channel by physical security measures and remote
entities to support trusted channels by means of cryptographic mechanisms. If a trusted channel
cannot be established due to missing security functionality of the application component or
human user communication channel the operational environment shall protect the
communication, cf. A.SecComm and OE.SecComm.

threat T. DataMani AUnauthorized generation

by the security objectives for the TOE and the operational environment:

The

O.DataAuth requires the TOE to provide symmetric and asymmetric data authentication
mechanisms as security service for the users to protect the integrity and authenticity of user
data.

O.TChann requires the TOE to support trusted channel for authentication of all communication
end points, protected communication with the application component and other users to ensure
the confidentiality and integrity of the communication and to prevent misuse of the session of
authorized users

OE.AppComp requires the application component to support the TOE for communication with
users and trust center.

OE.CommlInf requires the operational environment to provide trust center services and securely
distribute root public keys.

OE.SecComm requires the operational environment to protect the confidentiality and integrity
of communication with the TOE. Remote entities shall support trusted channels with the TOE
using cryptographic mechanisms. The operational environment shall protect the local
communication channels by trusted channels using cryptographic mechanisms or by secure
channel using non-cryptographic security measures.

threat T. Masqu fAMasquerade authorized user

and the operational environment:

O.1&A requires the TSF to identify uniquely users and verify the claimed identity of the user
before providing access to any controlled resources with the exception of self-test, identification
of the TOE and authentication of the TOE.
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- O.TChann requires the TSF to provide authentication of all communication end points of the
trusted channel.

- 0.SecMan requiring the TSF to provides security management of users, TSF, TSF data and
cryptographic keys by means of secure cryptographic mechanisms and using certificates.

- OE.SecMan requiring the operational environment to implement appropriate security
management for secure use of the TOE including user management.

The threat T. ServAcc fAUnauthorized access to
objectives for the TOE and the operational environment:

- O.I&A requires the TSF to uniquely identify users and to authenticate users before providing
access to any controlled resources with the exception of self-test, identification of the TOE and
authentication of the TOE. Note an unauthenticated user is allowed to request authentication of
the TOE.

- O.AccCtrl requires the TSF to control access on security services, operations on user data,
management of TSF and TSF data.

- O.Tchann requires mutual authentication of the external entity and the TOE and the
authentication of communicated data to prevent misuse of the communication with external
entities. The operational environment is required by OE.SecComm to ensure secure channels
if trusted channel cannot be established.

- The operational environment OE.CommiInf requires provision of a public key infrastructure for
entity authentication and OE.AppComp requires the application to support communication with
trust centers.

TOE

S

e cC

The threat T.PhysAttackfiPhysical attackso is directly

- 0O.PhysProt requires the TSF to protects the confidentiality and integrity of user data, TSF data
and its correct operation against physical attacks and environmental stress.

- O.TST requires the TSF to perform self-tests and to enter secure state if self-test fails or attacks
are detected as means to ensure robustness against perturbation.

The threat T.FaUpD oOFaulty Update Code Packageodo is |
0O.SecUpCP verifying the authenticity of UCP under the condition that trustworthy UCP are signed as
required by OE.SUCP
- 0. SecUpCP nfSecure i mport of Updat e Code Package
authenticity of received encrypted Update Code Package before decrypting and storing
authentic an Update Code Package.
- OE. SUCP nASigned Updat e Co dissuePta sigh aeguzesUpdate Eaflet i r e st |
packages together with its security attributes.
The organizational security policy OSP.SecCryM fAiSecut
by means of secure cryptographic mechanisms required in
- 0.1 &A Al dche ratnidf iacdathiemt i cati on of userso and O. Aut h
to external entitiesod requiring secure entity aut
- O.Enc fAConfidentiality of user data by means of
oDat a authentication by cryptographic mechani s

mechanisms for protection of confidentiality and integrity of user data,
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- O.TChann ATrusted channel 0 requiring secur e cr
authentication mechanisms of users and TOE, protection of confidentiality and integrity of
communication data.

- O.RBGS fiRandom bit generation serviceodo requires t|
random bit generation service for the users.

- O. SecMan ASemawgriment dnar equi ring security managen
cryptographic keys by means of secure cryptographic mechanisms and using certificates.

The organi zational security policy OSP. SecService 1
implemented by secur i ty objectives for the TOE O.Enc AConfi de
encryption and decryptiono, O. DataAuth oData authent

fildentification and authentication of UEste extegl O. Aut t
entitieso, O. TChann ATrusted channel 6 and O. RBGS ARar
provide cryptographic security services for the user. The OSP.SecService is supported by OE.Comminf
ACommunication infrastagacfi8eeor iatnyd m&En Seemamt 0 provi
measure for the secure use of these services.

The organi zational security policy OSP. Key Man iKey
O. SecMan fASecurity management 0 an daccerdingpodE.Canninfoy tr us
fiCommunication infrastructureo and OE. SecManag fASecur
The organizational security policy OSP.TC ATrust cent

TOE and the operational environment:
- O. SecMan fMmAJaencagreimeynt 6 uses certificates for secur
TSF data and cryptographic keys.

- OE. Comml nf fiCommuni cati on infrastructureo requir
certificates for trustworthy certificate holder with correct security attributes and to distribute
certificates and revocation status information.

- OE. AppComp fASupport of the Application component 0
support the TOE for communication with trust centers.
The organizational security policy OSP. Update fAAuthorized Update Code Pa
directly by the security objectives for the TOE O.SecUpCP and the operational environment OE.SUCP.

The assumption A.SecComm fASecure communicationo ass:|
protects the confidentiality and integrity of communication data and ensures reliable identification of its

end points. The security objective for the operational environment OE.SecComm requires the

operational environment to protect local communication physically and the remote entities to support

trusted channels using cryptographic mechanisms.
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5.3.2 Compatibility between Security Objectives of [ST_CSP] and [ST_PLTF]

5.3.2.1 Compatibility between objectives for the TOE

The following table lists the relevant security objectives of TESS v3.0 Platform and provides the link to
the security objectives related to the composite product, showing that there is no contradiction between
the two.

Platform objective label Platform objective short description Link to the
(refer to [ST_PLTF] for the full composite-

description) product

The TOE shall uniquely identify every
subject (applet, or package) before granting
it access to any service.

O.FIREWALL The TOE shall ensure controlled sharing of O.AccCtrl
data containers owned by applets of different
packages, or the JCRE and between applets
and the TSFs.

O.GLOBAL_ARRAYS_ CONFID | The TOE shall ensure that the APDU buffer | O.AccCtrl
that is shared by all applications is always
cleaned upon applet selection.

The TOE shall ensure that the global byte
array used for the invocation of the install
method of the selected applet is always
cleaned after the return from the install
method.

O.GLOBAL_ARRAYS_INTEG The TOE shall ensure that only the currently | O.AccCitrl
selected applications may have a write
access to the APDU buffer and the global
byte array used for the invocation of the
install method of the selected applet.

O.ARRAY_VIEWS_CONFID The TOE shall ensure that no application can | O.AccCirl
read elements of an array view not having
array view security attribute
ATTR_READABLE_VIEW.

The TOE shall ensure that an application
can only read the elements of the array view
within the bounds of the array view.

O.ARRAY_VIEWS_INTEG The TOE shall ensure that no application can | O.AccCtrl
write to an array view not having array view
security attribute ATTR_WRITABLE_VIEW.
The TOE shall ensure that an application

can only write within the bounds of the array
view.

O.NATIVE The only means that the Java Card VM shall | No contradiction
provide for an application to execute native with the security
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Platform objective label Platform objective short description Link to the
(refer to [ST_PLTF] for the full composite-

description) product

code is the invocation of a method of the objectives of the
Java Card API, or any additional API. composite TOE
O.OPERATE The TOE must ensure continued correct O.PhysProt

operation of its security functions.

O.REALLOCATION The TOE shall ensure that the re-allocation O.AccCitrl
of a memory block for the runtime areas of
the Java Card VM does not disclose any
information that was previously stored in that

block.
O.RESOURCES The TOE shall control the availability of No contradiction
resources for the applications. with the security
objectives of the
composite TOE
O.ALARM The TOE shall provide appropriate feedback | O.TST
information upon detection of a potential
security violation. O.PhysProt
O.CIPHER The TOE shall provide a means to cipher O.Enc
sensitive data for applications in a secure
O.DataAuth

way. In particular, the TOE must support
cryptographic algorithms consistent with 0.SecMan
cryptographic usage policies and standards.

O.RNG The TOE shall ensure the cryptographic O.RBGS
quality of random number generation. For
instance random numbers shall not be
predictable and shall have sufficient entropy.

The TOE shall ensure that no information
about the produced random numbers is
available to an attacker since they might be
used for instance to generate cryptographic
keys.

O.KEY-MNGT The TOE shall provide a means to securely 0.SecMan
manage cryptographic keys. This concerns
the correct generation, distribution, access
and destruction of cryptographic keys.

O.PIN-MNGT The TOE shall provide a means to securely No contradiction
manage PIN objects (including the PIN try with the security
limit, PIN try counter and states). If the PIN objectives of the
try limit is reached, no further PIN composite TOE
authentication must be allowed.

O.TRANSACTION The TOE must provide a means to execute a | No contradiction
set of operations atomically. with the security
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Platform objective label

Platform objective short description
(refer to [ST_PLTF] for the full

description)

Link to the
composite-
product

objectives of the
composite TOE

0.0OBJ-DELETION

The TOE shall ensure the object deletion
shall not break references to objects.

No contradiction
with the security
objectives of the

composite TOE
O.DELETION The TOE shall ensure that both applet and No contradiction
package deletion perform as expected. with the security
objectives of the
composite TOE
O.LOAD The TOE shall ensure that the loading of a 0.SecUpCP
package into the card is safe.
Besides, for code loaded post-issuance, the
TOE shall verify the integrity and authenticity
evidences generated during the verification
of the application package by the verification
authority. This verification by the TOE shall
occur during the loading or later during the
install process.
O.INSTALL The TOE shall ensure that the installation of | No contradiction
an applet performs as expected. with the security
. ) objectives of the
Besides, for cpdes Iqaded_post-lssuance,_ the composite TOE
TOE shall verify the integrity and authenticity
evidences generated during the verification
of the application package by the verification
authority. If not performed during the loading
process, this verification by the TOE shall
occur during the install process.
0O.SCP.IC The SCP shall provide all IC security O.PhysProt

features against physical attacks.

This security objective for of the TOE refers
to the security aspect #.SCP:

It is required that the IC is designed in
accordance with a well-defined set of
policies and Standards (likely specified in
another protection profile), and will be
tamper resistant to actually prevent an
attacker from extracting or altering security
data (like cryptographic keys) by using
commonly employed techniques (physical
probing and sophisticated analysis of the
chip). This especially matters to the
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Platform objective label

Platform objective short description
(refer to [ST_PLTF] for the full
description)

management (storage and operation) of
cryptographic keys.

Link to the
composite-
product

0.SCP.RECOVERY

If there is a loss of power, or if the smart
card is withdrawn from the CAD while an
operation is in progress, the SCP must allow
the TOE to eventually complete the
interrupted operation successfully, or
recover to a consistent and secure state.

This security objective of the TOE refers to
the security aspect #.SCP.1: The smart card
platform must be secure with respect to the
SFRs. Then after a power loss or sudden
card removal prior to completion of some
communication protocol, the SCP will allow
the TOE on the next power up to either
complete the interrupted operation or revert
to a secure state

O.PhysProt

O.SCP.SUPPORT

The SCP shall support the TSFs of the TOE.

This security objective of the TOE refers to
the security aspects 2, 3, 4 and 5 of #.SCP:

(2) It does not allow the TSFs to be
bypassed or altered and does not allow
access to other low-level functions than
those made available by the packages of the
API. That includes the protection of its
private data and code (against disclosure or
modification) from the Java Card System.

(3) It provides secure low-level cryptographic
processing to the Java Card System.

(4) 1t supports the needs for any update to a
single persistent object or class field to be
atomic, and possibly a low-level transaction
mechanism.

(5) It allows the Java Card System to store
data in "persistent technology memory" or in
volatile memory, depending on its needs (for
instance, transient objects must not be
stored in non-volatile memory). The memory
model is structured and allows for low-level
control accesses (segmentation fault
detection).

O.PhysProt
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Platform objective label Platform objective short description Link to the
(refer to [ST_PLTF] for the full composite-

description) product

O.SENSITIVE_ARRAYS_INTE | The TOE shall ensure that only the currently | O.PhysProt
G selected applications may have a write
access to the integrity-sensitive array object
(javacard.framework.SensitiveArrays)
created by that application. Any
unauthorized modification through physical
attacks to that integrity-sensitive array must
be detected by the TOE and notified to the

application.
O.SENSITIVE_RESULTS_INT | The TOE shall ensure that the sensitive O.PhysProt
EG results (javacardx.security.SensitiveResults)

of sensitive operations executed by
applications through the Java Card API are
protected in integrity specifically against
physical attacks.

The TOE shall provide the card manager as N_O contradictign
with the security

defined in [GPCS]. L

objectives of the
The card manager shall control the access to composite TOE
card management functions such as the
installation, update, or deletion of applets. It
shall also implement the Issuer's policy on the
card.

The card manager is an application with
specific rights (e.g. ISD), which is
responsible for the administration of the SE.
Typically, the card manager shall be in
charge of the life cycle of the whole card, as
well as that of the installed applications
(applets). The card manager shall prevent
card content management operations
(loading, installation, deletion) from being
carried out, for instance, at invalid states of
the card or by unauthorised actors. It shall
also enforce security policies established by
the Issuer.

O.CARD-MANAGEMENT

O.DOMAIN-RIGHTS The Issuer shall not access or change O.AccCtrl
personalised APSD keys, which belong
exclusively to the AP. Modification of an SD
key set is restricted to the AP owning the
SD.

O.APPLI-AUTH The card manager shall enforce the 0.SecUpCP
application security policies established by
the Issuer. The enforcement shall be
implemented by requiring application

© Copyright Thales DIS France SAS - 2022 Page : 35/ 122



THALES

TESS v3.0 CSP Security Target

Platform objective label

Platform objective short description
(refer to [ST_PLTF] for the full

description)

Link to the
composite-
product

authentication during application loading on
the card.

O.SECURITY-DOMAINS

SDs can be dynamically created, deleted,
and blocked during the end use phase.

No contradiction
with the security
objectives of the
composite TOE

0.COMM_AUTH

The TOE shall authenticate the origin of the
card management requests received by the
card, and authenticate itself to the remote
actor.

No contradiction
with the security
objectives of the
composite TOE

O.COMM_INTEGRITY

The TOE shall verify the integrity of the (card
management) requests that the card
receives.

No contradiction
with the security
objectives of the
composite TOE

O.COMM_CONFIDENTIALITY

The TOE shall be able to process card
management requests containing encrypted
data.

No contradiction
with the security
objectives of the
composite TOE

O.NO-KEY-REUSE

The TOE shall ensure that session keys can
be used only once.

No contradiction
with the security
objectives of the
composite TOE

O.PRIVILEGES-
MANAGEMENT

The TOE shall provide Privileges
assignment and management functionalities
for the on-card entities ISD, SSD, and
Applications. The TOE shall control the
access to the Privileges assignment and
management functions.

No contradiction
with the security
objectives of the
composite TOE

O.LC-MANAGEMENT

The TOE shall provide a state machine that
enf orces t helekeepsdrack df i
the TOEO&6s current st a
operations required by the users are
consistent with the current life cycle state of
the TOE.

The TOE shall provide Life Cycle (LC)
management functionalities for the Card,
ELFs, SDs, and Applications.

No contradiction
with the security
objectives of the
composite TOE
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Link to the

Platform objective label

Platform objective short description

(refer to [ST_PLTF] for the full
description)

composite-
product

O.CLFDB-DECIPHER

If the SD to be associated with the Executable
Load File has the Ciphered Load File Data
Block privilege, then the card shall support
encryption schemes as defined by
GlobalPlatform specifications and the SD
shall be able to decipher the Ciphered Load
File Data Blocks.

Application Note: See [GPCS] section C.6.

0O.SecUpCP

O.GLOBAL-CVM

The TOE shall restrict the modification of the
security attributes of the CVM only to defined
privileged applications appointed by the
Card Manager. Any SD allowed to perform
CVM can grant the CVM privilege to an
Application.

No contradiction
with the security
objectives of the
composite TOE

0.CVM-BLOCK If the maximum number of attempts has No contradiction
been reached, further Cardholder with the security
authentication attempts are blocked. The objectives of the
blocking can be removed by special action of | composite TOE
the Card Manager or a privileged user.

O.CVM-MGMT The TOE shall provide means to securely O.Enc
manage CVM objects. Secure management = o physProt
of CVM objects includes:

1 Atomic update of PIN code and of the try
counter,

1 No rollback of the number of
unsuccessful authentication attempts,

1 Protection of confidentiality of the PIN
value,

Protection of the PIN comparison process

against observation.

O.RECEIPT The TOE shall generate non-repudiable No contradiction
receipts of the completion of card with the security
management operations. The generation of objectives of the
the receipt shall be performed by an SD with | composite TOE
O0Recei pt Generationd

O.TOKEN The TOE shall verify tokens during the No contradiction

processing of card management operations.
The verification of the token shall be
performed by lken S\De rwii
Privilege.

with the security
objectives of the
composite TOE

© Copyright Thales DIS France SAS - 2022

Page : 37/122




THALES

TESS v3.0 CSP Security Target

Platform objective label

Platform objective short description
(refer to [ST_PLTF] for the full

description)

Link to the
composite-
product

0.CCCM

The TOE shall address the Confidential Card
Content Management requirements defined
in [Amd A]. These requirements are;

- Secure personalisation of APSD
by the CA using one of the
following scenarios: Pull Model,
Push Model, Key Agreement
Model, or Key Agreement Model
with no Secure Channel

- Confidential loading of initial
Secure Channel Key Sets

Confidential loading of applications by an AP

O.Enc
O.TChann

O.CTL_REGISTRY

The CRS shall ensure that only authorised
changes in the Contactless Registry are
performed. The SET STATUS command
shall only impact CRS-registered
applications and shall not perform
unauthorised state transitions. The
Contactless Registry shall be integrity
protected like other data in the OPEN. The
CRS shall ensure that the activation state of
CRS-registered applications reflects the
Contactless Registry content.

No contradiction
with the security
objectives of the
composite TOE

O.CTL_SC

The CRS shall ensure that the STORE
DATA command to modify blacklists of CCM
tokens or to change the CRS visibility state
on the CTL interface comes through a
Secure Channel with at least level
AAUTHENTI CATEDO.

No contradiction
with the security
objectives of the
composite TOE

O.CRS_PRIVILEGES

The CRS shall securely manage the
assignment of the 06Co
Privilege and the 06GlI

No contradiction
with the security
objectives of the
composite TOE

0.CRS_COUNTERS

The CRS shall ensure that the Update
Counters are protected for integrity and
increased by one at each completed
operation or sequence of operations.

No contradiction
with the security
objectives of the
composite TOE

O.ELF_AUTHORISED

Only authorised entities shall be able to load
ELFs.

No contradiction
with the security
objectives of the
composite TOE
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Platform objective label

Platform objective short description
(refer to [ST_PLTF] for the full

description)

Link to the
composite-
product

The ELF integrity shall be preserved during O.DataAuth
O.ELF_INTEGRITY the loading process i (confidentiality
maintained if required).
The application instance data shall be O.PhysProt
O.ELE APP DATA securely'sto.red When sqved. The QPEN O.DataAuth
- - shall maintain the integrity & consistency of
Registry data. O.TChann

O.ELF_SESSION

The session status shall be consistent
throughout the upgrade process. Forbidden
commands shall be rejected during the
upgrade process.

No contradiction
with the security
objectives of the
composite TOE

O.ELF_DELE_IRR

The TOE must be able to provide an atomic
and irreversible deletion operation of the
Application instances and ELF(s).

No contradiction
with the security
objectives of the
composite TOE

O.ELF_DATA_PRO

The TOE must ensure that any ELF
information contained in a protected
resource is not inappropriately disclosed
when the resource is reallocated.

No contradiction
with the security
objectives of the
composite TOE

O.SECURE_LOAD_ACODE

The TOE shall check an evidence of
authenticity and integrity of the additional
code to be loaded.

The TOE enforces that only an allowed
version of the additional code can be loaded.
The TOE shall forbid the loading of an
additional code not intended to be assembled
with the TOE.

During the loading of the additional code, the
TOE shall remain secure.

0O.SecUpCP

O.SECURE_AC_ACTIVATION

Activation of the additional code and update
of the Identification Data shall be performed
at the same time in an atomic way. All the
operations needed for the code to be able to
operate as in the Updated TOE shall be
completed before activation.

If the atomic activation is successful, then
the resulting product is the Updated TOE,
otherwise (in case of interruption or incident
which prevents the forming of the Updated
TOE), the TOE shall preserve a secure
state.

No direct link with
composite toe
objectives
nevertheless it is
used for secure
update code
package
installation
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Platform objective label Platform objective short description Link to the

(refer to [ST_PLTF] for the full

description)

composite-
product

O.TOE_IDENTIFICATION

The TOE provides means to store
Identification Data in its non-volatile memory
and guarantees the integrity of these data.

After atomic activation of the additional code,
the Identification Data of the Updated TOE

No direct link with
composite TOE
objectives
nevertheless it is
used for secure
update code

allows identifications of both the Initial TOE | package

and additional code. installation

The user must be able to uniquely identify

Initial TOE and additional code(s) which are

embedded in the Updated TOE.
O.CONFID-OS-UPDATE.LOAD 0.SecUpCP

The TOE shall decrypt the additional code
prior installation.

Application Note: Confidentiality protection
must be enforced when the additional code is
transmitted to the TOE for loading (See
OE.OS-UPDATE-ENCRYPTION).
Confidentiality protection can be achieved
either through direct encryption of the
additional code, or by means of a trusted path
ensuring the confidentiality of the
communication to the TOE.

Table 3 Compatibility between objectives for the TOE

We can therefore conclude that the objectives for the TOE of [ST_CSP] and [ST_PLTF] are consistent.

5.3.2.2 Compatibility between objectives for the environment

Link to the
composite-
product

Platform objective label Platform objective short

description (refer to [ST_PLTF]

for the full description)

OE.CAP_FILE No CAP file loaded post-issuance

shall contain native methods

CSP package is full
javacard package
thus does not
contain native
methods

OE.VERIFICATION All the bytecodes shall be verified CSP package has
at least once, before the loading, passed byte code
before the installation or before the | verification

execution, depending on the card

capabilities, in order to ensure that
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Platform objective label

Platform objective short
description (refer to [ST_PLTF]

for the full description)

Link to the
composite-
product

each bytecode is valid at execution
time.

OE.CODE-EVIDENCE

For application code loaded pre-
issuance, evaluated technical
measures implemented by the TOE
or audited organizational measures
must ensure that loaded application
has not been changed since the
code verifications required in
OE.VERIFICATION.

For application code loaded post-
issuance and verified off-card
according to the requirements of
OE.VERIFICATION, the
verification authority shall provide
digital evidence to the TOE that the
application code has not been
modified after the code verification
and that he is the actor who
performed code verification.

For application code loaded post-
issuance and partially or entirely
verified on-card, technical
measures must ensure that the
verification required in
OE.VERIFICATION are
performed. On-card bytecode
verifier is out of the scope of this
Protection Profile

If CSP package
loaded pre-
issuance: fulfilled
by audited
organizational
measures

If CSP package
loaded post-
issuance: fulfilled
by technical
measures

OE.ISSUER The Issuer shall be a trusted actor | Not managed by
responsible for the behaviour of the | CSP package
SE.

OE.ADMIN The administrators of the CCM | Not managed by

servers shall be trusted actors.
They shall be trained to use and
administrate those servers. They
have the means and the equipment
to perform their tasks.

CSP package

OE.APPS-PROVIDER

The AP shall be a trusted actor
that provides applications. The AP
must be responsible for the APSD
keys.

Not managed by
CSP package

OE.VERIFICATION-AUTHORITY

The VA shall be a trusted actor
with the capability to check and
validate the digital signature
attached to an application.

Not managed by
CSP package
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Platform objective label

Platform objective short
description (refer to [ST_PLTF]

for the full description)

Link to the
composite-
product

OE.KEY-ESCROW

The key escrow shall be a trusted
actor in charge of the secure
storage of the AP initial keys
generated by the personaliser.

Not managed by
CSP package

OE.PERSONALISER

The personaliser shall be a trusted
actor in charge of the
personalisation  process. The
personaliser shall ensure the
security of the keys managed and
loaded into the card:
- Issuer Security Domain
keys (ISD keys)
- Application  Provider
Security Domain keys
(APSD keys)
Controlling  Authority  Security
Domain keys (CASD keys).

Not managed by
CSP package

OE.CONTROLLING-AUTHORITY

The CA shall be a trusted actor
responsible for securing the
creation and personalisation of
APSD keys. The CA must be
responsible for the CASD keys.

Not managed by
CSP package

OE.SCP-SUPP

Secure Communication Protocols
shall be supported and used by the
operational environment.

Not managed by
CSP package

OE.KEYS-PROT

During the TOE®s
in interaction with the TOE shall
ensure the protection (integrity and
confidentiality) of the applied keys
by operational means and/or
procedures.

Not managed by
CSP package

OE.PRODUCTION

Security procedures shall be used
after TOE Delivery up to delivery to
the end consumer to maintain
confidentiality and integrity of the
TOE and of its data (to prevent any
possible copy, modification,
retention, theft, or unauthorised
use).

Not managed by
CSP package

OE.APPLICATIONS

Developers and Validators shall
comply with the security guidance
and ensure that the rules are
enforced.

CSP package
developer is
THALES and is a
trusted actor
enforcing secure
development
process in a secure
development
environment

OE.AID-MANAGEMENT

The VA shall verify that the AID of
the application being loaded does
not impersonate the AID known by

Not managed by
CSP package
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Platform objective label

Platform objective short
description (refer to [ST_PLTF]

for the full description)

Link to the
composite-
product

another application on the card for
the use of shareable services.

OE.LOADING

Application code, validated or
certified  depending on the
application, is loaded onto the SE
Platform using any kind of CCM
servers and protocols  with
contactless or contact connectivity.

Not managed by
CSP package

OE.SERVERS

The Issuer must enforce a policy to
ensure the security of the
applications stored on its CCM
servers (servers used to perform
card content management).

Not managed by
CSP package

OE.AP-KEYS

The SD-key-personaliser, the AP,
and the key escrow must enforce a
security policy securing the
transmissions.

Not managed by
CSP package

OE.ISD-KEYS

The security of the ISD keys must
be ensured in the environment of
the TOE.

Not managed by
CSP package

OE.KEY-GENERATION

The personaliser must ensure that
the generated keys cannot be
accessed by unauthorised users.

Not managed by
CSP package

OE.CA-KEYS

The CASD keys must be securely
generated prior to storage in the SE
card.

Not managed by
CSP package

OE.KEY-CHANGE

The AP must change the initial keys
of APSD before any operation on it.

Not managed by
CSP package

OE.CLFDB-ENC-PR

The Load File Data Block shall be
encrypted securely by a trusted SD
provider.

Not managed by
CSP package

OE.TOKEN-GEN

The Token shall be generated

Not managed by

securely by a trusted entity | CSP package
according to the signature
algorithms defined in
GlobalPlatform specifications.

OE.RECEIPT-VER The Receipt shall be verified | Not managed by
securely by a trusted entity | CSP package

according to the methods defined in
GlobalPlatform specifications.

OE.DAP_BLOCK_GEN

The DAP Block shall be generated
securely by a trusted entity that
verifies the content of the Load File
Data Block linked to the hash.

Not managed by
CSP package

OE.OS-UPDATE-EVIDENCE

For additional code loaded pre
issuance, evaluated technical
measures implemented by the TOE
or audited organisational measures
must ensure that the additional
code (1) has been issued by the
genuine OS Developer and (2) has

Not managed by
CSP package
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Platform objective label Platform objective short Link to the
description (refer to [ST_PLTF] composite-

for the full description) product

not been altered since it was issued
by the genuine OS Developer.

For additional code loaded post
issuance, the OS Developer shall
provide digital evidence to the TOE
that (1) he is the genuine developer
of the additional code and (2) the
additional code has not been
modified since it was issued by the
genuine OS Developer.
OE.OS-UPDATE-ENCRYPTION For additional code loaded post | OE.SUCP
issuance, the OS Developer shall
encrypt the additional code so that
its confidentiality is ensured when it
is transmitted to the TOE for
loading and installation.
OE.SECURE_ACODE_MANAGEMENT | Key = management  processes | OE.SecManag
related to the OS Update capability
shall take place in a secure and = OE.SUCP
audited environment. The key
generation processes shall
guarantee that cryptographic keys
are of sufficient quality and
appropriately secured to ensure
confidentiality, authenticity, and
integrity of the keys.

Table 4 Compatibility between objectives for the environment

6 EXTENDEIDMPONENDEEI NI TI ON

6.1 GENERATI ON OF NRAWDEHRBF CS RNG)

Family behaviour

This family defines quality requirements for the generation of random numbers are intended to be used
for cryptographic purposes.

Component levelling:

FCS_RNG: Random number generation 1

FCS_RNG.1 Generation of random numbers, requires that the random number generator implements
defined security capabilities and that the random numbers meet a defined quality metric.

Management: FCS_RNG.1
There are no management activities foreseen.

Audit: FCS_RNG.1
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There are no auditable events foreseen.
FCS_RNG.1 Random number generation

Hierarchical to: No other components
Dependencies:  No dependencies

FCS_RNG.1.1 The TSF shall provide a [selection: physical, non-physical true, deterministic, hybrid physical,
hybrid deterministic] random number generator that implements: [assignment: list of security
capabilities].

FCS_RNG.1.2 The TSF shall provide random numbers that meet [assignment: a defined quality metric].

6.2 CRYPTOGRAPHI C IKEATIOBRCS CKM. 5)

This chapter describes a component of the family Cryptographic key management (FCS_CKM) for key
derivation as process by which one or more keys are calculated from either a pre-shared key or a shared
secret and other information. Key derivation is the deterministic repeatable process by which one or
more keys are calculated from both a pre-shared key or shared secret, and other information, while key
generation required by FCS_CKM.1 uses internal random numbers.

The component FCS_CKM.5 is on the same level as the other components of the family FCS_CKM.

Management: FCS_CKM.5
There are no management activities foreseen

Audit: FCS_CKM.5

The following actions should be auditable if FAU_GEN Security audit data generation is included in the
ST:

a) Minimal: Success and failure of the activity.

b) Basic: The object attribute(s), and object value(s) excluding any sensitive information (e.g. secret or
private keys).

FCS_CKM.5 Requires the TOE to provide key derivation.

FCS_CKM.5 Cryptographic key derivation

Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.5.1 The TSF shall derive cryptographic keys [assignment: key type] from
[assignment: input parameters] in accordance with a specified cryptographic
key derivation algorithm [assignment: cryptographic key derivation algorithm]
and specified cryptographic key sizes [assignment: cryptographic key sizes]
that meet the following: [assignment: list of standards].

6.3 AUTHENTI CAROODDE IDENTITY (FIA API)

To describe the IT security functional requirements of the TOE a sensitive family (FIA_API) of the Class
FIA (Identification and authentication) is defined here. This family describes the functional requirements
for the proof of the claimed identity for the authentication verification by an external entity where the
other families of the class FIA address the verification of the identity of an external entity.
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Family Behaviour
This family defines functions provided by the TOE to prove its identity and to be verified by an external
entity in the TOE IT environment.

Component levelling:

FIA API Authentication Proof of Identity 1

FIA_API.1 Authentication Proof of Identity, provides prove of the identity of the TOE to an external
entity.

Management: FIA_API.1
The following actions could be considered for the management functions in FMT:
a) Management of authentication information used to prove the claimed identity.

Audit: FIA_API.1
There are no auditable events foreseen.

FIA_API.1 Authentication Proof of Identity

Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_API.1.1 The TSF shall provide a [assignment: authentication mechanism] to prove the
identity of the [assignment: object, authorized user or role] to an external
entity.

6.4 INTER-TSF TSF DATA CONFIDENTIALITY TRANSFER PROTECTION (FPT_TCT)

This section describes the functional requirements for confidentiality protection of inter-TSF transfer of
TSF data. The family is similar to the family Basic data exchange confidentiality (FDP_UCT) which
defines functional requirements for confidentiality protection of exchanged user data.

Family Behaviour
This family requires confidentiality protection of exchanged TSF data.

Component levelling:
FPT TCT Inter-TSF TSF data confidentiality transfer protection }—{ FPT TCT.1

FPT_TCT.1 Requires the TOE to protect the confidentiality of information in exchanged the TSF
data.

Management: FPT_TCT.1
There are no management activities foreseen.

Audit: FPT_TCT.1
There are no auditable events foreseen.
FPT_TCT.1 TSF data confidentiality transfer protection

Hierarchical to: No other components.
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Dependencies: [FDP_ACC.1 Subset access control, or FDP_IFC.1 Subset information flow
control]
[FMT_MTD.1 Management of TSF data or FMT_MTD.3 Secure TSF data]
FPT_TCT.1.1 The TSF shall enforce the [assignment: access control SFP, information flow

control SFP] by providing the ability to [selection: transmit, receive, transmit
and receive] TSF data in a manner protected from unauthorised disclosure.

6.5 INTER-TSF TSF DATA INTEGRITY TRANSFER PROTECTION (FPT_TIT)

This section describes the functional requirements for integrity protection of TSF data exchanged with
another trusted IT product. The family is similar to the family Inter-TSF user data integrity transfer
protection (FDP_UIT) which defines functional requirements for integrity protection of exchanged user
data.

Family Behaviour
This family requires integrity protection of exchanged TSF data.

Component levelling:

FPT_TIT: TSF data integrity transfer protection H 1 |

FPT_TIT.1Requires the TOE to protect the integrity of information in exchanged the TSF data.

Management: FPT_TIT.1
There are no management activities foreseen.

Audit: FPT_TIT.1
There are no auditable events foreseen.

FPT_TIT.1 TSF data integrity transfer protection

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

[FMT_MTD.1 Management of TSF data or
FMT_MTD.3 Secure TSF data]

FPT TIT.1.1 The TSF shall enforce the [assignment: access control SFP, information
flow control SFP] to [selection: transmit, receive, transmit and receive] TSF
data in a manner protected from [selection: modification, deletion, insertion,
replay] errors.

FPT_TIT.1.2 The TSF shall be able to determine on receipt of TSF data, whether
[selection: modification, deletion, insertion, replay] has occurred.

6.6 TSF DATA IMPORT WITH SECURITY ATTRIBUTES (FPT_ISA)

This section describes the functional requirements for TSF data import with security attributes from
another trusted IT product. The family is similar to the family Import from outside of the TOE (FDP_ITC)
which defines functional requirements for user data import with security attributes.

Family Behaviour
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This family requires TSF data import with security attributes.

Component levelling:

FPT_ISA: TSF data import with security attributes }— 1

FPT_ISA.1 Requires the TOE to import TSF data with security attributes.

Management: FPT_ISA.1
There are no management activities foreseen.

Audit: FPT_ISA.1
There are no auditable events foreseen.

FPT_ISA.1 Import of TSF data with security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FMT_MTD.1 Management of TSF data or
FMT_MTD.3 Secure TSF data
FMT_MSA.1 Management of security attributes, or
FMT_MSA.4 Security attribute value inheritance]
FPT_TDC.1 Inter-TSF basic TSF data consistency

FPT ISA.1.1 The TSF shall enforce the [assignment: access control SFP, information flow
control SFP] when importing TSF data, controlled under the SFP, from
outside of the TOE.

FPT_ISA.1.2 The TSF shall use the security attributes associated with the imported TSF
data.

FPT_ISA.1.3 The TSF shall ensure that the protocol used provides for the unambiguous
association between the security attributes and the TSF data received.

FPT_ISA.1.4 The TSF shall ensure that interpretation of the security attributes of the
imported TSF data is as intended by the source of the TSF data.

FPT_ISA.1.5 The TSF shall enforce the following rules when importing TSF data controlled

under the SFP from outside the TOE: [assignment: additional importation
control rules].

6.7 TSF DATA EXPORT WITH SECURITY ATTRIBUTES (FPT_ESA)

This section describes the functional requirements for TSF data export with security attributes to another
trusted IT product. The family is similar to the family Export to outside of the TOE (FDP_ETC) which
defines functional requirements for user data export with security attributes.

Family Behaviour
This family requires TSF data export with security attributes.

Component levelling:

FPT _ESA: TST data export with security attributes }— 1

FPT_ESA.1 Requires the TOE to export TSF data with security attributes.

Management: FPT_ESA.1
There are no management activities foreseen.
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Audit: FPT_ESA.1
There are no auditable events foreseen.

FPT_ESA.1 Export of TSF data with security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FMT_MTD.1 Management of TSF data or
FMT_MTD.3 Secure TSF data]
[FMT_MSA.1 Management of security attributes, or FMT_MSA.4 Security
attribute value inheritance]
FPT_TDC.1 Inter-TSF basic TSF data consistency

FPT _ESA.1.1 The TSF shall enforce the [assignment: access control SFP, information
flow control SFP] when exporting TSF data, controlled under the SFP(s),
outside of the TOE.

FPT_ESA.1.2 The TSF shall export the TSF data with the TSF data's associated security
attributes.

FPT_ESA.1.3 The TSF shall ensure that the security attributes, when exported outside
the TOE, are unambiguously associated with the exported TSF data.

FPT_ESA.1.4 The TSF shall enforce the following rules when TSF data is exported from

the TOE: [assignment: additional exportation control rules].

6.8 STORED DATA CONFIDENTIALITY (FDP_SDC)

To define the security functional requirements of the TOE an additional family (FDP_SDC.1) of the Class
FDP (User data protection) is defined here.
The family AStored data confidentiality (FDP_SDC)o0 is

Family behaviour

This family provides requirements that address protection of user data confidentiality while these data
are stored within memory areas protected by the TSF. The TSF provides access to the data in the
memory through the specified interfaces only and prevents compromise of their information bypassing
these interfaces. It complements the family Stored data integrity (FDP_SDI) which protects the user
data from integrity errors while being stored in the memory.

Component levelling

FDP_SDC: Stored data confidentiality l— 1

FDP_SDC.1Requires the TOE to protect the confidentiality of information of the user data in specified
memory areas.

Management: FDP_SDC.1
There are no management activities foreseen.

Audit: FDP_SDC.1
There are no auditable events foreseen.

FDP_SDC.1 Stored data confidentiality

Hierarchical to: No other components.
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Dependencies: No dependencies.
FDP_SDC.1.1 The TSF shall ensure the confidentiality of the information of the user data
while it is stored in the [assignment: memory area].
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7 SECURIREYOQOUI REMENTS

7.1 SECURITY FUNCTIONAL REQUIREMENTS

For this section, a presentation choice has been selected. Each SFR may present a table with different
type of algorithms treated. For each case, there is no distinction regarding the technical objectives
fulfilled by each row on the table (thus algorithm family). The technical objectives are the same
disregarding this differentiation.

The refinement operation is used to add detail to a requirement, and thus further restricts a requirement.

Refi nement of security requirements ibeldtextandtleenot ed

added/changed words are in bold text, or (ii) directly included in the requirement text as bold text. In
cases where words from a CC requirement component were deleted, these words are erossed-out.

The selection operation is used to select one or more options provided by the CC in stating a
requirement. Selections that have been made by the ST authors are denoted as italic text and the
original text of the PP component is given by a footnote. Selections filled in by the ST author appear
in square brackets with an indication that a selection is to be made, [selection:], and are italicized.

The assignment operation is used to assign a specific value to an unspecified parameter, such as the
length of a password. Assignments that have been made by the ST authors are denoted by showing
as italic text and the original text of the PP component is given by a footnote. Assignments filled in by
the ST author appear in square brackets with an indication that an assignment is to be made
[assignment:], and are italicized.

The iteration operation is used when a component is repeated with varying operations. Iteration is
denoted by showing a slash A/06 and the iterati

The TOE provides cryptographic security services for encryption and decryption of user data, entity
authentication of external entities and to external entities, authentication prove and verification of user
data, trusted channel and random number generation.

The TOE enforces the Cryptographic Operation SFP for protection of theses cryptographic services
which subjects, objects, and operations are defined in the SFRs FDP_ACC.1/Oper and FDP_ACF/Oper.

The TOE provides hybrid encryption and decryption combined with data integrity mechanisms for the
cipher text as cryptographic security service of the TOE. The encryption FCS_COP.1/HEM combines
the generation of a data encryption key and message authentication code (MAC) key, the asymmetric
encryption of the data encryption key with an asymmetric key encryption key, cf. FCS_CKM.1/ECKA-
EG, FCS_CKM.1/RSA, and the symmetric encryption of the data with the data encryption key and data
integrity mechanism with MAC calculation for the cipher text. The receiver reconstructs the data
encryption key and the MAC key, cf. FCS_CKM.5/ECKA-EG, calculates the MAC for the cipher text and
compares it with the received MAC. If the integrity of the cipher text is determined than the receiver
decrypts the cipher text with the data decryption key, cf. FCS_COP.1/HDM.

In general, authentication is the provision of assurance of the claimed identity of an entity. The TOE
authenticates human users by password, cf. FIA_UAU.5.1 clause 1. But a human user may authenticate
themselves to a token and the token authenticates to the TOE. Cryptographic authentication
mechanisms allow an entity to prove its identity or the origin of its data to a verifying entity by
demonstrating its knowledge of a secret. The entity authentication is required by FIA_UAU.5.1 clauses
(2) to (6). The chapter 6.3 describes SFR for the authentication of the TOE to external entities required
by the SFR FIA_API.1. This authentication may include attestation of the TOE as genuine TOE sample,
cf. 7.1.4. The authentication may be mutual as required for trusted channels in chapter 7.1.5.

Protocols may use symmetric cryptographic algorithms, where the proving and the verifying entity using
the same secret key, may demonstrate that the proving entity belongs to a group of entities sharing this
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key, e.g. sender and receiver (cf. FTP_ITC.1, FCS_COP.1/TCM). In case of asymmetric entity
authentication mechanisms the proving entity uses a private key and the verifying entity uses the
corresponding public key closely linked to the claimed identity often by means of a certificate. The same
cryptographic mechanisms for digital signature generation algorithm (FCS_COP.1/CDS-*) and signature
verification algorithm (cf. FCS_COP.1/VDS-*) may be used for entity authentication, data authentication
and non-repudiation depending on the security attributes of the cryptographic keys e.g. encoded in the
certificate (cf. FPT_ISA.1/Cert).

Trusted channel requires mutual authentication of endpoints with key exchange of key agreement,
protection of confidentiality by means of encryption and cryptographic data integrity protection.

The TSF provides security management for user and TSF data including cryptographic keys. The key
management comprises administration and use of generation, derivation, registration, certification,
deregistration, distribution, installation, storage, archiving, revocation and destruction of keying material
in accordance with a security policy. The key management of the TOE supports the generation,
derivation, export, import, storage and destruction of cryptographic keys. The cryptographic keys are
managed together with their security attributes.

The TOE enforces the Key Management SFP to protect the cryptographic keys (as data objects fo TSF
data) and the key management services (as operation, cf. to SFR of the FMT class) provided for
Administrators, Crypto-Officers, Key Owners and (as subjects). Note the cryptographic keys will be used
for cryptographic operations under Cryptographic Operation SFP as well.

The subjects, objects and operations of the Update SFP are defined in the SFR FDP_ACC.1/UCP and
FDP_ACF.1/UCP.

The SFR for cryptographic mechanisms based on elliptic curves refer to the following table for selection
of curves, key sizes and standards.

brainpoolP256r1 | 256 bits | RFC5639 [RFC5639], TR-03111, section 4.1.3 [TR-03111]
brainpoolP384r1, | 384 bits | RFC5639 [RFC5639], TR-03111, section 4.1.3 [TR-03111]
brainpoolP512r1 | 512 bits | RFC5639 [RFC5639], TR-03111, section 4.1.3 [TR-03111]]

Curve P-256 256 bits | FIPS PUB 186-4 B.4 and D.1.2.3 [FIPS PUB 186-4]
Curve P-384 384 bits | FIPS PUB 186-4 B.4 and D.1.2.4 [FIPS PUB 186-4]
Curve P-521 521 bits | FIPS PUB 186-4 B.4 and D.1.2.5 [FIPS PUB 186-4]

Table 5: Elliptic curves, key sizes and standards

For Diffie-Hellman key exchange refer to the following groups

256-bit random ECP group 19 [RFC5903]
384-bit random ECP group 20 [RFC5903]
521-bit random ECP group 21 [RFC5903]
brainpoolP256r1 28 [RFC6954]
brainpoolP384r1 29 [RFC6954]
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brainpoolP512r1 30 [RFC6954]

Table 6: Recommended groups for the Diffie-Hellman key exchange

7.1.1 Key management

7.1.1.1 Management of security attributes

FDP_ACC.1/KM Subset access control i Cryptographic operation
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1/KM The TSF shall enforce the Key Management SFP on

(1) subjects: [selection: Administrator]t, Key Owner;

(2) objects: operational cryptographic keys;

(3) operations: key generation, key derivation, key import, key export, key
destruction.

FMT_MSA.1/KM Management of security attributes i Key security attributes
Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control, or
DP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1/KM The TSF shall enforce the Key Management SFP and Cryptographic Operation SFP
to restrict the ability to

(1) change_default the security attributes Identity of the key, Key entity of the
key, Key type, Key usage type, Key access control attributes, Key validity
time period to [selection: Administrator]?,

() modify or delete the security attributes Identity of the key, Key
entity, Key type, Key usage type, Key validity time period of an
existing key to none,

(3) modify independent on key usage the security attributes Key usage
counter of an existing key to none.

@) modify the security attributes Key access control attribute of an
existing key to [selection: Administrator]?3,

(5) query the security attributes Key type, Key usage type, Key access
control attributes, Key validity time period and Key usage counter
of an identified key to [selection: Key Owner]*.

! [assignment: subjects: [selection: Administrator, Crypto-Officer]]
2 [selection: Administrator, Crypto-Officer ]

8 [selection: Administrator, Crypto-Officer ]

4 [selection: Administrator, Crypto-Officer, Key Owner]

© Copyright Thales DIS France SAS - 2022 Page : 53/122



THALES
TESS v3.0 CSP Security Target

Application note 1: The refinements repeats parts of the SFR component in order to avoid iteration
of the component.

FMT_MSA.3/KM Static attribute initialization i Key management

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1/KM The TSF shall enforce the Key Management SFP, Cryptographic Operation SFP
and Update SFP to provide restrictive default values for security attributes that are
usedto enforce the SFP.

FMT_MSA.3.2/KM The TSF shall allow the [selection: Administrator]® to specify alternative initial values to

override the default values when a cryptographic key ebject-orinformation is
created.

FMT_MTD.1/KM Management of TSF data i Key management

Hierarchicalto: No  other components.
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1/KM The TSF shall restrict the ability to

(1) create accordingto FCS_CKM.1 the cryptographic keys to [selection:
Administrator, Key Owner]®,

(2) import according to FPT_TCT.1/CK, FPT_TIT.1/CK and FPT_ISA.1/CK the
cryptographic keys to [selection: Administrator],

(3) export according to FPT_TCT.1/CK, FPT_TIT.1/CK and FPT_ESA.1/CK
the cryptographic keys to [selection: Administrator, Key Owner]? if
security attribute of the key allows export,

(4) delete accordingtoFCS_CKM.4 thecryptographickeys to[selection:
Administrator, Key Owner]®.

Application note 2: The bullets (2) to (4) are refinements to avoid an iteration of component and
therefore printed in bold

7.1.1.2 Hash based functions

FCS_COP.1/Hash Cryptographic operation i Hash

5 [selection: Administrator, Crypto-Officer]

6 [selection: Administrator, Crypto-Officer, Key Owner]

7 [selection: Administrator, Crypto-Officer]

8 [selection: Administrator, Crypto-Officer, Key Owner]
9 [selection: Administrator, Crypto-Officer, Key Owner]
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Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic keygeneration]
FCS_CKM.4 Cryptographic key destruction

FCS COP.1.1/Hash The TSF shall perform hash generation in accordance with a specified
cryptographic algorithm SHA-256, SHA-384, SHA-512 and cryptographic key sizes
none that meetthe following: FIPS 180-4 [FIPS PUB 180-4].

Application note 31: The hash functionis a cryptographic primitive used forHMAC, cf. FCS_COP.1/HMAC,
digital signature creation, cf. FCS_COP.1/CDS-*, digital signature verification, cf. FCS_COP.1/VDS-*, and key
derivation, cf. FCS_CKM.5.

7.1.1.3 Management of Certificates

FMT_MTD.1/RK Management of TSF data i Root key
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Securityroles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1/RK The TSF shall restrict the ability to

(1) create, modify, clear and delete the root key pair to [selection:
Administrator]©.

() import and delete a known as authentic public key of a
certification authority ina PKI to [selection: Administrator]*!

Application note 42: The root key is defined here with respect to the key hierarchy known to the TOE. In
case of clause (1),i.e. maybe akey pair of an TOE internal key hierarchy. In clause (2) itmay be aroot public
key of a PKI or a public key of another certification authority in a PKI known as authentic certificate signing
key. The PKImay be used for user authentication, key managementand signature-verification. The second
bullet is a refinement to avoid an iteration of component and therefore printed in bold.

FPT_TIT.1/Cert TSF data integrity transfer protection i Certificates
Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

[FMT_MTD.1 Management of TSF data or
FMT_MTD.3 Secure TSF data]

10 [selection: Administrator, Crypto-Officer]
11 [selection: Administrator, Crypto-Officer]
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FPT_TIT.1.1/Cert The TSF shall enforce the Key Management SFP to receive certificate TSk
data-ina manner protected from modification and insertion errors.

FPT_TIT.1.2/Cert The TSF shall be able to determine on receipt of certificate ¥SF-data, whether
modification and insertion has occurred.

FPT_ISA.1/Cert Import of TSF data with security attributes - Certificates

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FMT_MTD.1 Management of TSF data or FMT_MTD.3 Secure TSF data]
[FMT_MSA.1 Management of security attributes, or
FMT_MSA.4 Security attribute value inheritance]
FPT_TDC.1 Inter-TSF basic TSF data consistency

FPT_ISA.1.1/Cert The TSF shall enforce the Key management SFP when importing certificates FSkdata,
controlled under the SFP, from outside of the TOE.

FPT_ISA.1.2/Cert The TSF shall use the security attributes associated with the imported certificate
TSk data.

FPT _ISA.1.3/Cert The TSF shall ensure that the protocol used provides for the unambiguous
association between the security attributes and the certificates—FSkdata
received.

FPT_ISA.1.4/Cert The TSF shall ensure that interpretation of the security attributes of the imported
certificates-FSkdata is as intended by the source of the certificates-FSkdata.

FPT_ISA.1.5/Cert The TSF shall enforce the following rules when importing certificates-FSk
data controlled under the SFP from outside the TOE:

(1) The TSF imports the TSF data in certificates only after successful
verification of the validity of the certificate in the certificate chain until
known as authentic certificate according to FMT_MTD.1/RK.

(2) The validity verification of the certificate shall include

(@ the verification of the digital signature of the certificate issuer
except forroot certificates,

(b) the security attributes in the certificate pass the interpretation
accordingto FPT_TDC.1.

FPT_TDC.1/Cert Inter-TSF basic TSF data consistency - Certificate

Hierarchical to: No other components.

Dependencies: No dependencies.
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FPT_TDC.1.1/Cert The TSF shall provide the capability to consistently interpret security
attributes of cryptographic keys in the certificate and identity of the certificate
issuer when shared between the TSF and another trusted IT product.

FPT_TDC.1.2/Cert The TSF shall use the following rules:

(1) the TOE reports about conflicts between the Key identity of stored
cryptographic keys and cryptographic keys to be imported,

(2) the TOE does not change the security attributes Key identity, Key entity,
Key type, Key usage type and Key validity time period of public key being
imported from the certificate,

(3) the identity of the certificate issuer shall meet the identity of the signer of
the certificate wheninterpretingthe certificate from atrust center-FSF-data

from-anothertrusted-T—product.

Application note 5: The security attributes assigned to certificate holder and cryptographic key in the
certificate are used as TSF data of the TOE. The certificate is imported from trust center directory service or
any other source but verified by the TSF (i.e. if verified successfully the source is the trusted IT product trust
center directory server).

7.1.1.4 Key generation, agreement and destruction

Key generation (cf. FCS_CKM.1/ECC, FCS_CKM.1/RSA) is a randomized process which uses random
secrets (cf. FCS_RNG.1), applies key generation algorithms and defines security attributes depending
on the intended use of the keys and which has the property that it is computationally infeasible to deduce
the output without prior knowledge of the secret input. Key derivation (cf. FCS_CKM.5/ECC) is a
deterministic process by which one or more keys are calculated from a pre-shared key or shared
secret or other information. It allows repeating the key generation if the same input is provided. Key
agreement (cf. FCS_CKM.5/ECDHE) is a key-establishment procedure process for establishing a shared
secret key between entities in such a way that neither of them can predetermine the value of that key
independently of the other p a r tcontdilsition. Key agreement allows each participant to enforce the
cryptographic quality of the agreed key. The component FCS_CKM.1 was refined for key agreement
because it normally uses random bits as input. Hybrid cryptosystems (FCS_CKM.1/ECKA-EG,
FCS_CKM.1/AES_RSA) are a combination of a public key cryptosystem with an efficient symmetric key
cryptosystem.

The user may need to specify the type of key, the cryptographic key generation algorithm, the security
attributes and other necessary parameters.

FCS_RNG.1 Random number generation
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RNG.1.1 The TSF shall provide a [selection: hybrid deterministic]*?2 random number
generatorthatimplements: [assignment: Enhanced backward secrecy]s.

12 [selection: physical, non-physical true, deterministic, hybrid physical, hybrid deterministic]
13 [assignment: list of security capabilities]
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FCS_RNG.1.2 The TSF shall provide random numbers that meet [assignment: [AIS 20/31] Test
Procedure AJ*“.

Application note 6: The random bit generation shall be used for key generation and key agreement
according to all instantiations of FCS_CKM.1, challenges in cryptographic protocols and cryptographic
operations usingrandomvaluesaccordingtoFCS_COP.1/HEMand FCS_COP.1/TCE. The TOE provides
therandom number generation as security service for the user.

FCS_CKM.1/AES Cryptographic key generation i AES key

Hierarchicalto: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1/AES The TSF shall generate cryptographic AES keys in accordance with a specified
cryptographic keygeneration algorithm AES and specified cryptographic keysizes
128 bits, [selection: 256 bits]® that meet the following: 1SO 18033-3 [ISO/IEC
18033-3].

Application note 73: The cryptographic key may be used with FCS_COP.1/ED, e. g. for internal
purposes.

FCS_CKM.5/AES Cryptographic key derivation i AES key derivation

Hierarchicalto: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.5.1/AES The TSF shall derive cryptographic AES key from [assignment: Key derivation
buffer]6 in accordance with a specified cryptographic key derivation algorithms AES
key generation using bit string derived from input parameters with KDF and
specified cryptographic key sizes 128 bits, [selection: no other key size]'” that meet
the following: NIST SP800- 56C [NIST-SP800-56C].

FCS_CKM.1/ECC Cryptographic key generation i Elliptic curve key pair ECC

Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

14 Jassignment: a defined quality metric]
15 [selection: 256 bits, no other key size]
16 [assignment: input parameters]

17 [selection: 256 bits, no other key size]
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FCS_CKM.1.1/ECC The TSF shall generate cryptographic elliptic curve keys pair in accordance with
a specified cryptographic key generation algorithm ECC key pair generation with
[selection: all elliptic curves inthe Table 5]'8 and specified cryptographic key sizes
[selection: all key size in the Table 5]'° that meet the following: [selection: all
standards in the Table 5]%.

Application note 8: The elliptic key pair generation uses a random bit string as input for the ECC key
generation algorithm. The keys generation accordingto FCS_CKM.1/ECC and key derivation according to
FCS_CKM.5/ECC are intended for different key management use cases but the keys itself may be used for
same cryptographic operations.

FCS_CKM.5/ECC Cryptographic key derivation i ECC key pair derivation

Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.5.1/ECC The TSF shall derive cryptographic elliptic curve keys pair from [assignment:
Key derivation buffer]?!in accordance with a specified cryptographic key derivation
algorithm ECC key pair generation with [selection: all elliptic curves in Table 5]%?
using bit string derived from input parameters with [assignment: KDF]% and
specified cryptographic key sizes [selection: allkey size in the Table 5]?4 that meet
the following: [selection: all standards in the Table 5]25, [TR-03111].

Application note 9: The elliptic key pair derivation applies a key derivation function (KDF), e.g. from [TR-
03111] (Section 4.3.3.) to the input parameter. It uses the output string of KDF instead of the random bit
stringasinput forthe ECC keygeneration algorithm ([TR-03111], Section4.1.1, Algorithms 1 or2). The input
parameters shall include a secret of the length at least of the key size to ensure the confidentiality of the
private key. The input parameters may include public known values or even values provided by external
entities.

FCS_CKM.1/RSA Cryptographic key generation i RSA key pair

Hierarchicalto: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1/RSA The TSF shall generate cryptographic RSA key pair in accordance with a
specified cryptographic key generation algorithm RSA and specified

18 [selection: elliptic curves in the table]
19 [selection: key size in the table]

20 [selection: standards in the table]

21 [assignment: input parameters]

22 [selection: elliptic curves in table]

23 [assignment: KDF]

24 [selection: key size in the table]

25 [selection: standards in the table]
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cryptographic key sizes [assignment: 2048 and 3072 bits] that meet the
following: PKCS#1v2.2 [PKCS#1].

Application note 10: The cryptographic key sizes assignedin FCS_CKM.1/RSAmustbe atleast 2000 bits.
Cryptographic key sizes of at least 3000 bits are recommended. The FCS_CKM.1/RSA assigns given security
attributes Key identity and Key entity. The security attribute Key usage type is DS-RSA for the private
signature-creation key and public signature-verification key, RSA_ENC for public RSA encryption key and
private RSA decryption key.

FCS_CKM.5/ECDHE Cryptographic key derivation 1 Elliptic Curve Diffie-Hellman ephemeral key
agreement

Hierarchical to: No other components.
Dependencies: [FCS_CKM.2 Cryptographic key distribution, or FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.5.1/ECDHE The TSF shall derive cryptographic ephemeral keys for data encryption and
MAC with AES-128, [selection: none other] # from an agreed shared secret in
accordance with a specified cryptographic key derivation algorithm Elliptic Curve
Diffie- Hellman ephemeral key agreement [selection: all elliptic curves in Table
5]27and [selection: all DH group in Table 6]%8with a key derivation from the shared
secret [assignment: key derivation function X.963]%° and specified cryptographic
key sizes 128 bits [selection: none other]° that meet the following: TR-03111[TR-
03111].

Application note 11: The input parameters for key derivation is an agreed shared secret established by
means of Elliptic Curve Diffie-Hellman. The Table 5 lists elliptic curves and Table 6 lists the Diffie-Hellman
Groups for agreement of the shared secret. The SHA-1 shall be supported for generation of 128 bits AES
keys. The SHA-256 shall be selected and used to generate 256 bits AES keys.

FCS_CKM.1/ECKA-EG Cryptographic key generation i ECKA-EG key generation with ECC
encryption

Hierarchicalto: No other components.
Dependencies: [FCS_CKM.2 Cryptographic key distribution, or FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1/ECKA-EG The TSF shall generate an ephemeral cryptographic elliptic curve key pair
for ECKGA- EG[TR-03111], senderrole) inaccordance with a specified cryptographic
key generation algorithm ECC key pair generation with [all: elliptic curves in the

26 [selection; AES-256, none other]

27 [selection: elliptic curves in table]

28 [selection: DH group in table]

2% [assignment: key derivation function]
30 [selection: 256 bits, none other]
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Table 5]3! and specified cryptographic key sizes [all key size in the Table 5]%2 that
meet the following: [all: standards in the Table 5]32.

FCS_CKM.5/ECKA-EG Cryptographic key derivation i ECKA-EG key derivation

Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.5.1/ECKA-EG The TSF shall derive cryptographic data encryption and MAC keys for

AES-128, [none other]34 from a private and a public ECC key in accordance with
a specified cryptographic key derivation algorithms ECKGA-EG[TR-03111] [all:
elliptic curves in Table 5]% and X9.63 Key Derivation Function and specified
cryptographic symmetric keysizes 128 bits [none other]3¢ that meetthe following:
TR- 03111[TR-03111], chapter4.3.2.2.

Application note 12: FCS_CKM.5/ECKA-EG is used by both the sender (encryption) and the recipient
(decryption) to compute a secret point SAB on an elliptic curve and the derived shared secret ZAB. The
shared secret is then used as input to the key derivation function to derive two symmetric keys, the
encryption key and the MAC key which are used to encrypt or decrypt the message according to
FCS_COP.1/HEM or FCS_COP.1/HDM, respectively. Sender and recipient use however different inputs to
FCS_CKM.5/ECKA-EG. The sender first generates an ephemeral ECC key pair according to
FCS_CKM.1/ECKA-EG and uses the generated ephemeral private key and the static public key of the
recipient as input. The recipient first extracts the ephemeral public key from the encrypted message and
uses the ephemeral public key and the static private key (cf. FCS_CKM.1/ECC for key generation) asinput.
The selection of elliptic curve, the ECC key size and length of the shared secret shall correspond to the
selection of the AES key size, e. g. brainpoolP256rl and 256 bits seed, ECC key and AES keys.
FCS_CKM.1/ECKA-EG and FCS_CKM.5/ECKA-EG do not provide self-contained security services for the
userbutare necessarystepsforFCS_COP.1/HEMand FCS_COP.1/HDM (refer to the nextsection 7.1.3).

FCS_CKM.1/AES_RSA Cryptographic key generation i Key generation and RSA encryption

Hierarchicalto: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1/AES_RSA The TSF shall generate and encrypt seed, derive cryptographic keys from seed for
data encryption and MAC with AES-128, [selection: none other]” in accordance with a
specified cryptographic key generation algorithm X9.63 Key Derivation
Function[ANSI-X9.63] and RSA EME-OAEP[PKCS#1] and specified cryptographic

31 [selection: elliptic curves in the table]
32 [selection: key size inthe table]

33 [selection: standards in the table]

34 [selection: AES-256, none other]

35 [selection: elliptic curves in table]

36 [selection: 256 bits, none other]

87 [selection: AES-256, none other]
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symmetric key sizes 128 hits [selection: none other]3® that meet the following:
ISO/IEC18033-3 [ISO/IEC 18033-3], PKCS #1 v2.2 [PKCS#1].

Application note 13: The asymmetric cryptographic key sizes used in FCS_CKM.1/AES_RSA must be at
least 2000 bits. Cryptographic key sizes of at least 3000 bits are recommended. FCS_CKM.1/AES_RSA
and FCS_CKM.5/AES_RSA do not provide self-contained security services for the user but they are only
necessary steps for FCS_COP.1/HEM respective FCS_COP.1/HDM (refer to the next section 7.1.3).

FCS_CKM.5/AES_RSA Cryptographic key derivation i RSA key derivation and decryption

Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.5.1/AES_RSA The TSF shall derive cryptographic data encryption key and MAC key for
AES-128, [selection: none other]®® from decrypted RSA encrypted seed in
accordance with a specified cryptographic key derivation algorithm RSA EME-
OAEP[PKCS#1] and X9.63[ANSI-X9.63] Key Derivation Function and specified
cryptographic symmetric key sizes 128 bhits [selection: none other]*° that meet the
following: ISO/IEC 14888-2 [ISO/IEC 14888-2].

FCS_CKM.4 Cryptographic key destruction

Hierarchicalto: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic keygeneration]

FCS CKM.4.1 The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [assignment: clear key destruction
method]*! that meets the following: [assignment: [JCAPI305] standard]*2.

Refinement: The destruction of cryptographic keys shall ensure that any previous information content of the
resource about the key is made unavailable upon the deallocation of the resource.

7.1.1.5 Key import and export

FCS_COP.1/KW Cryptographic operation i Key wrap

Hierarchical to: No other components.

38 [selection:256 bits, none other]

39 [selection: AES-256, none other]

40 [selection:256 bits, none other]

41 [assignment: cryptographic key destruction method]
42 [assignment: list of standards]

© Copyright Thales DIS France SAS - 2022 Page : 62 /122



THALES
TESS v3.0 CSP Security Target

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes,
FCS_CKM.1 Cryptographic keygeneration]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1/KW The TSF shall perform key wrap in accordance with a specified cryptographic
algorithm AES-Keywrap [selection: KW]* and cryptographic key sizes of the key
encryption key 128 bits [selection: none other]** that meet the following: NIST
SP800-38F [NIST-SP800-38F].

Application note 14: The selection of the length of the key encryption key shall be equal or greater than the
security bits of the wrapped key for its cryptographic algorithm.

FCS_COP.1/KU Cryptographic operation i Key unwrap

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic keygeneration]
FCS_CKM.4 Cryptographic keydestruction

FCS_COP.1.1/KU The TSF shall perform key unwrap in accordance with a specified cryptographic
algorithm AES-Keywrap [selection: KW]*® and cryptographic key sizes of the key
encryption key 128 hits [selection: none other]*¢ that meet the following: NIST
SP800-38F [NIST-SP800-38F].

FPT_TCT.1/CK TSF data confidentiality transfer protection i Cryptographic keys
Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FMT_MTD.1 Management of TSF data or
FMT_MTD.3 Secure TSF data]

FPT_TCT.1.1/CK The TSF shall enforce the Key Management SFP by providing the ability to
transmit and receive cryptographic key-FSk-data in a manner protected from
unauthorized disclosure accordingto FCS_COP.1/KWand FCS_COP.1/KU.

43 [selection: KW, KWP]
44 [selection:256 bits, none other]
45 [selection: KW, KWP]
46 [selection:256 bits, none other]
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FPT_TIT.1/CK TSF data integrity transfer protection i Cryptographic keys

Hierarchical to:

Dependencies:

FPT_TIT.1.1/CK

FPT_TIT.1.2/CK

No other components.

[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FMT_MTD.1 Management of TSF data or
FMT_MTD.3 Secure TSF data]

The TSF shall enforce the Key Management SFP to transmit and receive
cryptographic keys-FSF-datain amanner protected from modification andinsertion
errorsaccording to FCS_COP.1/KW.

The TSF shall be able to determine on receipt of cryptographic keys-—FSkdata,
whether modification and insertion has occurred according to FCS_COP.1/KU.

FPT_ISA.1/CK Import of TSF data with security attributes i Cryptographic keys

Hierarchical to:

Dependencies:

FPT_ISA.1.1/CK

FPT_ISA.1.2/CK

FPT_ISA.1.3/CK

FPT_ISA.1.4/CK

FPT_ISA.1.5/CK

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

[FMT_MTD.1 Management of TSF data or FMT_MTD.3 Secure TSF data]
[FMT_MSA.1 Management of security attributes, or

FMT_MSA.4 Security attribute value inheritance]

FPT_TDC.1 Inter-TSF basic TSF data consistency

The TSF shallenforce the Key Management SFP whenimporting cryptographic key
FSEdata, controlled under the SFP, from outside of the TOE.

The TSF shall use the security attributes associated with the imported cryptographic
key-FSFk-data.

The TSF shall ensure that the protocol used provides for the unambiguous
association between the security attributes and the cryptographic key-FSk
datareceived.

The TSF shall ensure that interpretation of the security attributes of the
imported cryptographic key—FSF—data is as intended by the source of the
cryptographic key-FSk-data.

The TSF shall enforce the following rules when importing cryptographic key-FSkE
data controlled under the SFP from outside the TOE:

(1) The TSF imports the TSF data in certificates only after successful
verification of the validity of the certificate including verification of
digital signature of the issuer and validity time period.

(2) [assignment: NO additional importation control rules]*’.

47 [assignment: additional importation control rules]
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Application note 15: The operational environment is obligated to use trust center services for secure key
management, cf. OE.SecManag.

FPT_TDC.1/CK Inter-TSF basic TSF data consistency i Key import

Hierarchical to: No othercomponents.
Dependencies: No dependencies.

FPT_TDC.1.1/CK The TSF shall provide the capability to consistently interpret security attributes
ofthe imported cryptographic keys when shared between the TSF and another
trusted IT product.

FPT_TDC.1.2/CK The TSF shall use the following rules:

(1) the TOE reports about conflicts between the Key identity of stored
cryptographic keys and cryptographic keys to be imported,

(2) the TOE does not change the security attributes Key identity, Key type, Key
usage type and Key validity time period of the key being imported

when interpreting the imported key data object-—FSF—data—from—anether
trusted-Tproduct.

FPT_ESA.1/CK Export of TSF data with security attributes i Cryptographic keys
Hierarchicalto: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
[FMT_MTD.1 Management of TSF data or
FMT_MTD.3 Secure TSF data]
[FMT_MSA.1 Management of security attributes, or
FMT_MSA.4 Security attribute value inheritance]
FPT_TDC.1 Inter-TSF basic TSF data consistency

FPT_ESA.1.1/CK The TSF shall enforce the Key Management SFP when exporting cryptographic key
FSkdata, controlled under the SFP(s), outside of the TOE.

FPT_ESA.1.2/ICK  TheTSFshallexportthe cryptographic key-FSk-datawiththe cryptographick ey 6 s
FSkdataassociated security attributes.

FPT_ESA.1.3/CK  The TSF shall ensure that the security attributes, when exported outside the
TOE, are unambiguously associated with the exported cryptographic key
FSHdata.
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FPT_ESA.1.4/CK  The TSF shall enforce the following rules when cryptographic key-FSF-data is
exported from the TOE: [assignment: Export of keys and Public key according to
[CSP-SPEC] by Administrator or Key Owner only]48.

Application note 16: There are no fixed rules for presentation of security attributes defined. The element
FPT_ESA.1.4/CK mustdefine rules expected in FPT_TDC.1 Inter-TSF basic TSF data consistency if inter-
TSFkey exchange is intended.

7.1.2 Data encryption

FCS_COP.1/ED Cryptographic operation i Data encryption and decryption

Hierarchicalto: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic keygeneration]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1/ED The TSF shall perform data encryption and decryption in accordance with a
specified cryptographic algorithm symmetric data encryption according to AES-
128 and [selection: no other algorithm]®in CBC and [selection: CRT, OFB, CFB®°
mode and cryptographic key size 128 bits, [selection: 256 bits]>'that meet the
following: NIST-SP800-38A[NIST-SP800-38A], ISO 18033-3 [ISO/IEC 18033-3],
ISO 10116[ISO/IEC 10116).

Application note 17: Data encryption and decryption should be combined with data integrity mechanisms
in Encrypt-then-MAC order, i. e. the MAC is calculated for the ciphertext and verified before decryption. The
modes of operation should combine encryption with data integrity mechanisms to authenticated
encryption, e. g. the Cipher Block Chaining Mode (CBC, cf. NIST SP800-38A) should be combined with CMAC
(cf. FCS_COP.1/MAC) or HMAC (cf. FCS_COP.1/HMAC). For combination of symmetric encryption,
decryption and data integrity mechanisms by means of CCM or GCM refer to the next section 7.1.3.

7.1.3 Hybrid encryption with MAC for user data

FCS_COP.1/HEM Cryptographic operation i Hybrid data encryption and MAC calculation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or

48 [assignment: additional exportation control rules]
49 [selection: AES-256, no other algorithm]

50 [selection: CRT, OFB, CFB, no other]

51 [selection: 256 bits, no other key size]
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FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic keygeneration]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1/HEM The TSF shall perform hybrid data encryption and MAC calculation in accordance
with a specified cryptographic algorithm asymmetric key encryption according to
[selection: FCS CKM.1/AES _RSA, FCS CKM.5/ECDHEJ?, symmetric data
encryption according to AES-128, [selection: none other]>3[FIPS197] in
[selection: CBC[NIST-SP800-38A], CCMI[NIST-SP800-38C], GCMI[NIST-
SP800-38D]]** mode with [selection: CMAC[NIST-SP800-38B ], GMACI[NIST-
SP800-38D], HMAC[RFC2104]]**calculation and cryptographic symmetric key
sizes 128 bits, [selection: 256 hits]*¢ that meet the following: the referenced
standards above according to the chosen selection.

Application note 18: Hybrid data encryption and MAC calculation is a self-contained security services of
the TOE. The generation and encryption of the seed, derivation of encryption and MAC keys as well as the
AES encryption and MAC calculation are only a steps of this service. The hybrid encryption is combined
with MAC as data integrity mechanisms for the cipher text, i. e. encrypt-then-MAC creation for CMAC.

FCS_COP.1/HDM Cryptographic operation i Hybrid data decryption and MAC verification
Hierarchicalto: No other components.
Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic keygeneration]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1/HDM The TSF shall perform hybrid MAC verification and data decryption in accordance
with a specified cryptographic algorithm asymmetric key decryption according to
[selection: FCS_CKM.5/ECDHE}, verification of [selection: CMAC[NIST-SP800-
38B ], GCMI[NIST-SP800-38D], HMAC[RFC2104]]°®¢ and symmetric data
decryption according to AES with [selection: AES-128][FIPS197]%° in mode
[selection: CBC[NIST-SP800-38A], CCM[NIST-SP800-38C], GMAC|[NIST-SP800-
38D]]% and cryptographic symmetric key sizes 128 bits, [selection: 256 bits]®* that
meet the following: the referenced standards above according to the chosen
selection.

Application note 19: Hybrid data decryption and MAC verification is a self-contained security services of
the TOE. The decryption of the seed and derivation of the encryption key and MAC keys as well as the

52 [selection: FCS_CKM.1/ECKA-EG, FCS_CKM.1/AES_RSA, FCS_CKM.5/ECDHE]

53 [selection: AES-256, none other]

54 selection: CBC[NIST-SP800-38A], CCM[NIST-SP800-38C], GCM[NIST-SP800-38D]]
55 [selection: CMAC[NIST-SP800-38B ], GMAC[NIST-SP800-38D], HMAC[RFC2104]]

56 [selection: 256 bits, no other key size]

57 [selection: FCS_CKM.5/ECDHE, FCS_CKM.5/ECKA-EG, FCS_CKM.5/AES_RSA]

58 [selection: CMAC[NIST-SP800-38B ], GCM[NIST-SP800-38D], HMAC[RFC2104]]

59 [selection: AES-128, AES-256][FIPS197]

60 [selection: CBC[NIST-SP800-38A], CCM[NIST-SP800-38C], GMAC[NIST-SP800-38D]]

61 [selection: 256 bits, no other key size]
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AES decryption and MAC verification are only a steps of this service. The used symmetric key shallmeet the
AES CMAC or GMAC and the AES algorithm for decryption of the cipher text for MAC, e. g. verification-
then- decrypt for CMAC.

7.1.4 Data integrity mechanisms

Cryptographic data integrity mechanisms comprise 2 types of mechanisms i symmetric message
authentication code mechanisms and asymmetric digital signature mechanisms. A message
authentication code mechanism comprises the generation of a MAC for original message, the verification
of a given pair of message and MAC and symmetric key management. The MAC may be applied to
plaintext without encryption butif combined with encryption it should be applied to ciphertexts in Encrypt-
then-MAC order.

FCS_COP.1/MAC Cryptographic operation 1 MAC using AES

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic keygeneration]
FCS_CKM.4 Cryptographic keydestruction

FCS_COP.1.1/MAC The TSF shall perform MAC generation and verification in accordance with a
specified cryptographic algorithm AES-128 and [selection: none other]®?
[FIPS197] CMACINIST-SP800-38B ] and [selection: GMAC[NIST-SP800-
38D]®2 and cryptographic key sizes 128 bits [selection: 256 bits®4] that meet the
following: the referenced standards above according to the chosen selection.

Application note 20: The MAC may be applied to plaintext and cipher text. The AES-128 CMAC is
mandatory. The selection of AES-256 and the key sizes shall correspond to each other.

FCS_COP.1/HMAC Cryptographic operation i HMAC

Hierarchicalto: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic keygeneration]
FCS_CKM.4 Cryptographic keydestruction

FCS_COP.1.1/HMAC The TSF shall perform HMAC generation and verification in accordance with a
specified cryptographic algorithm HMAC-SHA256 and [selection: HMAC-SHA-1,

62 [selection: AES-256, none other]
63 [selection: GMAC[NIST-SP800-38D], no other]
64 [selection: 256 bits, no other key size]
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HMAC-SHA384]% and cryptographic key sizes [assignment: 128, 192 and 256
bits]%6 that meet the following: RFC2104 [RFC2104], ISO 9797-2 [ISO/IEC 9797-2].

Application note 21: The cryptographic keyis arandom bitstring generatedby. FCS_RNG.1 orareferenced
internal secret. The cryptographic key sizes assigned in FCS_COP.1/HMAC must be at least 128 bits.

FCS_COP.1/CDS-ECDSA Cryptographic operation i Creation of digital signatures ECDSA
Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import of user data without security attributes, or

FDP_ITC.2 Import of user data with security attributes, or

FCS_CKM.1 Cryptographic keygeneration]

FCS_CKM.4 Cryptographic keydestruction

FCS_COP.1.1/CDS-ECDSA The TSF shall perform signature-creation in accordance with a
specified cryptographic algorithm ECDSA with [selection: al elliptic curves
inthe Table 5]%7 and cryptographic key sizes [selection: all key size in the
Table 5] that meet the following: [selection: all standards in the Table 5]%°.

Application note 22: The selection of elliptic curve and cryptographic key sizes shall correspond to each
other, e. g. elliptic curve brainpoolP256r1 and key size 256 bits.

FCS_COP.1/VDS-ECDSA Cryptographic operation 7 Verification of digital signatures ECDSA
Hierarchical to: No other components.
Dependencies: [FDP_ITC.1 Import of user data without security attributes, or

FDP_ITC.2 Import of user data with security attributes, or

FCS_CKM.1 Cryptographic keygeneration]

FCS_CKM.4 Cryptographic keydestruction

FCS_COP.1.1/VDS-ECDSA The TSF shall perform signature-verification in accordance with a specified
cryptographic algorithm ECDSA with [selection:all elliptic curves in the Table 5]]7°
and cryptographic key sizes [selection: all key size in the Table 5]]’* that meet the
following: [selection:all standards in the Table 5]]72.

65 [selection: HMAC-SHA-1, HMAC-SHA384, no other]
66 [assignment: cryptographic key sizes]

67 [selection: elliptic curves in the table]

68 [selection: key size inthe table]

69 [selection: standards in the table]

70 [selection: elliptic curves in the table]

1 [selection: key size in the table]

2 [selection: standards in the table]
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FCS_COP.1/CDS-RSA Cryptographic operation i Creation of digital signatures RSA

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic keygeneration]
FCS_CKM.4 Cryptographic key destruction

FCS _COP.1.1/CDS-RSA The TSF shall perform signature-creation in accordance with a specified
cryptographic algorithm RSA and EMSA-PSS and cryptographic key sizes
[assignment: 2048, 3072 bits]?® that meet the following: ISO/IEC 14888-2 [ISO/IEC
14888-2], PKCS #1, v2.2[PKCS#1].

Application note 23:The cryptographic key sizes assignedin FCS_CKM.1/RSAmustbe atleast 2000 bits.
Cryptographic key sizes of at least 3000 bits are recommended.

FCS_COP.1/VDS-RSA Cryptographic operation i Verification of digital signatures RSA

Hierarchicalto: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic keygeneration]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1/VDS-RSA The TSF shall perform signature-verification in accordance with a
specified cryptographic algorithm RSA and EMSA-PSS and cryptographic key
sizes[assignment: 2048 and 3072 bits] that meet the following: ISO/IEC 14888-2
[ISO/IEC 14888-2], PKCS #1, v2.2[PKCS#1].

Application note 24: The cryptographic key sizes assignedin FCS_CKM.1/RSA mustbe atleast 2000 bits.
Cryptographic key sizes of at least 3000 bits are recommended.

FDP_DAU.2/Sig Data Authentication with Identity of Guarantor - Signature

Hierarchical to: FDP_DAU.1 Basic Data Authentication
Dependencies: FIA_UID.1 Timing of identification

FDP_DAU.2.1/Sig The TSF shall provide a capability to generate evidence that can be used as a
guarantee of the validity of user data imported according to FDP_ITC.2/UD by means of
[selection: FCS_COP.1/CDS-RSA, FCS_COP.1/CDS-ECDSA|*and keys holding the

73 [assignment: cryptographic key sizes]
74 [assignment: cryptographic key sizes]
75 [selection: FCS_COP.1/CDS-RSA, FCS_COP.1/CDS-ECDSA]
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security attributes Key identity assigned to the guarantor and Key usage type
iSignatunve ceo

FDP_DAU.2.2/Sig The TSF shall provide external entities with the ability to verify evidence of the
validity of the indicated information and the identity of the user that generated the
evidence.

Application note 25: The TSF according to FDP_DAU.2/Sigis intended for a signature service for user data.
The user data source shall select the security attributes Key entity of the guarantor and Key usage type
fSignature serviceoof the cryptographic key for the signature service in the security attributes provided with
the user data. The user data source subject shall meet the Key access control attributes for the signature-
creation operation. The verification of the evidence requires a certificate showing the identity of the key
entity as user generated the evidence and the key usage type as digital signature.

7.1.5 Authentication and attestation ofthe TOE, trusted channel

FIA_API.1/PACE Authentication Proof of Identity i PACE authentication to Application component
Hierarchicalto: No other components.
Dependencies: No dependencies.

FIA_API.1.1/PACE The TSF shall provide a PACE in ICC role to prove the identity of the TOE to
an external entity and establishing a trusted channel according to
FTP_ITC.1 case 1 or 2.

FIA_API.1/CA Authentication Proof of Identity i Chip authentication to user
Hierarchicalto: No other components.
Dependencies: No dependencies.

FIA_API.1.1/CA  The TSF shall provide a Chip Authentication Version 2 according to [TR-03110]
section 3.4 to prove the identity of the TOE to an external entity and establishing
atrusted channel according to FTP_ITC.1 case 3.

FDP_DAU.2/Att Data Authentication with Identity of Guarantor i Attestation

Hierarchical to: FDP_DAU.1 Basic Data Authentication
Dependencies: FIA_UID.1 Timing of identification

FDP_DAU.2.1/Att The TSF shall provide a capability to generate evidence that can be used as a
guarantee of the validity of attestation data by means of [AES-128
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cryptographic authentication mechanism]’ and keys holding the security
attributes Key identity assigned to the TOE sample and Key usage type
AfAttestati ono.

FDP_DAU.2.2/Att The TSF shall provide external entities with the ability to verify evidence of the validity
of the indicated information and the identity of the user that generated the
evidence.

Application note 26: The attestation data shall represent the TOE sample as genuine sample of the certified
product. The attestation data may include the identifier of the certified product, the serial number of the
device or a group of product samples as certified product, the hash value of the TSF implementation and
some TSF data as result of self-test, or other data. It may be generated internally or may include internally
generated and externally provided data. The assigned cryptographic mechanisms shall be appropriate for
attestation meeting OSP.SecCryM, e. g. digital signature, a group signature or a direct anonymous
attestation mechanism as used for Trusted Platform Modules [TPMLib,Part 1] or FIDO U2F
Authenticators [FIDO-ECDAA].

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to: No other components.
Dependencies: No dependencies.

FTP_ITC.1.1 The TSF shall provide a communication channel between TSF and another
trusted IT product that is legicatlydistinetfrom-othercommunication-channels
[selection: logically separated from other communication channels]” and
provides assured identification of its end points [selection: Authentication of
TOE and remote entity according to the case in Table 7]78 and protection
of the channel data from modification or disclosure [assignment: accordingto
the casein Table 7]” as required by [selection: cryptographic operation
according to the casein Table 7]%.

FTP_ITC.1.2 The TSF shall permit the remote trusted IT product determined
according to FMT_MOF.1.1clause (3)to initiate communication via the
trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication
with entities defined according to FMT_MOF.1 clause (4).

Case Authentication of Key agreement Protection of Cryptographic
TOE and remote communication data operation
entity

1 FIA_API.1/PACE, FCS_CKM.1/PACE | maodification FCS_COP.1/TCM
FIA_UAU.5.1 (2)
2 FIA_API.1/PACE, FCS_CKM.1/PACE | maodification FCS_COP.1/TCM

76 [assignment: other cryptographic authentication mechanism]]

7 [selection: logically separated from other communication channels, using physical separated ports]
78 [selection: Authentication of TOE and remote entity according to the case in table]

79 [assignment: according to the case intable]

80 [selection: cryptographic operation according to the case in table]
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FIA_UAU.5.1 (2) disclosure FCS_COP.1/TCE
3 FIA_API.1/CA, FCS_CKM.1/TCAP | modification FCS_COP.1/TCM

FIA_UAU.5.1 (4) disclosure FCS_COP.1/TCE

or (5),

and (6)

Table 7: Operation in SFR for trusted channel

FCS_CKM.1/PACE Cryptographic key generationi Key agreement for trusted channel PACE

Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1/PACE The TSF shall generate cryptographic keys for MAC with for FCS_COP.1/TCM
and if selected encryption keys for FCS_COP.1/TCE in accordance with a
specified cryptographic keygeneration-agreement algorithm PACEwith [selection:
delliptic curves in Table 5]8' and Generic Mapping in ICC role and specified
cryptographic key sizes [selection: 128 bits, 192 bits and 256 bits]8 that meet the
following: ICAO Doc9303, Part 11, section 4.4 [ICAO Doc9303].

Application note 27: PACE is used to authenticate the TOE and the application component, or TOE and
human user using a terminal. It establishes a trusted channel with MAC integrity protection and if selected
encryption.

FCS_CKM.1/TCAP Cryptographic key generation 1 Key agreement by Terminal and Chip
authentication protocols

Hierarchical to: No other components.
Dependencies: [FCS_CKM.2 Cryptographic key distribution, or FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1/TCAP The TSF shall generate cryptographic keys for encryption according to
FCS_COP.1/TCEand MACaccordingto FCS_COP.1/TCMinaccordance witha
specified cryptographic key generation—agreement algorithms Terminal
Authentication version 2 and Chip Authentication Version 2 and specified
cryptographic key sizes [selection: 128 bits, 192 bits and 256 bits]8 that meet the
following: BSI TR-03110 [TR-03110], section 3.3 and 3.4.

Application note 28: The terminal authentication protocol version 2 is used for authentication of the
ApplicationcomponentaccordingtoFIA_UAU.5andis aprerequisite for Chip Authentication Version 2.

81 [selection: ellipticcurvesin table]
82 [selection: 128 bits, 192 bits, 256 bits]
83 [selection: 128 bits, 192 bits, 256 bits]

© Copyright Thales DIS France SAS - 2022 Page : 73/122



THALES
TESS v3.0 CSP Security Target

FCS_COP.1/TCE Cryptographic operation - Encryption for trusted channel

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic keygeneration]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1/TCE The TSF shall perform encryption and decryption in accordance with a specified
cryptographic algorithm AES in [selection: CBC[NIST-SP800-38A]%* mode and
cryptographic key sizes [selection: 128 bits, 192 bits and 256 bits]8° that meet the
following: [FIPS197].

FCS_COP.1/TCM Cryptographic operation - MAC for trusted channel

Hierarchicalto: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic keygeneration]
FCS_CKM.4 Cryptographic key destruction

FCS _COP.1.1/TCM The TSF shall perform MAC calculation and MAC verification in accordance
with a specified cryptographic algorithm AES [selection: CMAC[NIST-SP800-38B]2¢
and cryptographic key sizes [selection: 128 bits, 192 bits and 256 bits]®’ that
meet the following: [FIPS197].

7.1.6 User identification and authentication

FIA_ATD.1 User attribute definition 7 Identity based authentication

Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users:
(1) Identity,

(2) Authentication reference data,

84 [selection: CBC[NIST-SP800-38A], CCM[NIST-SP800-38C], GCM[NIST-SP800-38D]]
85 [selection: 128 bits, 192 bits, 256 bits]

86 AES [selection: CMACINIST-SP800-38B ], GMAC[NIST- SP800-38D]]

87 [selection: 128 bits, 192 bits, 256 bits]
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(3) Role.

FMT_MTD.1/RAD Management of TSF data i Authentication reference data

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Securityroles

FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1/RAD The TSF shall restrict the ability to

(1) create the initial Authentication reference data of all authorized users to
[selection: Administrator]gs,

(2) delete the Authentication reference data of an authorized user to
[selection: Administrator]®®,

(3) modify the Authentication reference data to the corresponding
authorized user.

(4) create the permanently stored session key of trusted channel as
Authentication reference data to [selection: Administrator]®°

(5) define the timein range [assignment: time frame]®! after which the
user security attribute Roleisresetaccordingto FMT_SAE.1 to
[selection: Administrator, User Administrator]%,

(6) define the value [selection: Unauthenticated user]® to which the
security attribute Role shall be reset according to FMT_SAE.1to
[selection: Administrator]®*.

Application note 29: The Administrator is responsible for user management. The Administrator install and
revoke a user as known authorized user of the TSF as defined in clause (1). The Administrator may define
additional authentication reference data as described in clause (3), i. e. the trusted channel combines initial
authentication of communication endpoints (cf. FIA_UAU.5.1 clause (3) and (4)) with agreement of session
keys used for authentication of exchanged messages (cf. FIA_UAU.5.1 clause (5)). The session keys may
be permanently stored for the trusted communication with the known authorized entity. The user manages
its own authentication reference datato preventimpersonation based of known authentication data (e.g. as
addressed by FMT_MTD.3). The bullets (2) to (6) are refinements in order to avoid an iteration of
component and therefore printed in bold.

Clause(5) is trivially met since not supported by the product.

FMT_MTD.3 Secure TSF data

88 [selection: Administrator, User Administrator]

89 [selection: Administrator, User Administrator]

9 [selection: Administrator, User Administrator]

91 [assignment: time frame]

92 [selection: Administrator, User Administrator]

93 [selection: Unidentified user, Unauthenticated user]
94 [selection: Administrator, User Administrator]
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Hierarchical to: No other components.
Dependencies: FMT_MTD.1 Management of TSFdata

FMT_MTD.3.1 The TSF shall ensure that only secure values are accepted for passwords by
enforcing change of initial passwords after first successful authentication
of the user to different operational password.

FIA_AFL.1 Authentication failure handling

Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: number of retries counter],
an [selection: Administrator]]®® configurable positive integer within
[assignment: 1-127,]% unsuccessful authentication attempts occur related to
[assignment: Open secure channel, password/PIN authentication]®”.

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection:met]%, the TSF shall [assignment: return error status and authentication
will fail]®°.

FIA_USB.1 User-subject binding

Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects acting
onthe behalf of that user:
(1) Identity,
(2) Role.

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user

security attributes with subjects acting on the behalf of users: the initial role
of the user is Unidentified user.

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user
security attributes associated with subjects acting on the behalf of users:

(1) after successfulidentification of the user the attribute Role of the subject
shallbe changed from Unidentified user to Unauthenticated user;

(2) after successful authentication of the user for a selected role the
attribute Role of the subject shall be changed from Unauthenticated

9 [selection: [assignment: positive integer number], an [selection: Administrator, User Administrator]
9 [assignment: range of acceptable values]]

97 [assignment: list of authentication events]

98 [selection:met, surpassed]

99 [assignment: list of actions]
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User to thatrole;

(3) after successful re-authentication of the user for aselected role the
attribute Role of the subject shall be changed to that role.

FMT_SAE.1 Time-limited authorization

Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FPT_STM.1 Reliable time stamps

FMT_SAE.1.1 The TSF shall restrict the capability to specify an expiration time for Role to
[selection: Administrator, User Administrator]1°.

FMT_SAE.1.2 For each of these security attributes, the TSF shall be able to reset the Role to
the value assigned according to FMT_MTD.1/RAD, clause (6) after the
expiration time for the indicated security attribute has passed.

Application note 30: The TSF shall implement means to handle expiration time for the roles whithin a
session (i.e. between power-up and power-down of the TOE) which may not necessarily meet the
requirements for a reliable time stamp as required by FPT_STM.1. If the security target require FPT_STM.1
(e.g.ifthePP-moduled T i SteenpandA u d dlaimed) thistime stamp shallbe usedto meetFMT_SAE.1.

FMT_SAE.1.1 is trivially met since not supported by the product.

FIA_UID.1  Timing of identification
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_UID.1.1 The TSF shall allow
(1) self test according toFPT_TST.1,
(2) identification of the TOE to the user,
(3) [assignment: No other TSF-mediated actions]”
on behalf of the user to be performed before the user is identified.

FIA_UID.1.2 The TSF shallrequire each userto be successfullyidentified before allowing any
other TSF-mediated actions on behalf of thatuserthe Unauthenticated User.

FIA_UAU.1 Timing of authentication

100 [selection: Administrator, User Administrator]
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Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FIA_UAU.1.1 The TSF shallallow

(1) self test according toFPT_TST.1,
(2) authentication of the TOE to the user,

(3) identification of the usertothe TOE and selection of [selection: arole]'t
for authentication,

(4) [assignment: no other TSF mediated actions]'°?
on behalf of the user to be performed before the user is authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before
allowing any other TSF-mediated actions on behalf of that user.

Application note 31:. Clause (2) and (3) in FIA_UAU.1.1 allows mutual identification for mutual
authentication, eg. by exchange of certificates.

FIA_UAU.5 Multiple authentication mechanisms
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_UAU.5.1 The TSF shall provide

(1) password authentication,

(2) PACE with Generic Mapping with TOE in ICC and userin PCD
contextwith establishment of trusted channel according to
FTP_ITC.1,

(3) certificate based Terminal Authentication Version2 accordingtosection 3.3in
[TR-03110] with the TOE in ICC and user in PCD context,

(4) Terminal Authentication Version 2 with the TOE in ICC context and userin
PCD context modified by omitting the verification of the certificate chain,

(5) Chip Authentication Version 2 with establishment of trusted channel
according to FTP_ITC.1,

(6) message authentication by MAC verification of received messages

to support user authentication.

FIA_UAU.5.2 The TSF shall authenticate any u s e clainsed identity according to the rules

(1) password authentication shall be used for authentication of human
users if enabled according to FMT_MOF.1.1, clause (1),

(2) PACE shall be used for authentication of human users using terminals with
establishment of trusted channel according to FTP_ITC.1,

101 [selection: arole, asetofrole]
102 Tassignment: list of other TSF mediated actions]
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(3) PACE may be used for authentication of IT entities with establishment of
trusted channel according to FTP_ITC.1,

(4) certificate based Terminal Authentication Version 2 may be used for
authentication of users which certificate imported as TSF data,

(5) simplified version of Terminal Authentication Version 2 may be used for
authentication of identified users associated with known u s e publis key,

(6) message authentication by MAC verification of received messages shall
be used after initial authentication of remote entity according to clauses (2)
or (3) for trusted channel according to FTP_ITC.1,

(7) [assignment: No additional rules]°3,

FIA_UAU.6 Re-authenticating Hierarchical to:

Hierarchical to:
Dependencies:

FIA_UAU.6.1

No other components.

No dependencies.

The TSF shall re-authenticate the user under the conditions

(1) changing to a role not selected for the current valid authentication session,
(2) power on orreset,

(3) every message received from entities after establishing trusted channel
according to FIA_UAU.5.1, clause (2), (3) or (6),

(4) [Trusted channel termination, Trusted channel disconnection]%4,

7.1.7 Access control

FDP_ITC.2/UD Import of user data with security attributes i User data

Hierarchical to: No other components.

Dependencies:

FDP_ITC.2.1/UD

FDP_|TC.2.2/UD
FDP_ITC.2.3/UD

[FDP_ACC.1 Subset access control, or FDP_IFC.1 Subset information flow control]
[FTP_ITC.1 Inter-TSF trusted channel, or FTP_TRP.1 Trusted path]

FPT_TDC.1 Inter-TSF basic TSF data consistency

The TSF shall enforce the Cryptographic Operation SFP when importing user
data, controlled under the SFP, from outside of the TOE.

The TSF shall use the security attributes associated with the imported user data.

The TSF shall ensure that the protocol used provides for the unambiguous
association between the security attributes and the user data received.

103 [assignment: additional rules]
104 [assignment: list of other conditions under which re-authentication is required]
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FDP_ITC.2.4/UD  The TSF shall ensure thatinterpretation of the security attributes of the imported
user data is as intended by the source of the user data.

FDP_ITC.25/UD  TheTSF shall enforce the following rules whenimporting user data controlled under
the SFP from outside the TOE:

(1) user data imported for encryption according to FCS_COP.1/ED shall be
importedwith Keyidentity ofthe key and the identification of the requested
cryptographic operation,

(2) user data imported for encryption according to FCS_COP.1/HEM shall be
imported with Key identity of the public key encryption key or key
agreement method,

(3) user data imported for decryption according to FCS_COP.1/HDM shall be
imported with Key identity of the asymmetric decryption key, encrypted
seed and data integrity check sum,

(4) user data imported for digital signature creation shall be imported with the
Key identity of the private signaturekey,

(5) user data imported for digital signature verification shall be imported
with digital signature and Key identity of the public signature key.

Application note 32: Keys to be used for the cryptographic operation of the imported user data are identified
by security attribute Keyidentity.

FDP_ETC.2 Export of user data with security attributes

Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control, or FDP_IFC.1 Subset information flow control]

FDP_ETC.2.1 The TSF shall enforce the Cryptographic Operation SFP when exporting user data,
controlled under the SFP(s), outside of the TOE.
FDP_ETC.2.2 The TSF shall export the user data with the user data's associated security attributes.

FDP_ETC.2.3 The TSF shall ensure that the security attributes, when exported outside the
TOE, are unambiguously associated with the exported user data.

FDP_ETC.24 The TSF shall enforce the following rules when user data is exported from the TOE:

(1) user data exported as ciphertext according to FCS_COP.1/HEM shall be
exported with reference to key decryption key, encrypted data encryption
key and data integrity check sum,

(2) user data exported as plaintext according to FCS_COP.1/HDM shall be
exported only if the MAC verification confirmed the integrity of the ciphertext,

(3) user data exported as signed data according to FCS_COP.1/CDS-
ECDSA or FCS_COP.1/CDS-RSA shall be exported with digital signature
and Key identity of the used signature-creation key.
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Application note 33: The TOE imports data to be signed by CSP shall be imported with Key identity of the
signature key and exports the signature. In case of internally generated data exported as signed data shall
be exported with Keyidentity of the used keyin order to enable identification of the corresponding signature-
verification key. Note, the TOE may implement more than one signature-creation key for signing internally
generated data.

FDP_ETC.1 Export of user data without security attributes
Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subsetaccess control, or FDP_IFC.1 Subsetinformation flow control]

FDP_ETC.1.1 The TSF shall enforce the Cryptographic Operation SFP when exporting user
data as plaintext according to FCS_COP.1/HDM, controlled under the SFP(s), outside
of the TOE.

FDP_ETC.1.2 The TSF shall export the user—data successfully MAC verified and decrypted
ciphertext as plaintext according to FCS_COP.1/HDM without the user data's
associated security attributes.

FDP_ACC.1/Oper Subset access control i Cryptographic operation
Hierarchicalto: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1/OperThe TSF shallenforce the Cryptographic Operation SFP on

(1) subjects: [selection: Administrator]'%®, Key Owner, [assignment: No other
roles]1o6;

(2) objects: operational cryptographic keys, user data;

(3) operations: cryptographic operation

FDP_ACF.1/Oper Security attribute based access control i Cryptographic operations
Hierarchicalto: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1/Oper The TSF shall enforce the Cryptographic Operation SFP to objects based
onthe following:

(1) subjects: subjects with security attribute Role [selection: Administrator,]1°7,

105 [selection: Administrator, Crypto-Officer]
106 [assignment: other roles]
107 [selection: Administrator, Crypto-Officer]
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Key Owner, [assignment: No other roles]10;
(2) objects:

@ cryptographic keys with security attributes: Identity of the key, Key entity,
Key type, Key usage type, Key access control attributes, Key validity time
period;

(b) user data.

FDP_ACF.1.2/Oper The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects isallowed:

(1) Subject in [selection: Administrator]®® role is allowed to perform
cryptographic operation on cryptographic keys in accordance with
their security attributes.

(2) Subject Key Owner is allowed to perform cryptographic operation on user
data with cryptographic keys in accordance with the security attribute Key
entity, Key type, Key usage type, Key access control attributes and Key
validity time period,;

(3) [assignment: No other rules governing access among controlled
subjects and controlled objects using controlled operations on controlled
objects]110,

FDP_ACF.1.3/0Oper The TSF shall explicitly authorize access of subjects to objects based on the
following additional rules:

(1) subjects with security attribute Role are allowed to perform cryptographic
operation on user data and cryptographic keys with security attributes as
shown in the rows of Table 5.

(2) [assignment: No additional rules, based on security attributes, that
explicitly authorize access of subjects to objects]*1?.

FDP_ACF.1.4/Oper The TSF shall explicitly deny access of subjects to objects based on the
following additional rules:

(1) No subject is allowed to use cryptographic keys by cryptographic
operation other than those identified in the security attributes Key usage
type and the Key access control attributes;

() No subject is allowed to decrypt ciphertext according to
FCS_COP.1/HDM if MAC verification fails.

(3) [assignment: No additional rules, based on security attributes, that explicitly
deny access of subjects to objects] 112

108 [assignment: other roles]

109 [selection: Administrator, Crypto-Officer]

110 [assignment: other rules governing access among controlled subjects and controlled objects using
controlled operations on controlled objects]

111 [assignment: additional rules, based on security attributes, that explicitly authorize access of subjects
toobjects]

112 Tassignment: additional rules, based on security attributes, that explicitly deny access of subjects to
objects]
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