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About This Document

Purpose
This document provides desacgraiPptsiton about Security T:
Change History
Chanbed ween document i ssues are cumul ati ve. Th
changes made in earlier issues.
Date Version | Updated Description Owner
Section
2021-01-31 0.1 All This is the first draft. Huawei
Technologies
Co., Ltd.
2021-03-04 0.2 All Changed based on internal review results Huawei
Technologies
Co., Ltd.
2021-04-21 0.3 Title & 2.1 Update version matching filename. Huawei
. ) ) Technologies
2.3.2 Updated description of TOE type in section | cg. td.
2.3.2.
421 Description of the assets removed from secti
4.2.1.
53.1.1 O.ACCESS_HISTORYRemoved from the
Security Objectives Rationale from section
5.3.1.1.
6 FIA_USB_(EXT).24 highlighted in bold to
mark the new requirements.
3 Fixed the componemevel of the augmentation
ALC FLR.
7.5 —
7.4 Fixed a typo in the mapping 6AU_SEL.1
7.2.2.2 FDP_ACF.1 updated to clarify the security
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8 Chapter name updated.
7.3 Updated references to FIA_UAU and FIA_UlI
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7.4
8.1.3
8.1.1 Updated description to matéAU_SEL.1.1
8.1.4 Updated the TSS description to match
FMT_SMF.1.1.
2021-05-20 0.4 2.4.2 Update Delivery method Huawei
Technologies
Co., Ltd.
2021-06-07 0.5 24.2 Update Delivery method Huawei
Technologies
Co., Ltd.
2021-06-09 0.6 24.2 Separate Table,Update Delivery method Huawei
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202106-10 0.7 2.2 Update the TOBverview mention the TOE | Huawei
2923 Commercial namand TOE Technical name | Technologies
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2021-07-19 0.8 2.3 Remove the PyGreSQL 5.03, add Libpq Huawei
233 Technologies
Co., Ltd.
24.1.1 Update Figure A Singlenode server databas{ Huawei
2412 configuration Technologies
Update Figure 2 OnePrimary-Multi-Standby Co,, Ltd.
cluster database configuration
2021-08-20 0.9 6.2.4 UpdateFIA_USB_(EXT).2.3 Huawei
7.2.3.4 UpdateFPT_TRC.1 (T:eCh[‘t%'Og'eS
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8.1.4
20210915 0.10 8.1.2 UpdateFIA_USB_(EXT).2.3 to match the usg¢ Huawei
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20211025 0.13 2422 Updated TOE guidance documents Huawei
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ST Introduction

ST I denti ficati on
TOE I denti ficati on
TOE Overview

N N NN
A W N BB

TOE Description

2.1 ST Identification

ST tHutal wee:i Ga u sVssMB) ROeOr1nCe2tVSPMOIRNDM 1 CEeldRI 01y Target
Ver s0.0ln8
Dat2e0: D3 7

Devel oper: Huawei Technologies Co., Ltd.

2.2 TOE Identification

Nameduawei GaussDB(openGaus sSSysbhatma f DBeMSMa nage men
Ver sVHOMQOR0O01C20WSPOROM®1C20HP1015

Devel oper: Huawei Technologies Co., Lt d.

2.3TOE Overview

The TOBMer ciiad tnhetadwsadPpl n GDODas ablase Management Sy
Techni caHu awveemes $ BB,i Ker agdireexrtat i olne wellt err @lratsieon al d
developed by Huawei. |t supports xB6 pamndildeaswdi gk
t hr ouagrhd usctornosnigst ency transactionl pvelcedAi anglp &laiplaibs
higoekerformance big data query capabilities,ceand ap
tel ecom, anTdh e odveetranmeeenaf.pr bowdeg tancti ons:

Supports standard SQL

| s Qu 280 DA Y Copyright© Huawei Technologies Co., Ltd 4
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Supports stamddmRd, AP BIQ0 2AB KUSTTFQL AsAlWdtlicmar act er
set s, SQL standbhydi E€ahctupbpasi ons, and SQL Procedurl

Supports API s

SupportsDBCa®bDAC dBsJybcopglLi2b g and

Provides database storage management

Supports and |lteashplaec epsar t i ti on

Provides component management

Supports query the sprait maragpfd beya @alr bd d mmpdnemt. and
Provhidels av@iMA)bofiidagta nodes

Supports atomicity, consistency, isolation,eraynd d1
from single node failure.
Provhidgesr f or mandeaet ssi ghebygcapabilities

Suppococlthmmsed ,8¢ 0Fr eexxiezceudt i on engipeoceymiBigme Jd uan t t
SQL by pass.

2.3.1TOE Type

The TOE is a DBMS. I't provides a r eluasteiro naaclc edsasteasb,
identificati ondaand paaottdeecsi¢icocnait t ymaudi y tf roacmssaecst ion
processing scenari anndwihtilghl &rogqye udateancwol umes

This TOE iosnlay sToOB.war e

2.3.2TOE Usage and Major Security Features

The Target of Evalwuation (TOE) dtersicati btelde i ad adéds s ¢
users to t hediTOEr eaticimgerisasmMyeE mtnt r ol on objects contro

or roles, and can clarify wusers' responsibilities

TOE securiitnyc fuudnec tsiensnesr i dataugrotecti on, ideonhijity

security management, data backup and restoration,
2.3.3Non -TOE Hardware and Software

The foll owing hardware resources abet oateofistcesppa

operation:

Server hardawaeeoandofOSscope and thus not included

environment for installing and running the TOE.

Manager Net wiog kalchanawetl of scotplee ah@E.t hluts inotusded |

status of each node instance in the cluster and s

ltem Requirement

CPU Dualsocket32-core Intel processor ¢ddunpeng 920 processor

Both the CPU hypethreading mode and ndryperthreading modare
supported. The mode setting must be the same for all the nodes in
cluster.

RAM The physical memory must be no less thaBGB.

Complex queries require high memory. In high concurrency scenari
the memory may be insufficient. In this case, goel advised to use a

| s Qu 280 DA Y Copyright© Huawei Technologies Co., Ltd 5
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ltem Requirement
large memory server or use load management to restrict the systen|
concurrency.

Hard disk The space of the OS disk is greater than or equal to 600 GB, and tl
space of each ne@S disk is greater than or equal to 600 GB.

Switch Swiht d s also out of scope and t
to connect node instances in a

oS Evaluation OSs
EulerOSV2.0SP5 x86_64
Supported OSs

. EulerOS V2.0SP8ARM

Software The Software of Python wvBclFuds
TOE.

The Softwarelo8 sHoaweiofJBKope
in the TOE.

Clients Cliénnsluding | ocaSQLndDBEMoOB
Psycliplgpogpr e al so out of scope
Theyusaead to interact with the

Cluster Cluster Manage Components (inc

Manager CM Ser EgrCcBre also out of scop

Components |1 oprhey are used to manage and
TOE, ensure stable running of

Operation Operati oBeMaragéincluding gs_c

ManagerServel g s yp,greasder @deé sal s o out ofeds cion
TOE. dfhfegyr t he operation tool s
interfaces

Evaluation Ser verwaswictkebd 2821 ntel process

Hardware

Table21No-"mOE hardware and software items

2.4TOE Description

This chapter provides an ®HanubisDBdtKerh aldi ageravidew ad
description of the software architecture, ft he def
security functions provided by the TOE.

| s Qu 280 DA Y Copyright© Huawei Technologies Co., Ltd 6
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2.4.1TOE Environ ment

HuavwaiussDBsKpponels sever al d elp Isohyomwesn tt hmeo doeusr e Fsivi gnu
database confi g-2rahowspnibrmdrdsktéagniditdye2 Rsmmastdbdry as
shown i nR)dadtgaurees &€ configuration.

2.4.1.1Client Server Database Configuration

Figure 2-1Si ngd &de server database configuration

TOE

Remote Applications

TSFI: GSQL, JDBC, QDBC, Psycopg, Libpg

Operating System

/TC}E: GaussDB Kernel System \

<:::> Local Client
(GsaL)

Service Management

Server
Kernel Subsystem <}::> ool

i

0S Resources

Hardware Resources

As shown in Figure 2nbdetdatdbpbeymensi et ssibhgtae

Remote AppINieTeaB)i ocnasGaas s PBs iKettehenkssiegeler al i nterf a
JDBODB&nd so omperTlheyn S&Qhyopendt n@GaguxeDB elsernt e l
ser.ver

For DBAs, they can Il og into the backend and man
Gaus KB Belr YdOE) imsesnmaomdiybl e for processing ope
di f feRlexn,tMaenvege ment interface, and rARlug.ning the

GaussDBSKeweel provides the mechani smafudathoirdertdi fuis
oo roles can access to TOE ai®Bdbpeosdmeanm tqueafy tshat®

storage engine After a query is sent in, the SQL
permi ssions to determiaecedhetthire olhjeecturtrirat aseo
optimize the query, generate and cache the query
stoereagéeseresponsibility for physical and el ogi cal
transaction atomicity, consi stency, i sol ati on, du i

| s Qu 280 DA Y Copyright© Huawei Technologies Co., Ltd 7
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The Operat(Ngm&Eysthoemts the TOE. As the TOE is s
t he Operating Stylsda eme { OBSPIcieksedotflistelmee @b r y managem

Har dwar e R&N®OQUE)cersefers to the hardware resource
including CPU, memory andlhard disk resources.

2.4.1.20ne-Primary -Multi -Standby Database Configuration

Figure 2220n-Br i AMauri-ggt andby cl uster database configuration

‘ Remote Applications ‘

TSFI:
GSQL, JDBC, ODBC, Psycopg, Libpg

Operating System Operating System

Operating System |:| TOE

Local Client (GSQL) ‘ Server Tools ‘

Local Client (GSQL)
Non-TOE
TOE: GaussDB Kernel System TOE: GaussDB Kemel System
(Standby)
| ‘ Service Management |

TOE: GaussDB Kemel System
Primary) (Standby)
Service Management ‘ | Service Management ‘
Kernel Subsystem ‘ TSFI: | Kernel Subsystem ‘ ‘ Kemel Subsystem |

TSFI:
HA Interface HA Interface

| ¥ & g

0S Resources | ‘ OS Resources ‘ ‘ 08 Resources ‘

Server Tools | Local Client (GSQL) ‘

Server Tools |

| Hardware Resources | ‘ Hardware Resources ‘ ‘ Hardware Resources ‘

As shown -2n iRi gdurfe e2isn ftriodnb tFa e (@ tRLead ararrlsee mor e)
deployed, which is a hWhkehythel pabmaEFJEPEDYymMEDt hin
capable for daetgb®&M desmmgra mceheoiveerbesk t he new pri mar

switchover, after that, t.heThnee w rpirmamayr ys enrovdeer ccaann
services to Remote SQUbE¢lI sBenverithcoogbhcHéet heest
primary server wil!/ be replicated to standby serv
maint ai ned.

2.4.2Physical Scope

This TOE i-osnlay sToOB wanrde physi clhédiyelcomackageofaGaurs
documents, as described in the following table. TI
documents are provided in support web.

2.4.2.1TOE Binary
The TOE Binary is a database server program named

iGae®B_Kernel _V500R001C20SPC100B003_X860&Lmachtralize
Hot patch priGgusasDBakednel _V500R001C20HP1®15B001_ X¢

Table22TOE Bi nary

Binary file SHA256 Value Version Delivery method

GaussDB_Kernel \ 8ac03a263e2d1b71a0483a§ GaussDB Kernel CMC (HuaweiVersion
500R001C20SPC1( 6a35567cf3147fed2bfcf04a4 V500R001C20SPC100 | Management Platform
0B003_X86_Central 30891f237c3041

X https://cme
lized_ SERVER_PA szv.clouddragon.huawei.
CKAGE.tar.gz

om/cmarersion/index/rele

| s Qu 280 DA Y Copyright© Huawei Technologies Co., Ltd 8
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Binary file SHA256 Value Version Delivery method
aseView?deltald=41098¢
9970766080

GaussDB_Kernel M 591d5b876d4595f4b592a42 GaussDBKernel CMC (HuaweiVersion

500R001C20HP101 de6e010761208b561f27e64 V500R001C20HP1015 | Management Platforjn

5B001_X86_Central 3096319a304d995a https://cme

lized.tar.gz szv.clouddragon.huawei.
om/cmcversion/index/rel¢
aseView?deltald=59114(
7598109056&isSelect=S
ftware&url_data=Centrali
zed>Euler2.5_X86_64

2.4.2.2TOE Guide

The following product guidance documents are prov

Table23TOE Gui de

Document Name Version | Delivery
method
GaussDB Kernel V500R001CZ0S100 Product Documentation 0.4 Delivered by email
. i as electronic
GaussDB Kerne/500R001C20SPC1@ommunication Matrix | 3 document
HUAWEI GaussDB Kernel 0.11

V50(R001C20SPC100+V500R001C20HP1015 AGD_OPE

HUAWEI GaussDB Kernel 0.12
V500R001C20SPC100+V500R001C20HP1AGD PRE

2.4.3Logical Scope

The TOE |l ogica

'y includes all interfaces and fun
describes the | g

ogical scope of 8tH@E T®&c u rFiotry dEeu rad t

Table24TOE |1 ogi cal scope

Function Descriptio n

Security Audit Audit entries are generated for security
related events. Audit policies may be
created to generate logs based on details|
such as the object being accessed, event
type or success or failure of the operation|
Only privileged user can revietlese logs.
Moreover, the TOE is able to select the s¢
of events to be audited based on the
following attributes, like user name, the

| s Qu 280 DA Y Copyright© Huawei Technologies Co., Ltd 9
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Function

Descriptio n

object being accessed, IP address, and s
on.

User Data Protection

The TOE provides a discretionary access
controlpolicy (RBAC) to provide access
control between users and database obje
(such as schemas, tables, columns, viewy
triggers, functions, and procedures) or
metadata. It further controls that only
authorized administrators are able to
manage the TOE

Identification and Authentication

Identification and identity authentication al
performed before users are allowed to
access database objects. During login, ug
identification is associated with the role
making access control decisions and the
permission inbrmation about the user

Security Management

The security functions associated with au
access control, and user accounts are
provided by the SQL command line
interface (like ggl, JDBC) and the
parameter configuration toaj§_gug on

the server. Onlauthorized administrators
are allowed to do these operations, and ¢
be revoked once something wrong
happened

Protection of the TSF

The consistency of replicated TSF data is|
protected by ensuring the consistency of {
replicated TSF data upon reconti@c
before processing any requefstashall
be consistently replicated to a secondary
DBMS server.

TOE Access

The Session Handling mechanism which
limits the possibilities of users to establish
sessions with the TOE and maintains a
separate executiarontext for every
operation. Also the Memory Management]
functionality belongs to the area of Sessig
Handling and ensures that any previous
information in memory is made unavailab
before the memory is used either by
overwriting the memory explicitly wita
certain pattern or by overwriting the
memory completely with new information

| s Qu 280 DA Y Copyright© Huawei Technologies Co., Ltd
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2.4.4TOE Evaluation Configuration

To configure the evaluation, Thregeasverrethesfdldli awit i
configuration.

Table25Har dware and software requirements for each se

Type Requirement

TOE GaussDB_Kernel_V500R001C20SPC100B003_X86_(
ralized_SERVER_PACKAGE.tar.gz

GaussDB_Kernel_V500R001C20HP1015B001_X86_G
ralized.tar.gz

TOE configuration Client ServeiDatabase Configuration
CPU 16 cores and 2.0 GHz.
Memory 128GB.
Hard disk 2048GBdisk pace
OS type and version EulerOS Server V2.08{EulerOS), x86_64
Software HuaweiJDK 1.8.0
Python 2.7

UnixODBC-2.3.7 as an ODBC client

| s Qu 280 DA Y Copyright© Huawei Technologies Co., Ltd 11
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Conformance Claims

This Security Targendi afCCB Panftfo2martende:
Evaluation Assu4 armrug meeav eld2 dfyT hBeA ICC oFinPOb.n  Cr i t
version 3.1 revision 5 has been taken as th
This Security Target malbastaoeclf @il moavi ngt Pir ©f
[ DBMSPP] : Protection Profile for Database M
2.12 dated Mar€cePRBBV&®, 2017. BSI
This Protection Profile has been evealduated
protectibe ¢cert iCICPRBEODIBIZO)N. | DLEBISIBBIr mor e
information.

3.1PP rationale
This Security Target uses the same Security
Objectives and Statement ofasSelchBMS$SREP]JFuUnNich ¢ |
extended components defined in the PP. The /
augmented to EAL4 + ALC_FLR. 2, being this t|
which rheéeySdauvnget claims conformance.
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Security Problem Definition

I n this section, tihenseRD) tfyoprabDBKNS dies i d
i nfor mal di scussion of the SPD is presented
the identified threats, policies, and assum
security aeduesseengnbyg this PP.
4.1 I nf or mal Discussi on
4. 2 Assets and Threat Agents
4 . 3 Threats
4. 4 Organi zational Security Policies
4.5 Assumptions

4.1 Informal Discussion

Given their common wu

installations for <co
Design flaws and p
systems, creating
controls) which ca
Unauthorized or un
net work/ systems ma
accesrmsittoi wee dat a,
to the database pr
Mal ware infections
of personatyodapap
interruption or de
the unanticipated
Data corruption an
database or

system administration

sage as reposrpgeti PBMSf
mpromi se. Vulnerabiliti
rogrammi ng bugs in the
various securéesy vulner
n Ilead to data | oss/ cor
intended activity or mi
nagers, or by unauthor.i
metadata or functsions v
ograms, structures or s
causing incidents such
pdekeéetion of or damage
ni al of authorized acce
failure of database ser
d/ or | 6easocacowednabyst hen

process
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Copyright© Huawei Technologies Co., Ltd

13



Huawei GaussDB Kernel
V500RO01CAHWSPMOIRMDM 1 C20HP
Security Target

4Security Pro

4.2 Assets and Threat Agents

4.2.1Agents
The foll owing external entities interact wi
Admini strator: The administmiagtoratisvaudpmpel
and able to use the administrative functi
User: A person who wants to use the TOE.
Thrteag@gentAn attacker is any individual who
the TOE. The intention mhg bekeketasgeai s pnaf
TOE.
4.3 Threats
The following table identifies the threats
from [PP] without any modifications.
Table41Threats to the TOE
Threat Definition

T.ACCESS_TSFDATA

A threat agent may read modify TSF datal
using functions of the TOE without the
proper authorization.

T.ACCESS_TSFFUNC

A threat agent may use or manage TSF,
bypassing the protection mechanisms of
TSF.

T.IA_MASQUERADE

A user or a process acting on behalf of a
user maymasquerade as an authorized

entity in order to gain unauthorized acces
to user data, TSF data, or TOE resources

T.IA_USER

A threat agent may gain access to user d
TSF data, or TOE resources with the
exception of public objects without being
identified and authenticated.

T.RESIDUAL_DATA

A user or a process acting on behalf of a
user may gain unauthorized access to us
or TSF data through reallocation of TOE
resources from one user or process to
another.

T.TSF_COMPROMISE

A user or a process acting behalf of a
user may cause configuration data to be
inappropriately accessed (viewed, modifig
or deleted), or may compromise executal
code within the TSF.

T.UNAUTHORIZED_ACCESS

A threat agent may gain unauthorized
access to user data for which theg aot

| s Du 2D DB ¥
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Threat Definition

authorized according to the TOE security
policy.

4.4 Organizational Security Policies

Organi zational Security Policies (OSKs) are
i mposed by an organization iindemptir faiteé ©® ntakhe e
organizational security policies applsicable
have been taken from [PP] without any chang
Table420Or gani zati onal Security Policies

Policy

Definition

P.ACCOUNTABILITY

The authorized users of tA®E shall be
held accountable for their actions within t
TOE.

P.ROLES

Administrative authority to TSF
functionality shall be given to trusted
personnel and be as restricted as possibl
supporting only the administrative duties
person has. This rokhall be separate and
distinct from other authorized users.

P.USER

Authority shall only be given to users whg
are trusted to perform the actions correctl

4.5 Assumptions

The following table IlIists all the assumptio
assumptions have been directly taken from |
Table43Assumpti ons

Assumption Description

Physical aspects

A.PHYSICAL

It is assumed that the IT environment
provides the TOE with appropriate physic
security, commensurate with thalue of
the IT assets protected by the TOE.

Personnel aspects

A.AUTHUSER

Authorized users possess the necessary

| s Du 2D DB ¥
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Assumption Description
authorization to access at least some of tf
information managed by the TOE.
A.MANAGE The TOE security functionality is manage

by one omore competent administrators.
The system administrative personnel are
careless, willfully negligent, or hostile, ang
will follow and abide by the instructions

provided by the guidance documentation.

A.TRAINEDUSER

Users are sufficiently trained andisted to
accomplish some task or group of tasks
within a secure IT environment by
exercising complete control over their use
data.

Procedural aspects

A.NO_GENERAL_PURPOSE

There are no generplirpose computing
capabilities (e.g., compilers or user
applications) available on DBMS servers,
other than those services necessary for th
operation, administration, and support of {
DBMS.

A.PEER_FUNC_& MGT

All remote trusted IT systems trusted by t
TSF to provide TSF data or services to th
TOE, or to spport the TSF in the
enforcement of security policy decisions ¢
assumed to correctly implement the
functionality used by the TSF consistent
with the assumptions defined for this
functionality and to be properly managed
and operate under security policy
constraints compatible with those of the
TOE.

A.SUPPORT

Any information provided by a trusted
entity in the IT environment and used to
support the provision of time and date,
information used in audit capture, user
authentication, and authorization that i
used by the TOE is correct and up to date

Connectivity aspects

A.CONNECT

All connections to and from remote truste
IT systems and between separate parts 0
the TSF are physically or logically protect
within the TOE environment to ensure the
integrity and confidentiality of the data
transmitted and to ensure the authenticity
the communication end points.

| s Qu 280 DA Y Copyright© Huawei Technologies Co., Ltd 16
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Security Objectives

This section identifies the Security Object
The security objectives consimd st hod g ehceu rsietcy
objectives for the Operational Environment .
security objectives for the Operational Env
Dat abase Management Systedat ¢Baber PacRage),
(bBMS op P

5.1 TOE Security Objectives

5.2 Operational Environment Security Objec
5.3 Security Objectives Rationale

5.1 TOE Security Objectives

This section identifies and describes the s
TOE.

Table51TOE security objectives

Security Objective Description

O.ADMIN_ROLE The TOE will provide a mechanism (e.g. a "role") by which
the actions using administrative privileges may be restricte

O.AUDIT The TSF must be able to record defined secueiyvant

_GENERATION events (which usually includsecuritycritical actions of users

of the TOE). The information recorded for securitjevant
events must contain the time and date the event happened
if possible, the identification of the user that caused the ewve
and must be in sufficient detad help the authorized user
detect attempted security violations or potential
misconfiguration of the TOE security features that would le
the IT assets open to compromise.

O.DISCRETIONARY The TSF must control access of subjects and/or useesied
_ACCESS resources based on identity of the object, subject, or user.
TSF must allow authorized users to specify for each acces
mode which users/subjects are allowed to access a specifi

| s Qu 280 DA Y Copyright© Huawei Technologies Co., Ltd 17
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Security Objective Description

named object in that access mode.

O.1&A The TOE ensures that usere authenticated before the TOE
processes any actions that require authentication.

O.MANAGE The TSF must provide all the functions and facilities neces
to support the authorized users that are responsible for the
management of TOE security mechams must allow

restricting such management actions to dedicated users, a
must ensure that only such authorized users are able to ac
management functionality.

O.MEDIATE The TOE must protect user data in accordance with its seg
policy, and must rdiate all requests to access such data.

O.RESIDUAL_INFORM| The TOE will ensure that any information contained in a
ATION protected resource within its Scope of Control is not
inappropriately disclosed when the resource is reallocated

O.TOE_ACCESS The TOEwill provide functionality that controls a user's
logical access to user data and to the TSF.

5.2 Operational Environment Security Objectives

This section identifies and describedg Tt he s
envi r onneamrte cohrnibcyal or procedural means.

5.2.1Security Objectives of the Operational Environment

The following table describes the operation
Table520per ati onal environment security objecti
Security Objective Description
OE.ADMIN Thoseresponsible for the TOE are

competent and trustworthy individuals,
capable of managing the TOE and the
security of the information it contains.

OE.INFO_PROTECT Those responsible for the TOE must
establish and implement procedures to
ensure that informatiois protected in an
appropriate manner. In particular:

All network and peripheral cabling mus
be approved for the transmittal of the
most sensitive data transmitted over th
link. Such physical links are assumed {
be adequately protected against threat
to the confidentiality and integrity of thg
data transmitted using appropriate

| s Qu 280 DA Y Copyright© Huawei Technologies Co., Ltd 18
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Security Objective Description

physical and logical protection
techniques.

DAC protections on securirelevant
files (such as audit trails and
authorization databases) shall always
set up correctly.

Usess are authorized to access parts o
the data managed by the TOE and are
trained to exercise control over their oy
data.

OE.NO_GENERAL_PURPOSE There are no generplirpose computing
capabilities (e.g., compilers or user

applications) available on DBMS sers,
other than those services necessary for th
operation, administration, and support of {
DBMS.

OE.PHYSICAL Those responsible for the TOE must ensu
that those parts of the TOE critical to
enforcement of the security policy are
protected from physal attack that might
compromise IT security objectives. The
protection must be commensurate with th
value of the IT assets protected by the TC

5.2.20perational Environment IT Domain Security Objectives

The following table denenrti Hels stelcauropgegr athij @rc
Table530Oper ati onal Environment | T Domain Securi
Security Objective Description
OE.IT_I&A Any information provided by a trusted entity in the

environment and used to support user authentication and
authorization used e TOE is correct and up to date.

OE.IT_REMOTE If the TOE relies on remote trusted IT systems to support t
enforcement of its policy, those systems provide that the
functions and any data used by the TOE in making policy
decisions, required by the TGle sufficiently protected from
any attack that may cause those functions to provide false

results.
OE.IT_TRUSTED The remote trusted IT systems implement the protocols an
_SYSTEM mechanisms required by the TSF to support the enforceme

the security plicy.

These remote trusted IT systems are managed according {
known, accepted, and trusted policies based on the same
and policies applicable to the TOE, and are physically and

| s Qu 280 DA Y Copyright© Huawei Technologies Co., Ltd 19
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Security Objective Description

logically protected equivalent to the TOE.

5.3 Security Objectives Ration ale

The foll owing table maps the security objec
organi zational security policies.
Table54Mapping between security objectives, thr
assumptions
; 2 "
&5 o}
Q & | =
0 w | €| o
S22 w < | 2 N e D=
< | D0 E|s|olkE e I
gl T <|IO|N| 3 Tl
(@) = 2] <
) Sl E|z| < x Qx|
[ ! S| 9| E | W w55
nl|lonl 2|l ax| < 51T Z2 <|lplwu|la|lz||lx]|o
o |lo|2|lW|l | J|E|22| 0 Ol >0 (W] W 1| 0| W
wlw|s|ola l2|lQlu|jle|la|Z|([Z|[Z2|0|x|a|Z
SIS|2|2/g|6|2|8|2|8|2|5(2|2||8|5]|5
||| s|le|B|5|<|e|la|a|Z|=|E|lz|a|ln]|C
= = = = = = = o o o < < < < < < < <
O.ADMIN_ROLE X X | x
O.AUDIT_GENERATION X X
O.DISCRETIONARY X X
_ACCESS
0.1&A X | x | x |X X
O.MANAGE X | x X X
O.MEDIATE X | x X
O.RESIDUAL_INFORMATION | X | X X
O.TOE_ACCESS X | x [ x |x X X | x | x
OE.ADMIN X | x |x X
OE.INFO_PROTECT X | x |x X | x | x | x [x X
OE.NO_GENERAL_PURPOSE X X X
OE.PHYSICAL X X X
OE.IT_I&A X
OE.IT_REMOTE X X X X
OE.IT_TRUSTED_SYSTEM X X X X
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5.3.1Security Objectives Rationale Related to Threats

The security objectives rati
and the operational envi
objectives and the operational
consistency with the PP.

5.3.1.1Threats Mapped to TOE Security Objectives

Table55Threats Mapped to

ronment

TOE Security

onal e r &lEated t
back to the
enviroeament

Objective

Threat TOE Security Objectives Addressing | Rationale
the Threat
- O. 1 &A 0.1 &A
; The TOE ensures tlsupports this
- authenticated bef(that each enti
any actions that the TOE is pro
o and authentica
n any action the
|_ .
provide to aut
< - onl vy.
':(-— O. MANAGE O. MANAGE
©
E © The TSF must mpctoivddi mini shes thi
n E and facilities nefensures that f
— aut horized wusers facilities use
[ the management of |are not availa
n mechani sms, must user s.
0 o management action
8 © and must ensure t
o ° authorizedtosarcse
< = management functi
: >
= g O. RESI DUAL _|I NFORM/O. RESI DUAL _I NF
The TOE will ensultdi mini shes thi
+~ i nformahtanned injinformation co
< resource within i{protected reso
; not inappropriateleasily tevaihleaht
© resource is reall(agent through
attacks.
g O. TOE_ACCESS O. TOE_ACCESS
= The TOE will providi mini shes thi
< contr ol a user's makes it more
= and to the TSF. t hr eat aacgceensts ht
< TOE.
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Threat TOE Security Objectives Addressing | Rationale
the Threat
= O. ADMI N_ROLE O. ADMI N_ROLE
o The TOE will providiminishes thi
- a "role") by whiclproviding isol
o administrative prijactions.
> restricted
o}
) 0.1 &A O. 1 &A
LL
0 The TOE ensures tldi minishes thi
- authenticated bef(TOE requires s
any actions that aut hentication
o gaining access
: access content
O o strong authent
> access to thes
5 E attacker's opp
L masquerade as
L - or der utna ug aiorr i
n o to data or TOE
= reduced.
| o
0 o
0 = O. MANAGE O. MANAGE
L
O > The TSF must providi minishes thi
O ® and facilities ne(access contro
< E authorized wusers to control acc
- the management of |Thi ®cdbjve i s u
; mechani s ms, mu sstuciwho i s able to
® management action{TSF data, as w
o and must ensure tlof TSF functio
@ aut horized users
management functi
©
) O. RESI DUAL_|I NFORM;O. RESI DUAL _I NF
ju The TOE will ensuldiminishes thi
- information contajithat TSF dat a
resource within i{persistent whe
< not inappyvopiksal ojreleased by on
resource is reallf(allocated to a
O. TOE_ACCESS O. TOE_ACCESS
The TOE will providi mini shes thi
control a user's makes it more
and to the TSF. threat agent h
TOE.
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Threat TOE Security Objectives Addressing | Rationale
the Threat
i<
- O. 1 &A O. 1 &A
5
© The TOE ensures tldi minishes thi
authenticated bef(requiring that
c any actions tmdt oli nteracting wi
© properly ident
aut henticated
o action the TOE
provide to aut
© only
©
© O. MEDI ATE O. MEDI ATE
()
S The TOE muuste_rprdcmt(diminishes thi
> accordance with i ensurin t hat
" must mediate al/l 9 )
< dat a. data are subj e
w £ unl ess said da
Q specifical luyblii
<< >
r dat a
w & .
) The TOE requirtr
o authentication
0 o . .
< o to gaining acc
= 5 controlled acc
' i mpl ementing s
< © . .
_ aut hentication
— these services
F oo opportunity to
o anot heirn eandeéery
— unauthorized a
© TOE resources
e
e O. TOE_ACCESS O. TOE_ACCESS
(%))
@ The TOE will providi minishes thi
o control a user's controlling th
o the TOH samdcksou
= constraining h
e o aut horized use
— 0 TOE, and by ma
&8 o
o and strength o
o S mechanism this
oo mitigate the p
» attempting to
-0 masqueradei asd
O - user Il n addit
(%]
S W provides the a
) means to contr
< - failed |l ogin a
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Threat TOE Security Objectives Addressing | Rationale
the Threat
generate befor
|l ocked out, fu
possibility of
unaut horizedEa
E O. DI SCRETI ONARY_A(O. DI SCRETI ONAR
% The TSF must contidi minishes thi
© and/ or usewpaurftesni{requiring that
" identity of the o|ldata stored wi
%) The TSF must alloydiscretionary
— specify for each protection.
users/ subjects ar
< specific named obj
- mode.
© .
°0 0.1 &A 0.1 &A
0 © The TOE ensures tldiminishes thi
20 authenticated bef(requiring that
= any actions that interacting wi
¥ o properly ident
W ~ o aut henticated
n < any action the
2 0 provide to aut
| »v >
< og onl y.
—_ o
- Sl o]
H © ¢ O. MEDI ATE O. MEDI ATE
©
c The TOE must protd¢di minishes thi
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> must mediate all data are subje
dat a. unless said da
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Threat TOE Security Objectives Addressing | Rationale
the Threat
O. TOE_ACCESS O. TOE_ACCESS
The TOE will providiminishes thi
control a user's controlling | o
TOE. data, TSF data
J (@) OU"—'
Ihﬁhhm O. RESI DUAL_| NFORM4y O. RESI DUAL _ I NF
- o =}
o C
S N-Co|The TOE will ensuf{diminishes thi
N o— woolinformation contajevenhief securit
— ;“’ho resource within i{ido not allow 4
n hcmm;_ not inappropriateldata, i f TSF d
# $~Uo resource is reall(inappropriatel
T R S was made avail
- :(",") o user would be
<D - TSF data witho
o
w o =
n ;’HL; O. AUDI T_GENERATI Of) O. AUDI T_GENERA
) o
= ;w o |The TOE will providiminishes thi
8 8;130 detect and create|providing the
n s o rebhev events asso(administrator
s < C appropriate au
O owc supporting the
(ﬂ gocg compromi se of
L o-Igw
w s *
- o_ . 3 O. TOE_ACCESS O. TOE_ACCESS
-0
. — 3
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o~ w5
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= specific named ob]
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Threat TOE Security Objectives Addressing | Rationale

the Threat

mode.

O. MANAGE O. MANAGE

The TSF must providiminishes thi

and facilities ne({ensuring that

authorized users facilities sup

the management of |authori zedheulsde

mechani sms, musstuciaccountable fo

management actiony{by authorized

and must ensure tlin place

authorized users

management functi

O. MEDI ATE O. MEDI ATE

The TOE must protd¢di minishes thi
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TOE prior to g
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By imgrHtei ng st
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Threat TOE Security Objectives Addressing | Rationale
the Threat
TOE security p

5.3.1.2Threats Mapped to Security Objectives for the Operational

Environment

Table56Thr eats Mapped to Security Objectives fo
Threat Environmental Objective Rationale
Addressing the Threat
< O(n-—:_;
X o~ U OE. NO_GENERAL_PUR| OE. NO_GENERAL _
w - gc ¢
D a GJ:l- There will-pbeponse The DBMS serve
o >~_O computing capabillinclude punypos
2 ‘Ugo'oZor user applicati|lcomputing or s
s . ~? |DMBS servers, oth/ capabilities.
| o.— " |necessaopefatibhe
< o>=_9administration, al This di minishe
- ~-u°%5* DBMS. masquerade sin
. v 5 < q .
- < 4 with DBMS or r
(%] + . .
S oS8 will be defined
© = environment .
< =]
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Threat Environmental Objective Rationale
Addressing the Threat
gz OE. | NFO_PROTECT OE. | NFO_PROTEC
o —
nw E Those responsibleldiminishes the
s © establish and i mp/that al/l net wg
m;_ ensure that infor{cabling must b
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) integrity of the
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o | f the TOE reliegdiminishes the
. E systems to suppor|{that trremotted | ]
© policy, t hoset hsayty sufficiently p
functions and any
; in making policy
n the TOE are suffi
= any attack that m
< to provide false
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Addressing the Threat

Rationale

OE. I T_TRUSTED_SYS

truste
the pro
requicr
enfor

The remot e
i mpl ement

mechani s ms
support the

policy.

These remote tru
managedording to
and trusted poli
rules and polici
and ar e phy3|cal
protected a

OE. | T_TRUSTED_

di mini shes the
that remotye tten
managed accord
accepted and

based on t he

policies appl:i
and are physic
protected equi

OE. NO_GENERAL_PUR

There will-pbheponse
computing capabi
or user applicati
DMBS servers, oth
necessary for the
administration, a
DBMS

OE. NO_GENERAL _

di mini shes thi
reducing tilees d
subvert non TO

capabilities i
environment .

OE. PHYSI CAL

Those responsi bl e
ensure that those
critical to enfor
policy are protec
attack that mmiTght
security objectiyv
be commensurate w
I T assets protect

OE. PHYSI CAL

di mini shes the
compromi se due
of physical we
vul nerabilitie

att.ack
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Threat Environmental Objective Rationale
Addressing the Threat
Yo
:c OE. | NFO_PROTECT OE. | NFO_PROTEC
3 s 5 Those responsi bl el di mi ntihsehetshr e at
W oo establish and i mp|that the |l ogic
O N ensure that infor{threats to net
O —-o an appropriate majlcabling are ap
<| . protected.
o <3 o All network and _
T must be approved | DAC protection
N 3o the most sansmiiwv|/correctly may
- So the |link. Such ph|identification
QO: jz assumed to be adelaccesses.
T against threats t
F SO integrity of the
= -0 appropriate physi
<z( o protection techni
- N
. >0 0 DAC protecti-ons
= gc rel evant files (su
= authorization dat
,_z set up correctly.
()
” O Users are aut hor
> of the data manag
< trained to exerci
own dat a.
5.3.2Security Objectives Related to OSPs
The security objectives rationale related t
and the Operational Environment back to the
objectives and the operationbkdebhovi eosmeaet
consistency with the PP.
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5.3.2.10SPs Mapped to Security Objectives for the TOE

Table570S P s

Mapped to Security

Objectives for

Policy TOE Security Objectives Addressing | Rationale
the Policy
O. ADMI N_ROLE O. ADMI N_ROLE
3 The TOE will provi|isupports this
= a "role") by whic|that the olbQEe cht
$ administrative pr|provide author
— restricted. wi t h t he pri vi
g secure admini s
-
- § O. AUDI T_GENERATI O]O. AUDI T_GENERAT
-
Eg The TOE will prov|isupports this
< © detect and create|t hat audi t rec
l—‘lg relevant events aflHaving these r
< enables accoun|
e
o2
o2 0.1 &A 0.1 &A
O
< ? .
- > The TOE ensures tl{supports this
a authenticated bef|that each enti
° any actions that the TOE is pro
N and authentical
—_ any action the
; provide to aut
< onl vy.
c:é O. TOE_ACCESS O. TOE_ACCESS
o The TOE wil/l provisupports this
< control a user's a mechanism fo
= data and to the Tjaccess to auth
© o 3 O. MANAGE O. MANAGE
.5
x © 2 The TSF must prov|supports this
w = and facilities nefthat the funct
n >°8 authorized users |supporting the
3:;% the management of |administrator
a - mechani sms, must
°cwn?® management action
Chf anmdust ensure that
i authorized users
< 5 management functi
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Policy TOE Security Objectives Addressing | Rationale
the Policy
O. TOE_ACCESS O. TOE_ACCESS
The TOErawilde mechsupports this
control a user's a mechanism fo
data and to the Tlaccess to auth
OE. ADMI N OE. ADMI N
Those responsi bl e|jsupports this
competénusaworthy|lthat the autho
capable of managi |role is unders
security of infor|lcompetent admi
W50 no
— _ - |O. ADMI N_ROLE O. ADMI N_ROLE
-cmc"" ..
©SwS+o |The TOEr aowvilde a mgThe TOE has t hy{
= (e.g.a "role") by|providing an a
m><’>“'5 admini strative prladministrator
S >~ u»wo . . . .
We.Oc, restricted. administration
4 =, 2c, provide owélel,
8.30- only the role
HODCH . .
S 0ol administrator
o e n c
ng;- O. TOE_ACCESS O. TOE_ACCESS
-—>C o0 . .
c _— _ |The TOE will provisupports this
—o®ow |COntrol a wuser's that an authoo
E i and to the TSF. role can be d
T o +— H
<o other authoriz
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Target

5Secur i tiw:

5.3.2.20SPs Mapped to Security Objectives for the Operational

Environment

Table580SPs Mapped to Security Objectives for
Policy Environmental Objective Rationale
Addressing the Policy
o OE. ADMI N OE. ADMI N
o]
Those responsi bl e{supports the p
- competent and trufauthorized adm
. capable of managi|assumed compet
- securiintfyoronMfati on ijhel p ensure th
n responsibiliti
effectively.
w
>_O
- P OE. | NFO_PROTECT OE. I NFO_PROTEC]
42 Those responsi bl ejsupportsctyhéyp
- = establish and i mp|that the autho
g ensure that inforjtrained and ha
,_"5 appropriate mannefavailable to s
z the DAC protecHt
2 OAll network and |are able to pr
8“ must be approved i nformation to
o ° the most serssnittitvelpursuing accou
< 2 the link. Such ph
o to be adequately
© to the confidenti
o data transmitted
N physical and 1l ogi
_ techniques.
o
< ODAC protecti-redsar
- files (such as au
= . .
@ authorization dat
set up correctly.
[¢}]
- WUsers are authori
= the data managed
trained to exerci
dat a.
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Policy Environmental Objective Rationale
Addressing the Policy
<
c® T OE. ADMI N OE. ADMI N
® 5O
- - Those responsi bl e{supports the p
mg < = competent and tru|that an author
m_ghkh_ capable of T@Enagd|role for secur
S_Ef_h security of i nf rithe TOE is est
@ml_u
D:LLOH
'm-HI—O
o o7 =
l___ﬂ.)'_
cc
(0] -
c.é - —
Fow ©
< O
52
x > = OE. ADMI N OE. ADMI N
w «~ © w
U)-—“Zg Those responsi ble|lsupports the p
S s competent and trufthat the autho
o c0v e capabl e of managi|responsible fo
>0 security of infor|lauthorities to
5-=0® trustworthy
< O+
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Policy Environmental Objective Rationale
Addressing the Policy

OE. I NFO_PROTECT OE. Il NFO_PROTEC]
Those responsi bl e{supports the p
establish and imp|that users are
ensure that infor|parts of the d
appropriate manne|TOE and are tr

control over t
OAll network and tha DAC protect
must be approved relevant files

the most sensitivi{and authorizat
the I ink. Such phjal ways be set
to be adequately
to the confidenti
dat amitrta@d using i
physical and | ogi
techniques.

ODAC protecti-romlse\
files (such as au
authorization dat
set up correctly.

oOUsers are authori
the datd mgnabe T
trained to exerci
dat a.

5.3.3Security Objectives Rationale Related to Assumptions

The security objectives r atsieoccnuarliet yr eolbgteecd itv
operational environment back to the assumpt
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Table59Secur ity Objectives Rationale Rel ated
Assumpti olEnvironment al Rational e
Addressing the
g OE. | NFO_PROTEQOE. | NFO_PROTEGQG
" Those responsi|jsupports the a
; must establishensuring that
N procedures to |authorized to
—_ information isjdata managed b
- appradgper imanner |trained toboreke
© particul ar: their own dat a
<
- AATT | net work alHaving trained
S cabling must busers, who are
© the transmittarelevant proce
-~ sensitive datainformation pr
_ the | ink Suchlthe assumppdroa
< assumed to be
n protected agai
n confidedtiateg
o the data trans
© appropriate ph
0:2 protection tec
(L}J)m ADAC protecti-o
= relevant files
T _ trails and aut
— databases) sha
2 o correctly.
< o
- Asers are aacetd
< o parts of the d
« TOE and are tr
© control over t
o
% OE. | T_REMOTE OE. | T_REMOT
o I f the TOE rel|jsupports this
” trusted I T syslensuring that
5 enf orcement ofifthat form part
systems providenvironment ar
o functions and |gives confiden
N the TOE in maklenvironment s
— deci si ons, req
= are sufficient
o any attack tha
< functions to p
; resul ts
<
OE. | T_TRUSTED |OE. I T_TRUSTED _
The remote trusupports this
i mpl ement the |providing conf
mechani sms reqsystems in the
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Assumpti olEnvironment al Rational e
Addressing the
TSF to supportienvironment <co
of the securitlbenign environ
These remote t
are managed ac
known, accept e
policies basled
and policies 4
TOE, and are p
l ogically prot
the TOE
Eg©° OE. | T_REMOTE OE. | T_REMOTE
U%; I f the TOE rel|lsupports the a
o S o trusted I T sys/levying a requ
o ° enforcement oflenvironment th
n " c systems providbetween truste
572 functions and |physicallyssep
»CE the TOE in makTOE are suffic
o, decisions, TrGegfrom any attac
o o are sufficientlthose function
W any attack tharesults.
-C 8 functions to p
g- £ resul ts
wmg
“cﬂ OE. I NFO_PROTEQOE. I NFO_PROTEQ(
5 g o Those responsi|jsupports the a
L - S5 must establishrequiring that
> T B procedures to |peripheral <cab
= < _ information i slapproved for t
8 tﬁzB appragdper imanner |t he most tsaensi
< z;g particul ar: transmitted ov
7 physical | inks
oo c Al 1 network alagequately pro
_%o cabling must Dtpreats to the
- t he Fransm'ttaintegrity of t
wzo sensitive datausing appropr
c - the 1ink Such|ggical protec
o; assumed to be
-_° protected agai
- confidenitntad gt
© the data trans
2 > appropriate ph
c— protection tec
8@ ADAC protecti-o
© relevant files
- trails and aut
_S databases) sha
< correctly.
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Assumpti olEnvironment al Rational e
Addressing the
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parts of the d
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control over t
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Assumpti olEnvironment al Rational e
Addressing the
(=4
E OE. PHYSI CAL OE. PHYSI CAL
B Those responsi|The T@OE, TSF dg
< must ensumpartilgprotected user
=W the TOE criticlto be protecte
o) of the securitiattack (e.g.,
o F protected fromdestruction, o
e that might comPhysical attac
-9 security objecunauthorized i
> < protection musTOE environmen
©* commensurate wnot incladdeaeph
;_ the I'T assets |actions that n
TOE. an individual
- to access the
- ©
o @
E — OE. Il NFO_PROTEQOE. I NFO_PROTEQ(C
[&]
:(' gm Those responsi|supporstssunmphtei oa
O o+ must establishrequiring that
- ._©° procedures to |peripheral <cab
0w >= information isjapproved for t
> 2 appropriate mathe most sensi
i “m particul ar: transmitted ov
- physical l i nks
< tw AAl | network a adequately pro
» cabling must DbBihreats to the
- t he Fr?nsm'ttaintegrity of t
- ®© sen5|ft|n/sam|dtatteausing appropr.i
- the | ink. Such ogical protec
assumed to be
- protected agai
© confidentialit
< the data trans
. appropriate ph
- protection tec
g ADAC protecti-o
S revant files (
n trails and aut
n databases) sha
© correctly.
n Asers are aut |
- parts of the d
TOE and are tr
- control over t
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Addressing the
'2; OE. | NFO_PROTEQOE. | NFO_PROTEGQG
“‘-g Those responsi|jsupports the a
= must establishensuring that
m; procedures to |authorized to
c 8 information isjdata managed b
_ E appropriate matrained to exe
o cc«g particul ar: their own dat a

(L}J)HQ AAIl network a
5 L cabling must b
a >> the transmitta
w — € sensitive dat a
z ‘;“’ the link. Such
~ ok assumed to be
< o protected agai
ad . ;
- © confidentialit
-0 the data trans
< - = appropriate ph
v 2 prot dcctcihmn que g
S5 O
n o ADAC protecti-o
m"’ relevant files
e © trails and aut
o dat abases) shad
- correctly.
f; Asers are autt
O o parts of the d
o .— TOE and are tr
o= controheoveown
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Definition of Extended Components

FI'A_USB_(EXThrn? edu hujseeat binding

FI'A_USB_(EXT).2 is analogous to F
rules whereby subject security at
security attributes.

Component | eveling

FIA_USB_(EXT).2 is hierarchical to FIA_USB.
Management

See management description specified for FI.
Audi t

See audit requirement specified for FIA_USB
FI'A_USB_(EXT). 2sbEbhhentedindéeng

Hi erarchical t-oubijFd At USBIBhdi rUser

Dependenci es: FI' A_ ATD. 1 User attribute def i
FIA_USB_(EXT).2 .1

The TSF shall associate the following user
behal f of that user: [assignment: |ist of u
FI'A_USB_(EXT).2 .2

The TSF shall enforce t
with subjects acting on
attributes].

FIA_USB_(EXT).2 .3

oll owing reses o

he f
the behalf of f user s

The TS&nkbaté the following rules governin
associated with subjects acting on the beh
attributes].

FIA_USB_(EXT).2 .4

g
a

The TSF shall enforceassdsiegfiméhtowofmgsuhj ect fq
attributes not derived from user security a
[ assignment: rules for the initial associat
from user security attributes].

| s Qu 280 DA Y Copyright© Huawei Technologies Co., Ltd 43



Huawei GaussDB Kernel
V500RO0O01C20WSP@OIRM®M 1 C20HP]
Security Target 7Security R

Security Requirements

uimemepnhn sl t &
f

nes the Se

This section provi dssusaagcri e
a compliant TOE. The section d
t

[

Security Assurance Requiremen (SARs) for
been drawn frBmotihlee PFrot eDati almase Managemen!
Version 2.12 dat(é&ddB MBaoP®®h 23 rd, 2017,
7.1 Conventions
7.2 Security dmutnstional Requirem
7.3 Security Functional Requirements Ratio
7.4 Dependency Rational e
7.5 SecurRdaqguiArsesme ratng e

7.1 Conventions
The CC all ows several operations to be perf
selection, assignment, and iteration cahre de
of these operations is used in this ST.
Threti nemprtation is used to add detail to a
requirement. Refinement ofbaledcatreitty trlee ud a ee
del et icamssellyout bold text
Theel ecpéovation is used to select one or mor
requirement . Selections that havda abdden znreadd e
selections to be filled in by thek®danmwittyh
indication that a selection is to be made,
Tha&ssi gonmenation is used to assign a specifi
as the |l ength of a passworde RPsiaghmemtss atr ke
by showing the value in square bracket s, [ a
the ST author appear in square brackets wit
[assignment:].
Thiet erapéeoati whensausetponent is repeated wi
lteration is denoted by showing the iterat:.i
identifier, (iteration number).
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The CC paradigm also allows proteetitenthpheof
requirements. Such requirements are ter med

CC does not offer suitable Ergjeandectenéegqui npel
must be identified and aamid yr/ eegunproence ntto mosdee |
articulating th&Trequémeéementsquilmemdntss will
"(EXT)" following the component name.

Application Notes are provided to help the
requi rigdmeritify i mpl ement at i-foani Ic"h od rcietse r ioa ft
requirement . For those components where App!
Notes will follow the requirement component

7.2 Security Functional Requirements

Thi s seefcitneosn tdhe functionalhcteégumial e memtus r fe one
STwere drawn directly from Part 2 of the CC
including the use of extended componeents. T
secure operation of the TOE.

Table7-1Secur ity functional requirements
Class Identifier Name
Security Audit (FAU) FAU_GEN.1 Audit data generation
FAU_GEN.2 User identity association
FAU_SEL.1 Selective audit
User Data Protection (FDP] FDP_ACC.1 Subsetaccess control
FDP_ACF.1 Security attribute based
access control
FDP_RIP.1 Subset residual information
protection
Identification and FIA_ATD.1 User attribute definition
Authentication (FIA) —
FIA_UAU.2 User authentication before
any action
FIA_UID.2 User identification before
any action
FIA_USB_(EXT).2 Enhanced usesubject
binding
Security Management FMT_MOF.1 Management of security
(FMT) functions behavior
FMT_MSA.1 Management of security
attributes
FMT_MSA.3 Static attribute initialization
FMT_MTD.1 Management of TSF data
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Class Identifier

Name

FMT_REV.1(1)

Revocation (user attributes

FMT_REV.1(2)

Revocation (subject, object
attributes)

FMT_SMF.1

Specification of
management functions

FMT_SMR.1

Security roles

Protection of the TSF (FPT| FPT_TRC.1

Internal TSF consistency

TOE Access (FTA) FTA_MCS.1

Basic limitation on multiple
concurrent sessions

FTA_TSE.1

TOE session establishment

7.2.1Security Audit (FAU)
7.2.1.1FAU_GEN.1 Audit Data Generation

FAU_GEN.1.1 The TSF shall be able to generate an audit remfoitte following

auditable events:

a) Startup and shutdown of the audit functions;
b) All auditable events for thminimumlevel of auditisted in Table

7-2:Auditable Eventsand

¢) [Startup and shutdown of the DBMS;

d) Use of special permissiofs.g., those often used by authorized
administrators to circumvent access control policies); and

e) [selectionfino additional evends].

Application Note: If no additional CC or extendedpFRsare included, or if additional
SFRsareincluded that do ndtave "minimal" audit associated with
them then it imcceptable to assign "no additional events" in this ite

FAU_GEN.1.2 The TSF shall record within each audit record at least the followin

information:

a) Date and time of the event, type of eventjestthidentity (if
applicable), and the outcome (success or failure) of the event; ani

b) For each audit event type, based on the auditable event definit
of the functional components included in the PP/ST, [information
specified incolumn threef Table 7-2 Auditable Events, belol

Application Note: In column 3 of the table below, "Additional Audit Record Contents
used to designate data that should be included in the audit record
"makes sense" in the context of the event which generatesctire.r
If no other information is required (other than that listed in item a)
above) for a particular auditable event type, then an assignment ¢

"none" is acceptable.
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Table 7-2Au d i Bwadr tes

Security Functional
Requirement

Auditable Event (s)

Additional Audit R ecord
Contents

FAU_GEN.1 None None

FAU_ GEN.2 None None

FAU_SEL.1 All modifications to the The identity of the
audit configuration that authorized administrator th:
occur while the audit made the change to the au
collection functions are configuration
operating

FDP_ACC.1 None None

FDP_ACF.1 Successful requests to The identity of the subject
perform an operation on an performing the operation
object covered by the SFP

FDP_RIP.1 None None

FIA_ATD.1 None None

FIA_UAU.2 Unsuccessful use of the None
authentication mechanism

FIA_UID.2 Unsuccessful use of the us| None

identification mechanism,
including the user identity
provided

FIA_USB_(EXT).2

Unsuccessful binding of
user security attributes to a
subject (e.g. creation of a
subject)

None

FMT_MOF.1 None None
FMT_MSA.1 None None
FMT_MSA.3 None None
FMT_MTD.1 None None

FMT_REV.1(1)

Unsuccessful revocation of
security attributes

Identity of individual
attempting to revoke
security attributes

FMT_REV.1(2)

Unsuccessful revocation of
security attributes

Identity of individual
attempting to revoke
security attributes

FMT_SMF.1 Use of the management Identity of the administrator
functions performing these functions
FMT_SMR.1 Modifications to the group | ldentity of authorized

of users that are part of a
role

administrator modifying the
role definition
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Security Functional Auditable Event (s) Additional Audit R ecord
Requirement Contents
FPT_TRC.1 Restoring consistency None
FTA MCS.1 Rejection of a new session| None
based on the limitation of
multiple concurrent session
FTA_TSE.1 Denial of a session Identity of the individual
establishment due the attempting to establish a
session establishment session
mechanism

7.2.1.2FAU_GEN.2 User Identity Association

FAU_GEN.2.1 For audit events resulting from actions of identified usasany
identified groups, the TSF shall be abte associate each auditable
event with the identity of thesglection fusen] that caused the eveni

7.2.1.3FAU_SEL.1 Selective Audit

FAU_SEL.1.1

Application Note:

The TSF shall be able to select the set of events to be audite
from the set of all auditable events based oridhewing
attributes:

a) object identity;

b) user identity;

c) [selection!'no other identities'];

d) event type;

e) [success of auditable security events;
f) failure of auditable security events; and

g) [selection: [assignment: date and time of the edEnigbase,
client connection information, instance name, thread ID, loca
port, and remote port]].]

The intent of this requirement is to capture enough audit date
allow the administrators to perform their task, not necessarily
capure only the needed audit data. In other words, the DBM¢
does not necessarily need to include or exclude auditable ev:
based on all attributes at any given time.

7.2.2User Data Protection (FDP)
7.2.2.1FDP_ACC.1 Subset Access Control

FDP_ACC.1.1 The TSF shalenforce the [Discretionary Access Control policy] to
objects on [all subjects, all DBM&ntrolled objects, and all
operations among them].
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7.2.2.2FDP_ACF.1 Security Attribute Based Access Control

FDP_ACF.1.1 The TSF shall enforce the [Discretionary Access fobiitolicy] to
objects based on the following: [assignment:

a) Subjects: database users

b) Subject attributes: database role, system permissions
c) Objects: database objects

d) Object attributes: object permissipobject ownership

Application Note: DBMS-controlled objects may be implementatspecific objects that
are presented to authorized users at the user interface to the DBN
They may include, but are not limited to tables, views, sequences
stored procedures, functions, and triggers. Datacttires that are
not presented to authorized users at the DBMS user interface, bu
used internally, are internal TSF data structures. Internal TSF dat
structures are not controlled according to the rules specified in
FDP_ACF.1.

FDP_ACF.1.2 The TSF ball enforce the following rules to determine if an operat
among controlled subjects and controlled objects is allowed:
[assignment: A user can access an object when the user meets o
the following requirements:

a) The user is the owner of thbject or has been granted the specit
object permissions;

b) The user has been granted specific system permissions;

¢) The user is a member of a role that has been granted specific «
permissions;

d) The object is accessible by ‘PUBLIC']

FDP_ACF.13 The TSF shall explicitly authorize access of subjects to objects be
on the following additional rules: [assignmemserswith the
SYSADMIN attribute has the same permissions as the object owr

FDP_ACF.1.4 The TSF shall explicitly deny access abjects to objects based on
the following additional rules: [assignmenterswithout the
permissions granted by the object owner cannot access objects ¢
by a role with theNDEPENDENT attribute].

7.2.2.3FDP_RIP.1 Subset Residual Information Protection

FDP_RIP.1.1 The TSF shall ensure that any previous information content of a
resource is made unavailable uponahecation of the resource tibe
following objects: [assignment: tables, rows].
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7.2.3ldentification and Authentication (FIA)

7.2.3.1FIA_ATD.1 User Attribute Definition

FIA_ATD.1.1

Application Note

Table -3Ro | e

The TSF shall maintain the following list of security attributes

belonging to individual users:
a) [Database user identifier and any associated group membershi
b) Securityrelevant database roles; and

c) [assignment: rel security attributes described in column one of
Table 73 Role security attributedelow]].

The intent of this requirement is to spedlifg TOE security attributes

that the TOE utilizes to determine access. These attributes may b
controlled by the environment or by the TOE itself.

security

attributes

Attribut Default Field in the Description
e Value pg_authid System
Table

SYSAD NOSYSAD | rolsystemadmin Determines whether a new role is a

MIN MIN system administrator. Roles having th
SYSADMIN attribute have the highes
permissionThe default value i§
indicating false o0NOSYSADMIN.

MONAD | NOMONA | rolmonitoradmin Determines whether a new role is a

MIN DMIN monitoradministratorThe default
value is f, indicating false or
NOMONADMIN.

OPRAD | NOOPRAD | roloperatoradmin Determines whether a new role is a

MIN MIN operatoradministrator. The default
value isf, indicating false or
NOOPRADMIN.

POLAD NOPOLAD | rolpolicyadmin Determines whether a new role is a

MIN MIN securitypolicy administrator. The
default value i, indicating false or
NOOPRADMIN.

AUDITA | NOAUDIT | rolauditadmin Determines whether a role has the ad

DMIN ADMIN andmanagement attributeshe default
value isf, indicating false or
NOAUDITADMIN .

CREATE | NOCREAT | rolcreatedb Defines a role's ability to create

DB EDB databasedhe default value i§,
indicating false oONOCREATEDRB

CREATE | NOCREAT | rolcreaterole Determines whether a role can create

ROLE EROLE new roles. A role with the
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Attribut
e

Default
Value

Field in the
pg_authid System
Table

Description

CREATEROLEpermission can also
modify and delete other roleBhe
default value ig, indicating false or
NOCREATEROLE

LOGIN

NOLOGIN

rolcanlogin

Determines whether a role is allowed
log in to a database. A role having the
LOGIN attribute can be considered as
user.The default value i§ indicating
false orNOLOGIN.

INDEPE
NDENT

NOINDEPE
NDENT

rolkind

Defines private, independent roles. F(
a role with thdNDEPENDENT
attribute, administrators' rights to
control and access this role are
separatedThe default value ig,
indicating normal or
NOINDEPENDENT.

Specific rules are as follows:

. Administrators have no permission {
add, delete, query, modify, copy, or
authorizethe corresponding table
objects without the authorization
from the INDEPENDENT role.

. If permissions related to private use
tables are granted to nqmivate
users, the system administrator will
obtain the same permissions.

. System administrators and sety
administrators with the
CREATEROLE attribute have no
permission to modify the inheritance
relationship of the INDEPENDENT
role without the authorization of the
INDEPENDENT role.

. System administrators have no
permission to modify the owner of
the tabé objects for the
INDEPENDENT role.

. System administrators and security
administrators with the
CREATEROLE attribute have no
permission to remove the
INDEPENDENT attribute of the
INDEPENDENT role.

. System administrators and security
administrators with the
CREATEROLE attribute have no
permission to change the database
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Attribut Default Field in the Description
e Value pg_authid System
Table
password of the INDEPENDENT
role. The INDEPENDENT role must
manage its own password. If the
password is lost, it cannot be reset.
The SYSADMIN attribute of a user
cannot be changeo the
INDEPENDENT attribute.
CONNEC| -1 rolconnlimit Indicates how many concurrent
TION connections the role can make. The
LIMIT default valuel means no limit.
VALID none rolvalidbegin Sets a date and time when the role's
BEGIN password becomes valid.
VALID none rolvaliduntil Sets a date and time after which the
UNTIL role's password is no longer valid.
PERM unlimited roltabspace Sets the space used for users.
SPACE
VCADMI | NOVCAD rolkind Define the logical cluster administrato
N MIN role. Role with attributes dbgical
cluster administrator
REPLIC | NOREPLIC | rolreplication Determines whether a role is allowed
ATION ATION initiate streaming replication or put the
system in and out of backup mode. A
role having the REPLICATION
attribute is specific to replication.
If not specified, NOREPLICATION is
the default
INHERIT | NOINHERI | rolinherit Determines whetherrale "inherits"
T the permissions ablesin the same
group. It is not recommended.
PERSIST | NOPERSIS Only theinitial administrator can creat
ENCE TENCE the permaneniserthrough the
PERSISTENCHttribute

7.2.3.2FIA_UAU. 2 User authentication before any actio n

FIA UAU.2.1 The TSF shall require each user to be successfully authenticated

before allowing any other TSfediated actiomon behalf of that use

7.2.3.3FIA_UID. 2 User identification before any action

FIA UID.2.1 The TSF shall require each user to be successfully identified befo

allowing any other TSinediated actions on behalf of that user.
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7.2.3.4FIA_USB_(EXT).2 Enhanced User-Subject Binding

FIA_USB_(EXT
).2.1

FIA_USB_(EXT
).2.2

FIA_USB_(EXT
).2.3

FIA_USB_(EXT
).2.4

Application Note

The TSF shall associate the following user security attributes with
subjects acting on the behalf of that user: [assignment: role secur
attributes described in colunomeof Table 7-3 Role security
attributes.

The TSF shall enforce the following rules on the initial associatior
user security attributes with subjects acting orbtttealf of users:
[assignment: User security attributes can be initialized by using
parameters. If parameters are omitted, the default values describt
columntwo of Table 7-3 Role security attributegre used.].

The TSF shall enforce the following rules governing changes to tt
user security attributes associated with subjects acting dretaf of
users: [assignment: The changer has required permissions and cl
the attributes by runningLTER ROLE

a) Initial administratorusercan modify any user security attributes ¢
any roles excludingroles with independent attributes

b) Usershaving theSYSADMIN attribute can modify any user
security attributes of other roles, excluding the initial administrator
androles with independent attributes

¢) Users with th€€ REATEROLEattribute can modify the security
attributes of other roles or et the roles, excluding the initial
administrator and rolesith the SYSADMIN security attributeind
roles with independent attributgs

The TSF shall enforce the following rules for the assignment of
subject security attributes natrived from user security attributes
when a subject is created: [assignment: No other security attribute
can be assigned except the ones derived from user security attrib
when the subject is created.]

Theinitial administratoris DBMS install time predefined user, this
userhas the highest control authority of thatabasesystemthis
usesysid is 1,@annot be drop from the DBMS.

7.2.4Security Management (FMT)

7.2.4.1FMT_MOF.1 Management of Security Function Behavior

FMT_MOF.1.1

Application Note

The TSF sHarestrict the ability to disable and enable the functions
[relating to the specification of events to be audited] to [authorizec
administrators].

The authorized administrator are whose user with SYSADMIN
attribute as defined in FIA_ATD.
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7.2.4.2FMT_MSA.1 Management of Security Attributes

FMT_MSA.1.1 The TSF shall enforce the [Discretionary Access Control Policy] tc
restrict the ability tananag€all] the security attributes to [authorize
administrators].

Application Note The ST authoshould ensure that all attributes identified in
FIA_ATD.1 are adequately managed and protected.

7.2.4.3FMT_MSA.3 Static Attribute Initialization

FMT_MSA.3.1 The TSF shall enforce the [Discretionary Access Control Policy] tc
providerestrictivedefault values fosecurity attributes that are used
enforce the SFP.

Application Note This requirement applies to new container objects at théetgd
(e.g., tables)When loweilevel objects are created (e.g., rows, cells
these may inherit theermissions of theop-level objects by default. h
other words, the permissionstbg ‘child’ objects can take the
permissions of the 'parent' objects by default.

FMT_MSA.3.2 The TSF shall allowhe [no user] to specify alternative initial values
to override the default values when an object or information is cre

7.2.4.4A4FMT_MTD.1 Management of TSF Data

FMT_MTD.1.1 The TSF shall restrict the ability toclude or exclud¢he [auditable
events] to [autorized administrators].

7.2.4.5FMT_REV.1 (1) Revocation (User Attribute)

FMT_REV.1.1(1) The TSF shall restrict the ability to revoke [assignment: system
permissions, roles] associated with tlsersunder the control of the
TSF to [the authorized administrator

FMT_REV.1.2(1) The TSF shall enforce the rulesgignmentgranting and revoking
of directly assigned permissions take effect immediately].

7.2.4.6FMT_REV.1 (2) Revocation (Subject, Object Attribute)

FMT_REV.1.1(2) The TSF shall restrict the ability tevoke hssignmentobject
permissions] associated with thjectsunder the control of the TSF
to [the authorized administrataihd database users with sufficient
privileges as allowed by the Discretionary Access Control Policy.

FMT_REV.1.1(2) The TSFshall enforce the rules [assignment:
a) authorized administrators and object owners may revoke obje
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permissions; and

b) object owners may grant other users permissions to grant and
revoke object permissions].

7.2.4.7FMT_SMF.1 Specification of Management Funct ions

FMT_SMF.1.1

The TSF shall be capable of performing the following security
management functionfassignment:

0 Database configuration

0 User and role management

© Management of groups

O Adding or removing a database

O Revocation of security attributes

0 Configuration of the maximum number of concurrent sessions
O Configuration of TSF replication and consistency
0 Configuration of TOE access information rules

0 management of the events to be audited

O granting or revoking of system permissions

O grantirg or revoking of object permissions

O IP address whitelist and IP address blacklist]

7.2.4.8FMT_SMR.1 Security Roles

FMT_SMR.1.1

FMT_SMR.1.2
Application Note

The TSF shall maintain the roles [authorized administrator and
[assignment: custom role]].

The TSF shall be able sssociate users with roles.

This requirement identifies a minimum set of management roles.
role of administrator granting rights is also the database
administrator DBA).

7.2.5Protection of the TSF (FPT)

7.2.5.1FPT_TRC.1 Internal TSF Consistency

FPT_TRC.1.1

FPT_TRC.1.2

The TSF shall ensure that TSF data is consistent when replicated
between parts of the TOE.

When parts of the TOE containing replicated TSF data are
disconnected, the TSF shall ensure the consistency of the replica
TSF data upon reconnection before processing any requests for
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[assignment: queries].

Application Note In general, it is impossible to achieve complete, constant consiste
of TSF data that is distributed to remote portions of a TOE becau:
distributed porions of the TSF may be active at different times or
disconnected from one another. This requirement attempts to adc
this situation in a practical manner by acknowledging that there w
be TSF data inconsistencies but that they will be corrected withot
undue delay. For example, a TSF could provide timely consistenc
through periodic broadcast of TSF data to all TSF nodes maintain
replicated TSF data. Another example approach is for the TSF to
provide a mechanism to explicitly probe remote TSF nfmfes
inconsistencies and respond with action to correct the identified
inconsistencies.

7.2.6TOE Access (FTA)
7.2.6.1FTA _MCS.1 Basic Limitation on Multiple Concurrent Sessions

FTA_MCS.1.1 The TSF shall restrict the maximum number of concurrent sessiol

that belongo the same user.

FTA_MCS.1.2 The TSF shall enforce, by default, a limit of [assignment: an
administrator configurable number of] sessions per user.

Application Note The ST author is reminded that the CC [REF 1b] para 473 allows
the default number ay be defined as a management function in FI

7.2.6.2FTA _TSE.1 TOE Session Establishment

FTA_TSE.1.1 The TSF shall be able to deny session establishment based on
[assignment: attributes that can be set explicitly by authorized
administrator(s), including usatentity, [selection: [assignment:
number of connections, user whitelist, IP whitelist, and IP blacklis

7.3 Security Functional Requirements Rationale

The following table provides a mapping betw
securictyvelbj e
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Table74Secur ity functional requirements rationa

O.DISCRETIONARY_ACCESS

O.ADMIN_ROLE

O.AUDIT _GENERATION
O.1&A

O.MANAGE

O.MEDIATE
O.RESIDUAL_INFORMATION
O.TOE_ACCESS

FAU_GEN.1 X

FAU_GEN.2 X

FAU_SEL.1 X

FDP_ACC.1 X X X

FDP_ACF.1 X X X

FDP_RIP.1 X

FIA_ATD.1 X X

FIA_UAU.2 X

FIA_UID.2 X

FIA_USB_(EXT).2 X

FMT_MOF.1 X

FMT_MSA.1 X

FMT_MSA.3 X

FMT_MTD.1 X

FMT_ REV.1(1) X

FMT_ REV.1(2) X

FMT_SMF.1 X

FMT_SMR.1 X X

FPT_TRC.1 X

FTA_MCS.1 X

FTA _TSE.1 X
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7.3.1SFR Rationale Related to Security Objectives

The
requi r etnreanctess.

f ol

tabl e he

elac h

o Wi provides t

TOE security

ng

requirements.

Security The TOE will provide a mechanism (e.g. a "role") by which the actid
Objective: using administrative privileges may be restricted.

O.ADMIN_R

OLE

Security FMT_SMR.1 Security roles

Functional

Requirement

Rationale The TOE will establish, at least, an authorized administrator role. T
authorized administrator will be given privileges to perform certain t
that other users will not be able to perform. Thasaleges include, bu
are not limited to, access to audit information and security functions
[FMT_SMR.1]

Security The TSF must be able to record defined secueilgvant events (which

Objective: usually include securitgritical actions of users of the TOE). The

O AUDIT information recorded for secur+tyele\(ant events must corjt_aln_the tim

GENERATI and date the event happened and, if poss_lble, thg |dent|f|c_at|on of th

ON user that caused the event, and must be in sufficient detail to help t
authaized user detect attempted security violations or potential
misconfiguration of the TOE security features that would leave the |
assets open to compromise.

Security FAU_GEN.1 Audit data generation

Functional i i .

Requirement FAU_GEN.2 User identityassociation
FAU_SEL.1 Selective audit

Rationale

FAU_GEN.1 defines the set of events that the TOE must be capabl
recording. This requirement ensures that the administrator has the
to audit any security relevant events that takes place ifQie This
requirement also defines the information that must be contained in
audit record for each auditable event. This requirement also places
requirement on the level of detail that is recorded on any additional
security functional requirements & author adds to the ST.
[FAU_GEN.1]

FAU_GEN.2 ensures that the audit records associate a user and af
associated group identity with the auditable event. In the case of
authorized users, the association is accomplished with the user ID.
case of athorized groups, the association is accomplished with the
group ID. [FAU_GEN.2]

FAU_SEL.1 allows the administrator to configure which auditable
events will be recorded in the audit trail. This provides the administi
with the flexibility in recording aly those events that are deemed
necessary by site policy, thus reducing the amount of resources
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consumed by the audit mechanism. [FAU_SEL.1]

Security The TSF must control access of subjects and/or users to named

Objective: resources based on identity of the object, subject, or user. The TSH
allow authorized users to specify for each access mode which

O.DISCRETI . - o

ON - users/subjects are allowed to access a specific named object in tha

ARY ACCES access mode.

S

Security FDP_ACC.1 Subset access control

Functional i )

Requirement FDP_ACF.1 Security attribute based access control

Rationale

The TSF must control access to resources based on the identity of
that are allowed to specify which resources they want to access for
storing their data.

Theaccess control policy must have a defined scope of control
[FDP_ACC.1]. The rules for the access control policy are defined
[FDP_ACF.1].

Security
Objective:

O.1&A

The TOE ensures that users are authenticated before the TOE proq
any actions that redne authentication.

Security
Functional
Requirement

FIA_ATD.1 User attribute definition

FIA_UAU.2 User authentication before any action

FIA_UID.2 User identification before any action

FIA_USB_(EX
T).2

Enhanced usesubject binding

Rationale

The TSFmust ensure that only authorized users gain access to the
and its resources. Users authorized to access the TOE must use af
identification and authentication process [FIA_UID.2, FIA_UAU.2].

To ensure that the security attributes used to determinesasees
defined and available to the support authentication decisions.
[FIA_ATD.1]

Proper authorization for subjects acting on behalf of users is also
ensured [FIA_USB_(EXT).2]. The appropriate strength of the
authentication mechanism is ensured.

Security
Objective:

O.MANAGE

The TSF must provide all the functions and facilities necessary to
support the authorized users that are responsible for the managem
TOE security mechanisms, must allow restricting such managemen
actions to dedicated users, andstensure that only such authorized
users are able to access management functionality.
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Security FMT_MOF.1 Management of security functions behavior
Functional . .
Requirement FMT_MSA.1 Management of security attributes
FMT_MSA.3 Static attributénitialization
FMT_MTD.1 Management of TSF data

FMT_REV.1(1) | Revocation (user attributes)

FMT_REV.1(2) | Revocation (subject, object attributes)

FMT_SMF.1 Specification of management functions

FMT_SMR.1 Security roles

Rationale

FMT_MOF.1 requireshat the ability to use particular TOE capabilitig
be restricted to the administrator. [FMT_MOF.1]

FMT_MSA.1 requires that the ability to perform operations on secu
attributes be restricted to particular roles. [FMT_MSA.1]

FMT_MSA.3 requires that defi#t values used for security attributes a
restrictive. [FMT_MSA.3]

FMT_MTD.1 requires that the ability to manipulate TOE content is
restricted to administrators. [FMT_MTD.1]

FMT_REV.1 restricts the ability to revoke attributes to the
administrator. [FMTREV.1(1), FMT_REV.1(2)]

FMT_SMF.1 identifies the management functions that are available
the authorized administrator. [FMT_SMF.1]

FMT_SMR.1 defines the specific security roles to be supported.
[FMT_SMR.1]

Security
Objective:

O.MEDIATE

The TOE musprotect user data in accordance with its security polic
and must mediate all requests to access such data.

Security
Functional
Requirement

FDP_ACC.1 Subset access control

FDP_ACF.1 Security attribute based access control

FPT_TRC.1 Internal TSFconsistency

Rationale

The FDP requirements were chosen to define the policies, the subj
objects, and operations for how and when mediation takes place in
TOE.

FDP_ACC.1 defines the Access Control policy that will be enforced
a list of subjectsicting on the behalf of users attempting to gain acce
to a list of named objects. All the operations between subject and o
covered are defined by the TOE's policy. [FDP_ACC.1]

FDP_ACF.1 defines the security attribute used to provide access ¢
to objects based on the TOE's access control policy. [FDP_ACF.1]

FPT_TRC.1 ensures replicated TSF data that specifies attributes fg
access control must be consistent across distributed components o
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TOE. The requirement is to maintain consistencyepficated TSF data

[FPT_TRC.1]
Security The TOE will ensure that any information contained in a protected
Objective: resource within its Scope of Control is not inappropriately disclosed
O RESIDUAL when the resource is reallocated.
_INFORMAT
ION
Security FDP_RIP.1 Subset residual information protection
Functional

Requirement

Rationale FDP_RIP.1 is used to ensure the contents of resoareast available
to subjects excepting those explicitly granted access to the data.
[FDP_RIP.1]

Security The TOE will provide functionality that controls a user's logical acce

Objective: to user data and to the TSF.

O.TOE_ACCE

SS

Security FDP_ACC.1 Subset access control

Functional

Requirement FDP_ACF.1 Security attribute based access control

FIA_ATD.1 Userattribute definition

FTA_MCS.1 Basic limitation on multiple concurrent sessions

FTA TSE.1 TOE session establishment

Rationale FDP_ACC.1 requires that each identified access control SFP be in
for a subset of the possible operations on a subsie¢ abjects in the
TOE. [FDP_ACC.1]

FDP_ACF.1 allows the TSF to enforce access based upon security
attributes and named groups of attributes. Furthermore, the TSF m
have the ability to explicitly authorize or deny access to an object b
upon securityattributes. [FDP_ACF.1]

FIA_ATD.1 defines the security attributes for individual users includ
the user's identifier and any associated group memberships. Secur
relevant roles and other identity security attributes. [FIA_ATD.1]

FTA_MCS.1 ensures thasers may only have a maximum of a
specified number of active sessions open at any given time.
[FTA_MCS.1]

FTA_TSE.1 allows the TOE to restrict access to the TOE based on
certain criteria. [FTA_TSE.1]
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7.4Dependency Rationale

The followingheaBF&si deommi Paes 2 of the
dependenci es. I't also indicates whether
Table7-5Dependency rationale
Security Functional Dependency Description
Requirement
FAU_GEN.1 FPT_STM.1 This requirement isatisfied
by the assumption on the I
environment, given in
A.SUPPORT.
FAU_GEN.2 FAU_GEN.1 Satisfied by FAU_GEN.1
FIA_UID.1 Satisfied byFIA_UID.2
FAU_SEL.1 FAU_GEN.1 Satisfied by FAU_GEN.1
FMT_MTD.1 Satisfied byFMT_MTD.1
FDP_ACC.1 FDP_ACF.1 Satisfiedby FDP_ACF.1
FDP_ACF.1 FDP_ACC.1 Satisfied by FDP_ACC.1
FMT_MSA.3 Satisfied by FMT_MSA.3
FDP_RIP.1 None N/A
FIA_ATD.1 None N/A
FIA_UAU.2 FIA_UID.1 Satisfied byFIA_UID.2
FIA_UID.2 None N/A
FIA_USB_(EXT).2 FIA_ATD.1 Satisfied by FIA_ATD.1
FMT_MOF.1 FMT_SMR.1 Satisfied by FMT_SMR.1
FMT_SMF.1 Satisfied by FMT_SMF.1
FMT_MSA.1 FDP_ACC.1 or FDP_IFC.1| Satisfied by FDP_ACC.1
FMT_SMR.1 Satisfied by FMT_SMR.1
FMT_SMF.1 Satisfied by FMT_SMF.1
FMT_MSA.3 FMT_MSA.1 Satisfied by FMT_MSA.1
FMT_SMR.1 Satisfied byFMT_SMR.1
FMT_MTD.1 FMT_SMF.1 Satisfied by FMT_SMF.1
FMT_SMR.1 Satisfied by FMT_SMR.1
FMT_REV.1(1) FMT_SMR.1 Satisfied by FMT_SMR.1
FMT_REV.1(2) FMT_SMR.1 Satisfied by FMT_SMR.1
FMT_SMF.1 None N/A
FMT_SMR.1 FIA_UID.1 Satisfied byFIA_UID.2
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Security Functional Dependency Description

Requirement

FPT_TRC.1 FPT ITT.1 FPT ITT.1is not
applicable. For a distributed
TOE, the dependency is
satisfied through the
assumption on the
environment, A .CONNECT
that assures the
confidentiality and integrity
of the transmitted data.

FTA MCS.1 FIA _UID.1 Satisfied byFIA_UID.2

FTA TSE.1 None N/A

7.5 Security Assurance Requirements

ments for t he

The security assurance require
NAZCCRbPapéer 8t i ang

components as speci fiwidt h nA
appl i eads dgwr darhee component s.

Table7-6Secur ity assurance requirements

Assurance Class Assurance Family | Assurance Components by
Evaluation Assurance Level
ADV_ARC 1
ADV_FSP 4
ADV_IMP 1
Development
ADV_INT NA
ADV_SPM NA
ADV_TDS 3
AGD_OPE 1
Guidance documents
AGD_PRE 1
ALC_CMC 4
ALC_CMS 4
Life -cycle support ALC_DEL 1
ALC_DVS 1
ALC_FLR 2
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ALC_LCD

ALC_TAT

ASE_CCL

ASE_ECD

ASE_INT

Security Target evaluation ASE_OBJ

ASE_REQ

ASE_SPD

ASE_TSS

ATE_COV

ATE_DPT

Tests
ATE_FUN

ATE_IND

ISV I T I B B T B B I R B S e N e

Vulnerability assessment AVA_VAN

7.5.1Security Assurance Requirements Rationale

The evaluation assunamoenelnswelatletawilidhen heha
that is experienced by typical consumers of
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TOE Summary Specification

This section provides a description of the
TOE that meet the TOE security requirements
8.1 TOE Security Function
The following sections describe TOE securit:
8.1.1Security Audit
FAU_GEN. 1.1
The TOE's auditable events and audit enabling/disabl

Thaudi t e&rJapbdrealmet er speci fi es wheentehréautnitobni enabTh
defaul topvalnuwd cias i ng that the audidi f uemanb ldbeed i s
dynamically |l oaded and take effect i mmediately
the audit funcotpieornh bagreen recor ded i n

Besiaduedlds t _en&abked@OE provides 11 audeetf fietceamye o®dc
functions that corr elshpo mdiidng tfa ncitfi foenr emotd i & v ecratt

i mmedi ately during database running. Audit item
operations are audiitteedmd iFto rl ocegxi@ammtpli aed, cutthlee tatuan t u ¢
and | ogouts ar @i rmdiidd a teads tThaet vtaha eaudit of wuser

audit _dat alcoosnd rporlsc enshset her datarbd sewiatt alr awdri t st

audit _useontookerwheter userauladictk_ gmamnadunntd reocl&kk & r

whet heprr i wsgdrragne srrey oknehgaadiditedsystemtobfj scwwhet he
a

operations on database o0bjDROPs, as waulduals t@REAT E&A,t
control whet hdgrexMlpto@SeErlaEaGdToe Sa wad iet adirdli t etdat e _s e
controls whether SELECT operations are audited.
Audit l ogs or run logs are recorded based on th
Table The foll owibemgnadetai:l s shoul d

a. To meet the auditing requirements of FPT.

can back up and restore manauwlemg nduadintd lucegs.

b. To meet the auditing requonemkenasnew &&2a:
on the | imitation of multiple concurrent se:
of the max_connections parameter, the |l ogin
number of connectiomnst; ekteeltls nhebeppef buLse
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value of the connection | imit parameter, t h
that the number of connections exceeds the |

When t he @waearaadeltdéatu dda nsatlledbde on (alalid i letmnwali wen) ,

takes effect | mmeids aitredgpemikdeint Bwidille f @aaclnt, ouber
database startup, stop, recovery, and stwemdch ov
revoke of all privileges include system and obj

FAU_GEN. 1.2

Each audit raadrediamandobi nbédt ewemtomé ype evel
object namen,d taldrddad oindahei nhhior halt li@d amn no f

FAU_GEN. 2.1

Each audit tleeousdser oinstloaiitmhsaotr mnmacdlm naudi t abl e
associ atedt lwat hcdlhsee mgtelme tdreentser.s Ahasert e

role with the |l ogin permission. A role can |
depending ondéafoiwnede role is
FAUSEN 1

For each audit iteent TOEl @aé¢d owls theseti dé ms ,
wi th dif fBeyr esrett tawgntdi fferent values eonft saudi
to be audited from the seftololffawiindg Bwtde s abl e

time: time when arevent occurs

type: event type

result: event result

userid: user id

username username

database database name

client_conninfo: IP address of a client requesting access
thread_id: thread ID

node_name name of the node whose logsareaugited i as i siAl nstance
detail_info: event execution result details

object_name operation database object name
local_port: local service port

= =4 =4 4 a4 a4 a4 a4 - - - - oA

remote_port: remote service port

The TOE allows for a customized aandtsilog @f
audit | ogs.

TOE security functional requirements: FAU_GI

8.1.2User Data Protection

FDP_ACC. 1.1, FDP_ACF. 1. 1, FDP_ACF. 1. 2, FDP _

FDP_ACC.1 and FDP_ACF.1 are usedetdowdebct heé
permi ssions to access database objects. Dat
using SQL statements in the database, incl u:
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views, functions, dat ahcaasne sg,r aanntd asctcoersesd pperron
of the following ways:

Object permissions

ers having

a

Us 0 permi ssions can
permi ssions in

of a

(f

b

bj e
cl u
I

odnp ect has I

System permi ssions

ct perform
de SELECT,ALTRERRE@M,d hleP DbAMNES, r
the permissions forontshe ob
or exammpllye ,aacgeeaxds) of the object to

ot her

Users having system permissions caamnd perform

aut horization. The system administrator has
permi ssions from other users.

c. Role permissions

A role is a set of permissions. Users and p
users wiet lpetrhme sssamns, you can create a role
assign the role to the users. The uBsdrsawil
perform the operations that are allowed for
d. PUBLIC permissions

PUBLI £ a set default user permissions preset
permi ssions by default. In this case, if a
database users wildl have this pernmiasnsyi orno.l eT

l i st .

FDP_RI P. 1.1

Resi dual i nformation protecti ofwriist ee nbfeofrocreed
re@a3t orage for a row is allocated athet he tir
new values ar e wrsiptatceen iDmtta tsh e ralgleo casntde d et
and |links and there is no way for users to

contTeOket . manages its all objects and the corr
del et eds,urTe®E tehnat t he space been occupied by
functions unless the spapgpachdaanbbekraencoauc npi

object. This ensures that even deleted tabl
until it is occupied by another table/row o
TOE does not i mmediately remove the old ver:
necessary to gain the benefits ofded@rnceurren
while it stildl may be needed by another tra
del eted row version is no |l onger of ienteres
reclaimed for reuse by newkroepacetoeguor e me
monitors table activity and reclaims space

TOE provi de bVacckueunnd wtoherkeseed sn f uncti on of t hi
automatically clean up the garbage data of

TOE s efcwnrcittiyonal requirements: FDP_ACC. 1, FL

8.1.3User identification and authentication

FI'A_ATD. 1.1
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The TOE uses roles to manage database objec
owns database objects winrdompreeorites,s aaantbe tond
user, a group, or both. The role is a user
schema W|th the same name. Aft GRANTriohe (s
wi || hav a | pl e rdmai t sasbi aosnes oaobfj -etahtee dr calua h(os s ezra)t.i
only the database object permi SYISADMI df t he
MONADMI N, OPRADMI N, POLADMI N, AUDI TADMI N, CI
CREATEROLE, LOGI N, | NDEPENDENTALCONMBEGTINON I
VALI D UNTI L, PERM SPACE, VCADMI N, REPLI CATI C
PERSI STENECE roles (including users) are not
used to efficiently grant permissions. For
devel opment, and maintenance personnela gran
permi ssions required by different users. Wh
| evel, these changes take effect on all me m
FI'A_UAU. 2.1, FIA_UAU. 2.2, FIA_UID.2.1, FIA_
Users are not allowed to access the TOE bef
aut hentication mode set by the authorizatio
The client identity &uwtgherbtat. ccaotnifogumr assi cont ir|
server. The germgerhalaf.ifcloenmhias a@fse¢etheof records,
connection type, client | P address range (d
username, and auotrh ecnotninceacttiioonn .meTthheo df ifr st r ec
mat ching connection type, c¢client address, r
aut hentication. If a record is selechnetd and
be authenhecaeatade hmé matching records, the |
The following table |Iists the authenticatio
Table81Aut henti cation modes
Authenticatio | Description
n Mode
trust Trusts only the connection initiated from the local server ugsuoyg

without the-U parameter specified. In this case, no password is

required. The trust authentication mode is not allowed for remote

connections to the TOE.
reject Rejects connectionnconditionally. This authentication mode is usua

used for filtering certain hosts.
md5 Requires that the client must provide an M&trypted password for

authentication. This authentication mode is retained to be compatib

with third-party tools. Itis not recommended.
sha256 Requires that the client must provide an SHA2&6rypted password

for authentication.
cert Requires that the client must provide the certification needed by SS

protocol and enable SSL, by using this mode, no passworddsdee
FI' A_USB_(EXT). 2.1
The TOE associates roles with theladbd3drur7i ty
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FIA_USB_(EXT).2.2
By default, the values of the secTuarbil3ey 7at tr
are assigned to users, that is, common wuser
FI' A_USB_(EXT). 2.3
Users with sufficilLfTERe RODIL&ESEe mast ctho wmaeei t
security attributes of a role based on the
a) Initial administrator user can modify an
roles withh iandep ednude s.
b) User sSN&ADMbtNtrhiecbut e can modi fy any wuser
roles, excluding the initial administrator
c) User ERWATERGWE Tri bute can modsfpftbéheecu
or delete the roles, excluding the initial
attribute and roles with independent attrib
FIA_USB_(EXT).2. 4
The system does not assign any udtthesrecsuerci uryi
attributes and the security attributes modi
TOE security functional requirements: FI A_A°
FIA_USB_(EXT).?2

8.1.4Security Management
FMT_MOF. 1.1
Aut horized adminiissaklteraudiatn fenmrmdtl ieormg. dT h e
audit | ogs by setting audit parameters, and
parameters. 8F&rekduetiaiyl sAludd de
FMT_MSA.1.1, FMT_MSA.3.1, FMT_MSA. 3.2
Aut horized administrators can configure dis
security attributes, such as system prermiss
perm|55|ons and attributes auwt corhgteicctalclrye ade
be odi fied by any wuser. After an object is
granted or revoked by the owner or users gr
GRANGREVOKSEt at ement. Ator i betecvastsed kahaor e
permi ssion is granted by an authorized admi
FMT_MTD. 1
Aut horized administrators can incredsemor r
parameters and audit | evel s.
FMT_REN( 1), NMI.RE?2)
Aut horized administrators can revoke system
permi ssion that is directly assigned to a wu
FMT_REV.1.2(1), FMT_REV.1.2(2)
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Aut horized admini stcramt srey okmred obhjeedt pewmeénss
determine whether other users can grant or

FMT_SMF. 1.1

Aut horized administrators can run commands

management including:
T Dat ab asuer actoinofni g
T User and role management
T Management of groups
T Adding or removing a database
T Revocation of security attributes
T Configuration of the maxi mum number of ¢
T Configuration of TSF replication and con
T Configuratioinnfodr MOEI acceskes
T Management of the events to be audited
T Granting or revoking of system permissio
T Granting or revoking of object permissio
T I'P address whitelist and I P address bl ac

FMT _SMREMT1SMR. 1.2

Security manageme natd nmaniin@taréantso nasutt hh or h e edY S A

attron, bdidteabase users, and other Apl esi de&l ne
admi niisst raauttoomati cally created upon database
created by an saturtahtoorri.z eAdf taedmian r ol GRASNTgr ant
statement, the user has all the rightt s of t

have system management permissions.

TOE security functional requiremeM$As..3 FMT_ M
FMT_MTD. 1, FMT_REV.1(1), FMT_REV.1(2), FMT_:¢

8.1.5Protection of the TOE Security Functions (FPT)
FPT_TR@PLT. ITRC. 1. 2

1) Single node deployment scenari o:

I n a -nsoidneg ldee pl oy mMOEBEt deesenaoi ocontdaimarpthsysi ca
hence, the SFR FPT_TRC.1 is trivially]met a
Page is the smal |[feosrt dsattoar argeep luinciatt ioofn TIQWE t he
check of the data replicat Chbac twbsalhuebeofc otnhpel

2) Primary and standby depl oyment scenari os:

Thr o@gbrpmot ocol ensures t he coonn sainsdt ernecpyl iocfa
|l ncr emeanplady bXxd wmkgyoirish ea dsaapatneddboy nodes to achie
with the primary node.

Quorpmotocol t pmiairmatyesddanmachimen can only
aftmortédhan hal fi o fTtCilBhaec hecondeeps! e Xl easg ytnhcehr oni z a't
of the abofviereiisel@ros gloftoictemses s ina o klbaysetn otdhee
connection with t hteh eprr ipnrairnya rnyo rdrrem dneochiid iotmei n e
wi || b ea nbdl ocCmkédyde wh en t hma s hriaenodobnyn encotdieon wi t h
primary noeeéasgmadhhiomae zand ofni mieqluedalhdged i
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replication. Then  r@mmisaany bbamo dfelmmialic hdamtéda i nt c
di sk
TOE setuntctiyonal requirements: FPT_TRC. 1

8.1.6TOE Access
FTA_MCS. 1.1, FTA_MCS. 1.2
The TSF restricts the maxi mum number of dat
concurrent sessions for a user through para
sec uwrtittryi but es. Each parameter has a value r
setup, the database name, username, and cl i
pg_hbaf.icloennf After this process is &eBCccessful
dat abase. I n this case, the server deter min
all owed by the server is reached. I f whe nu
connections wild/l be deni ed. Thee maern mmuand @& U an:
speci f inadx _bcyo ntnpeacrta noentgea s ti qir @chapd f. icopinrfat i on f i
defaul t20W0aTlhie ma&xi mum number of connections
CONNECTI ON slelcMilrTity attri badlet ofaltihee afoltehi sT
attri-hutiemdiiccating that there is no Immit on
establishment, the system checks whether th
exceeds thiesvpaduamefert.h
FTA_TSE. 1.1
The TSF filters session connections ©bhsough
l ogin permissions through session establish
expiration time and maxi mur hleo giers sd totne mtt a.b
based on the user identifier, group identif
addrnesgghenhbaf.icloemfid t he maxi mum number of <con
server modeada girrefsigh e .c omHet &rSrRi caa nwhldet her t o al
establishmewal bdseyl paet beél eVAIpleRi B&E®BWN by t
VALI D UNTdLs eGREATRE hR@Lhntma n d . To | et a user ¢
period establish a seesi wbREAThEBR@UWENWT hbateas
reset the amdiuwupdat @ erd iomucpaetiraill opdg oitnatbohe sess
establishment wil.l be deni ed.

TOE security functional requirements: FTA_ Ml
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Terminology, Acronyms, and References

9.1 Ter m
9. 2 Acr onyms
9. 3 Ref erences

9.1Term

Table31Ter m

Term

Description

Access

Interaction between an entity aad object that result
in the flow or modification of data.

Access control

Security service that controls the use of resources
the disclosure and modification of data.

Accountability

Property that allows activities in an IT system to be
traced tathe entity responsible for the activity.

Administrator

A user who has been specifically granted the authc
to manage some portion or the entire TOE and wh
actions may affect the TOE security policy.

Administrators may possess special privileges that
provide capabilities to override portions of the TOE
security policy.

Assurance A measure of confidence that the security features
an IT system are sufficient to enforce its security
policy.

Attack An intentional act attempting to violate the segurit
policy of an IT system.

Authentication Security measure that verifies a claimed identity.

Authorization

Permission, granted by an entity authorized to do s
to perform functions and access data.
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Authorized Administrator

The authorized person @ontact with the Target of
Evaluation who is responsible for maintaining its
operational capability.

Authorized user

An authenticated user who may, in accordance wit
the TOE security policy, perform an operation.

Compromise

Violation of a security podiy.

Confidentiality

A security policy pertaining to the disclosure of dat

Configuration data

Data used in configuring the TOE.

Database Management System
(DBMS)

A suite of programs that typically manage large
structured sets of persistent datfiering ad hoc
guery facilities to many users. They are widely use
business applications.

Discretionary access control
(DAC)

A means of restricting access to objects based on
identity of subjects and/or groups to which they
belong. Those controblre discretionary in the sense
that a subject with certain access permission is
capable of passing that permission (perhaps indire
on to any other subject.

Entity

A subiject, object, user or another IT device, which
interacts with TOE objects, datar, resources.

Executable code within the TSF

The software that makes up the TSF which is in a
form that can be run by the computer.

Identity A representation (e.g., a string) uniquely identifying
an authorized user, which can either be the full or
abbrevated name of that user or a pseudonym.

Save Security policy related to data damage and the TS

mechanism.

Named Object

An object that exhibits all of the following
characteristics:

This object can be used to transfer information
between different useend/or group identities within
the TSF.

Subjects in the TOE must be able to require a spe
instance of the object.

The name used to refer to a specific instance of th
object must exist in a context that potentially allows
subjects with different usend/or group identities to
require the same instance of the object.

Object An entity within the TOE scope of control that
contains or receives information and upon which
subjects perform operations.

Public Object An object for which the TSF unconditiohapermits

all entities "read" access. Only the TSF or authoriz
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Term Description

administrators may create, delete, or modify the
public objects.

Security attributes TSF data associated with subjects, objects, and us
that are used for the enforcement of the T@Eurity
policy.

Subject An entity within the TOE scope of control that caus

operation to be performed.

Threat Capabilities, intentions and attack methods of
adversaries, or any circumstance or event, with the
potential to violate the TOE security pofi

TOE resources Anything useable or consumable in the TOE.

Unauthorized user A user who may obtain access only to system
provided public objects if any exist.

User Any entity (human user or external IT entity) outsid
the TOE that interacts with theJE.

Vulnerability A weakness that can be exploited to violate the TC
security policy.

9.2 Acronyms

Table92Acr ony ms

Acronym Definition

ACID atomicity, consistency, isolation, and
durability

CC Common Criteria

CLl Command Line Interface

CM ConfigurationManagement

DAC Discretionary Access Control

DBA database administrator

DBMS Database Management System

DBMS PP Base Protection Profile for Database
Management Systems

EAL Evaluation Assurance Level

GUI graphical user interface
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Acronym Definition
HA high availability
I&A Identification and Authentication
IT Information Technology
O&M Operation and Maintenance
OSP Organizational Security Policy
PP Protection Profile
RDBMS Relational Database Management Systen
RIP Residual Information Protection
SAR SecurityAssurance Requirement
SFP Security Function Policy
SFR Security Functional Requirement
SPD security problem definition
SQL Structured Query Language
ST Security Target
TOE Target of Evaluation
TSF TOE Security Functionality
MPP massively parallgbrocessing
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