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Acronyms

The following acronyms and abbreviations esenmon and may besed in this Security
Target:

Table 1: Acronyms

Acronyms / Definition

Abbreviations

API Application Programming Interface

BMC Baseboard Management Controller (renanwe@IMC)

CIMC Cisco Integrated Management Controller

CIM-XML Common Information Model XML

CLI Command Line Interface

EISL Enhanced InteBwitch Link (ISL), a multipleVSAN trunk
connection between switches.

FCoE Fibre Channel over Ethernet

FC-SP Fibre Channel Security Protocol

GUI Graphical User Interface

HBA Host Bus Adapter, a physical or virtual (vHBA) adapter
providing connectivity between a server and a storage device.

ISL Inter-Switch Link, a VSAN connection between switches.

LAN Local Area Network

mLOM Modular LAN on Motherboard

NIC Network Interface Card, a physical or virtual (vNIC) adapter
provide connectivity between a device/host and a network.

SAN Storage Area Network

SNMP Simple Network Management Protocol

SSH Secure Shell

ST Security Target

TLS Transport Layer Security

TOE Target of Evaluation

ucs Unified Computing System

UCSM UCS Manager

UuUID Universally Unigue IDentifier

VIC Virtual Interface Card, one of several Cisco interface cards for
UCS serverse.g. models 1225, 1225T, 1240, 1280, 1340 etc

VLAN Virtual Local Area Network

VM Virtual Machine, a virtualized guest operating system installed
to a hypervisor.

VMM Virtual Machine Manager, a hypervisor.

VSAN Virtual Storage Area Network

XML Extensible Markup Language

XML API The UCS Manager XML APl is a programmatic interface for
managing UCS via CLlI, or GUI.
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1 SECURITYARGEINTRODUCTION

The Security Target contains the following sections:

E

The structurend content of this ST comply with the requirements specified in the Common

Security Target Introduction [Section 1]
Conformance Claims [Section 2]
Security Problem Definition [Section 3]
Security Objectives [Section 4]

IT Security Requirements [Section 5]
TOE Summary Specification [Section 6]
RationalgSection 7

Criteria (CC), Part 1, Annex A, and P&rtChapter 4

1.1 ST and TOReference

This section provides information needed to identify and control this ST and its TOE.

Table 2 ST and TOE Identification

Name Description

ST Title Cisco Unified Computing System Security Target

ST Version 2.0

Publication 12 DecembeR019

Date

TOE Cisco Unified Computing Syste(CS)version 4.04b) Common Criteria

Guidance Operational User Guidance and Preparative Procedurss,

Vendor and Cisco Systems, Inc.

ST Author

TOE Cisco UCS 5100 Series Blade Server ChassiSeBes Blade Servers:&eries

Reference RackMount Serverss-Series Storage Serve200/23002400Seies Fabric
Extenders, and 6200/63®300 Seriesk-abric Interconnects with UCSM 44)

TOE Cisco UCS 508 Blade Server Chassis

Hardware Cisco UCS Bade Servers

Models 1 (B200 M5 and B40 M5)

Cisco UCSC-Series Raclgervers
1 (Cl25M5, C220 Mb, C240 Mb, C480 M5 and C480 ML Mp
Cisco UCS C4200 Rack Server Chassis
Cisco UCS SSeries Rack Servers
1 (S3260 M5)
Virtual Interface @rds (see listing in sectidn3.7)
Cisco UCS Fabric Interconnects
1 (6324, 6332, 63326UP, and 644)
Cisco UCS Fabri&xtenders
1 (2204XP, 2208XP2304 2408
and Nexud-abric ExtendeR232PP 2232TME and 2348UPQ

TOE Software
Version

Cisco Unified Computing System Manager (UCSM)(4k)

Keywords

Virtualization, rolebased access control, authentication
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1.2 TOE Overview

TheTargetof Evaluation (TOE) isa unified computing solution, which provides access layer
networking and serverfherein after referred to &isco UCS.

1.2.1 TOE Product Type

The TOEconsists of hardwarand software components that support Cisco's unified fabric

which run multiple typesf datacenter traffic over a single converged network adapter. The
UCS features eole based access control policy to control the separation of administrative

duties angrovide a security log of all changes made.

A single Ciso Unified Computing System scales to up to forty chassis andhbresed
twenty blade servers or rachount servers, all of which are administetieadugh a single
management entity called the Cisco UCS Manager. The Ciscacbi@@Bsts of the following
primary hardware elements

Cisco UCS 5108 Blade Servéhassis,

Cisco UCS Blade Servers (B20GMand B480 M5),

Cisco UCS C4200 Rack Server chassis,

Cisco UCSC-SeriesRack ServersG125M, C220 M5, C240 M5, C480 M5 and C480
ML M5),

Cisco UCS C4200 Racgerver Chassis;

Cisco UCS SSeries Rack Server8260 M5)

Virtual Interface Ceds (see listing in section 1.3,7

Cisco UCSFabric Interconnects (6332, 633BUP, and 6324), and

CiscoUCS Fabric Extender2204XP, 2208XP, 23042408 and Nexus Fabric
Extender(2232 PR2232TM-E and 2348UPY)

The Fabridnterconnects and Fabric Extenders are based on the same swichimgiogy

ast he Cisco NexusE 5000 Series. Feebtralized | nt er c
management capabilities that form thesis of the Cisco UCS Manager.

= =4 =4 -4

= =4 =4 -8 9

Cisco UCS implements Cisco unified fabric within racks and groups of sugigorting
Ethernet and Fibre Channel protocols over 10 Gigabit Cisco® Data Ethéznet and Fibre
Channel over Ethernet (FCoE) links. The teefithis networkunification is a reduction by
up to twaothirds of the switches, cables, adapters,madagement points. All devices in a
system remain under a single managemdentain, which remains highly available through
the use of redundant compaons
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1.2.2 Supported noff OE Hardware/ Software/ Firmware

The TOEsupportgin some cases optionally) the following hardware, software, and firmware
in its environmentvhen the TOE is configured in its evaluated configuration

Table 3 IT Environment Components

Component Required Usage/Purpose Description for TOE performance
ucs Yes The GUI of the Cisco UCS Manager (UCSM) is a Jamaedapplication that
Management allows remote administration of UCSM ovELS. TheGUI, requires Sun JRE
Workstation 1.7 or later, which is part of the IT environment.
(The host AThe UCS Man a gsapresestths GUvand supporta r t
operating the following web browsers:
system upon 1 Microsoft Internet Exploret1 or higher
which the Mozilla Firefox45 or higher

UCSM client
application runs.)

Google Chromé&7 or higher

Apple Safari version 9 or higher

Opera version 35 or higher

Note that that UCS Manager runs on the Fabric Intercommoesponent of the
UCS system aththe management workstatioruised to connect to the UCS
and run the UCSMavabased GUI.

SSHv2 Client No UCSM can be managed remotely via SSHv2.

SNMPv3 Client | No UCSM can be managed remotely via SNMPV3.

Remote No A RADIUS, TACACSH+, or LDAP server is an optional component
Authentication of the operational environment.

Server

SNMP v3 Server| No An SNMPv3 server is an optional component of the operational

environment.

Syslog Server No A syslog server is an optional component for use with the TOE. |
a supplemental storage system for audit logs, but it does not provide
audit log storage for the TOE. Failed authentication attempts are not

logged to the local audit log, but are sent to a remote syslog server.

NTP Server No An NTP server is anptional component of the operational
environment that would allow for synchronizing the TOE clocks

with an external time source.

Firewall Yes The UCS system must be separated from public/untrusted networks
by an applicatioraware firewall such that ret@access to the
TOE6s management interface is pro

and only allowed from trusted networks.

1.3 TOE Description

This section provides an overview of the Cisco Unified Computing System Target of
Evaluation (TOE). This sectiadso defines the TOE components included in the evaluated
configuration of the TOE. The TOE consists of a minimum of one of each of the following
components:

A Fabric Interconnects (running UCSM):

A One or more Cisco UCS Fabriaénconnectsg§332, 6332L6UPor 6454(for
use withS-Seriesor C-Series Servers), or 6324 (for use in the 5108 Blade
Server Chassis)]

A Cisco UCS Manager releagd)X4)
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A Servesand Fabric Extenders (with software loaded from the UCSM bundle)
A Blade server configurations:
A One or more Gico UCS 5108 Chassis with:

1 One or more Cisco UCS Fabric Extenders (2204XP, 2208XP,
2304 2408

1 One or more Cisco UCBlade Servers (B200 M®r B430
M5)

A RackMount Server configurations:

A One or more Cisco Nexus Fabric Extend@232 PRP2232TME and
2348UPQ

A One or more Cisco UCS Rack Servers
1 Any of: C220 M5, C240 M5, C480 Mér C480 ML M5
1 And/or: Ciscoucs C4200Chassis witlone or moreC125M5
A Storage Server configurations:

A One or more Cisco Nexugabric Extender§2232 PP2232TME and
2348UPQ

A One or more Cisco UCS Storage Servers (S3260 M5)

Deployment noteOne instance of the Cisco UCS Manager can manage: a cluster of two
Fabric Interconnects; multiple Cisco UCS 5100 Series Chassis; 80 Fabric Extenders, and
hundreds of Cisco UCS-Beries Blad&ervers and/or Geries RacitMount Servers.

[Capacity details are provided for conceptual purposes only as capacity testing is not covered
within the scope of the Common Criteria evaluation.]

1.3.1 Cisco UCS 51@hassis

The Cisco UCS 5108 Chassis physicalbyibes blade servers and up to two fabxienders.
The enclosure is 6RU high supporting up to 56 servers per rack. Th&108Supports up
to eight half slot or four full slot blade servers with four posugoplies and eight cooling
fans. Both power supips and fans are redundant and $wappable. Featuring 90%+
efficient power supplies, front to rear cooling, aidlow optimized midplane, the Cisco
UCS is optimized for energy efficiency areliability.

Even though the Blade Server Enclosure arst€UCS System can house multiplades,
each blade acts as an individual physical server. Cisco UCS System peovatdsalized
and simplified management paradigm for all the blades.

The Cisco UCS 5108 can be managed by-raokintable (1RU) Fabrimterconnect$6332,
633216UPor6459 , or by t he A UDtSrcoNheat (installed dithidthda br i c
5108 Chassis). Network connectivity forSeriesBlade Servers is provided via one or more

Fabric Extenders installed within the 51€i&assis (2204P, 2208XP, 23042408.

1.3.2 Cisco UCS Fabric Interconnects

The Cisco UCS 6300 Series Fabric Interconnects include two appbased (standalone)
models (6332,and 6336 UP) , and one AUCS Mwithina5108o d e | (6

1C
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Blade Chassis. The UQ8ini 6324 supports up to 20 servers, whhe 6332 and 63326UP
each support up to 160 servers. The 6332 supports-&ge ports in one 1 rack unit (RU),
while the 6332L6UP has 24 4@igabit Etherneand Fibre Channel over Ethernet (FCoE)
ports plus 6 ports that provide-10 Gbpsand FCoE or can be configured af34 and 16
Gbps Fibre Channel unified porihe external authentication server can act as a repository
for authenticatiorcredentials. The Cisco UCS Fabric switch implements SSHv2, andl. TLS
2 for secure network management, and SNMPv3 for monitoring (read onlygxplaeasion
modules supported on the Cisco UCS 6200 Series Fabric Switch naad® increase the
number of 16Gbit Ethernet, FCoE and FC ports. The unified pawtiule provide up to 16
ports that can be configured for 10 Gigabit Ethernet, F&uator 1/2/4/8Gbps native Fibre
Channel using the SFP.

The Cisco UCS 6454 provides the management and communication backbone for the Cisco
UCS B-Series Blade Servers, UCS 510&@&iesserver chassis, UCS Manage€ries rack
servers, and UCS-Series storage serverbe UCS 64544-Port Fabric Interconnect is a
onerack-unit (LRU) 10/25/40/100 Gigabit Ethernet, FCoE and Fiber Channel switch offering
up to 3.82 Thps throughput and t1gp54 ports. The switclihas 36 10/2%5bps Ethernet, 4
1/10/25Gbps Ethernet, 8 10/26bps Ethernet or 8/16/32bps Fiber Channel ports and 6
40/100Gbps Ethernet uplink ports

1.3.3 Cisco UCS Fabric Extenders

The Cisco UCS 2204 XP and 2208XP Fabric Extenddends the 1/O fabric into thelade
server enclosure (the 5108 Blade Server Chassis) providing a direct dfx@iestion
between blade servers and fabric switch simplifying diagnostics, cabfidgnanagement.
The fabric extender multiplexes and forwaadlgraffic using a cuthrougharchitecture over
one to four 10Gbps unified fabric.

The 2304 Fabric Extender is also installed into the 5108 Blade Server Chassladts

four 40 Gigabit Ethernet, FCe&apable, Quad Small Foractor PluggabléQSFP+) ports
that connect the blade chassis to the fabric interconnect. EachUti&a304 has four 40
Gigabit Ethernet ports connected through the midplane tohedietvidth slot in the chassis.
Typically configured in pairs for redundancy, two faleerders provide up to 320 Gbps of
I/O to the chassis.

The 2408 Fabric Extender is installed into the back of the 5108 Blade Server Chassis. It
connects the I/O fabric between the Cisco UCS 6454 Fabric Interconnect and the 5108 Blade
Server Chassis. It indies eight 285igabit Ethernet, FCofapable, Small Forfractor

Pluggable (SFP28) ports that connect the blade chassis to the fabric interconnect. Each Cisco
UCS 2408 provide HBigabit Ethernet ports connected through the midplane to eaeh half
width slot n the chassis, giving it a total 32 10G interfaces to UCS blades. Typically
configured in pairs for redundancy, two fabric extenders provide up to 400 Gbps of I/O from
Fabric Interconned454's to 5108 chassis.

TheCisco Nexus-abric Extender§2232PR2232TM-E and 2348UP arestandalone
appliancs (not installed intdhe blade server chassisihe Nexus 2322PP a2232TME
provide 32 10 Gb Ethernet and Fibre Channel &tbernet (FCoE) Small ForfRactor
Pluggable Plus (SFP+) server ports and el§i®b Ethernet and FCoE ports in a 1RU form
factor.

11
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The Cisco Nexus 2348UPQ fabric extender (Figure 2) is a gememabse unified poiit
capable 1/10 Gigabit Ethernet fabric extender. The Cisco Nexus 2348UPQ supports 48 x 1
and 10Gbps host unified pts as well as up to six 48bps uplink ports to the parent switch.

TheNexus2232PR2232TME and 2348UPQextends the I/@abric between Fabric
Interconnect hardware and Rack ServerSgties servers).

1.3.4 Cisco UCS Blade Servers

Cisco UCS Blade ServerBZ00 M5, or B80 M5) are designed for compatibility,
performance, energy efficiency, largemory footprints, manageability, and unified I/O
connectivity. Based on Intel®eon® 5500 series processorsSBries Blade Servers adapt

to application demandscde energy use, and offer a platform for virtualization. Each Cisco
UCS B-SeriesBlade Server utilizes converged network adapters for consolidated access to
theunified fabric with various levels of transparency to the operating system. This design
reduceghe number of adapters, cables, and aeleg®s switches for LAN and SAN
connectivity at the rack level.

The Blade Servers support network adapters from a number of manufacturersibiat do
provide any of the security functionality described in theF®F.a fullcompatibility matrix,
refer to the Hardware and Software Interoperability Matrix&dseries Servers referenced
from theCisco UCSHardware and Software Compatibiléyailable at
https://ucshcltool.cloudapps.cisco.com/publishy softwarenstalled to the Blade
servergncluding hypervisors and guest operating systems, is outside the TOE boundary.

1.3.5 Cisco UCS Rack Mounfe€ries Servers

UCS Rack Mount Servers, also known aSe€riesServers C125M5, C220 M5, C240 M5,
C480 M5andC480 ML M5 extend UCS functionality to an industsyandardorm factor
and are designed for compatibility, areHormance, and enabdeganizations to deploy
systems incrementally, using as many or asdewers as

needed.

1.3.5.1 Cisco UCS C4200 Ghia

The Cisco UCS C4200 Series Rack Server Chassis is a modular, dense rack server
chassis that supports up to four UCS C125 M5 Rack Server Nodes, optimized for use in
environments requiring dense compute form faatal high core densities such as
scaleout/compute intensive, general service provider, andinatal applications.

The Rack Mount Servers support certain optional network adapters, none opvadvicles
security functionality described in the SHor afull compatibility matrix, refer to the
Hardware and Software Interoperability Matrix foiS@ries Servers referenced from the
Cisco UCS Hardware and Software Compatib#éitsailable at
https//ucshcltool.cloudapps.cisco.com/publidhy software installed to the radervers,
including hypervisors anguest operating systems, is outside the TOE boundary.

12
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1.3.6 Cisco UCS-SeriesStorageServers

UCS SSeries Storage Servers, also known-&e8esServers $3260 MJ is a modular,
high-density, highavailability, duainode storageoptimized server.

The Sseries is anodular architecture that allows components be upgraded independently
The Rack Mount Servers support certain optional network agapiene of which

provides security functionality described in the &&t a full compatibility matrix, refer to

the Hardware and Software Interoperability Matrix fef&ies Servers referenced from the
Cisco UCS Hardware and Software Compatib#itailable at
https://ucshcltool.cloudapps.cisco.com/publiaty softwareinstalled to the storage servers,
including hypervisors and guest operating systems, is outside the TOE boundary.

1.3.7 Virtual Irtrface Cards (VIC) and other Netwddpters

Several network adapters, including Cisco UCS Virtual Interface Cards (VIC)@umgatible
with the TOE but do not enforce the security functionality describéudsrSecurity Target.

Network Adapters andfirtual Interface Cards compatible with&eries Servers:
1 Cisco UCS VIC 1340
9 Cisco UCS VIC 1440
1 Cisco UCS VIC 1480

Network Adapters and Virtual Interface Cards compatible withe@les Servers:
9 Cisco UCS VIC 1225
9 Cisco UCS VIC 1225T
9 Cisco UCS VIC 1385
9 Cisco UCS VIC 1387
9 Cisco UCS VIC 1455
9 Cisco UCS VIC 1457

Network Adapters and Virtual Interface Cards compatible wiBe8es Servers:
1 Cisco UCS VIC 1227
1 Cisco UCS VIC 1455
1 Cisco UCS VIC 1387

1.3.8 Cisco UCS Manager (UCSM)

The Cisco UCS Manager softwangegrates the components of a Cisco Uniféaimputing
System into a single, seamless entity. It can manage up to three handrsenty blade
servers as a single logical domain via the UCSM XML API, with CLI and GUI options,
enabling near real timeonfiguration and reconfiguratiaf resources.

The sof t-wasededsign suppoktseexisting best practices, allowing seereqrk,

and storage administrators to contribute their specific subject reafiertise to a system

desi gn. rAlemay hedimiteddcsa subsetofthey st embés resources us
organizations and locales, so that a Cisco Unifiechputing System can be partitioned and

shared between organizations usingudti-tenant model. It allows secure management of the

TOE usingTLS1.2 and SSHv2, and monitoring using SNMPv3 (read only).
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The UCS Manager software is divided into two components: server and clierfilsde.
server side component is installed on the 6248UP or 6296UP Fabric Interdusmaseire.
The server sideomponent contains the XML based server daemon (AL that receives
requests from the three different client access methods: GUIa@GdLIXML. The client side
component (UCSM GUI) is a java application tpetvides the GUI for the administrator.

TheUCS Manager software may be deployed in a standalone configuratiosi(miea
Fabric Interconnect), or in a clustered configuration with one pair of Halbeiconnects.
When clustered, management configuration data and event log shoeaggntralizech the
primary Fabric Interconnect and accessed by the subordieatder of the cluster. In a
cluster configuration the two Fabric Interconnagpliances use a pair of directtgnnected
Ethernet ports allowing these crossconnextgperate within thprotected network
boundary. Clustered Fl are to téeployed in close proximity to each other such that the
network cables between theare protected by a single physically secure environment that
protects both FI.

1.4 TOE Evaluated Configuration

The followingfigure provides a visual depiction of an example TOE deployriéet.TOE
boundary includes all the hardware shown within Figuaed all thesoftware and firmware
installed on the Fabric Interconnects and Fabric Extenadedsall the firmware on the
seners. The TOE boundary does not include ypyervisors and guest operating systems
installed to the servers.

Figure 1 Sample Deployment of a Subset of TOE Components

Cisco UCS Fabric

Interconnects Cisco UCS and
Cisco Nexus
az==mane Fabric Extenders

Cisco UCS 6324
Fabric Interconnect i
Cisco UCS
2304XP Fabric Extender

— = Cisco UCS
Gisco UCS 6454 2208XP Fabric Extender
o °

Fabric Interconnect
Cisco UCS
2204XP Fabric Extender
' ————
Gisco UCS 6332 32-Port = -
Fabric Interconnect [gf‘mﬂ
Optional Cisco Nexus
2348UPQ or 2232PP
10GE Fabric Extenders
Cisco UCS 6332-16UP 40-Port
Fabric Interconnect
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The following diagram shows an example deployment of the d@&ponents including a
firewall to protect the TOE management interfaces from untrusted networks. In this
topology, the remote servers, such as RADIUS, syslog, and NTP could be hosted on UCS
servers, or thirgbarty rack servers, oceoss the LAN Core.

Figure 2: Sample TOE Deployment Interconnected with NoATOE Components

& Cisco UCS Blade Servers, |
Third-party Cisco UCS TOE Chassis, S-Series Servers
Rack Servers C-Series Servers and Fabric Interconnects

&
T

Nexus 2200 Series | | & =
Fabric Extenders

_____

Nexus 5500 Layer 2/3 Ethernet
and SAN Fabric

ASA Firewalls
with IPS

Cisco MDS 9100

--------------------- L Expanded
Storage Fabric

Untrusted
Networks

Ethernet FCoE and iSCSI Fibre Channel
- Fibre Channel Storage Array Storage Array

----- Fibre Channel over Ethernet

----- UCS Fabric Interconnect Link

=———— UCS /0O and FEX Uplinks

Fibre Channel
Storage Array

1.5 Physical Scope of the TOE

The TOE is a hardware and software solution that makes up the Cisco @afiguliting
System, and the TOE guidance documentation.

The TOE guidance documentation that is considered to be part of thesTi@Eisco
UCSM Common Criteria Operational User Guidance and Preparative Proceal&fes
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documenthat, along with other PBDBased guidance referenced therean be obtained
from the httgs://cisco.com web site.

The TOE hardware platformare described ifable 4 Hardware Models and Specifications
For ordering of the TOE and delivery via commercial carriers, see
https://apps.cisco.com/ccw/cpc/guest/home

The software / firmware for the TOE packaged into a set of three software/firmware
Obundl esd t hat hips:gsoftivarev@iscooccanDaridg TOE installdion and
upgrades all bundles are initially uploaded to the Fabric Interconnect (FI) component of the
TOE, thendistributedby the Fabric Interconnett other TOEcomponentwia theCisco
UCS Managerunning on the Fabric Interconnethe bundles, allqvided as binary (*.bin)
files, are:
1 UCSInfrastructureSoftwarebundle(A Bundle, includes software and firmware for
UCSM, Fabric Interconnect, and Fabric Extenders)
1 UCS B-Series Serverserver firmware bundle (B Bundle, includes firmware fer B
Series severs and VICS)
1 UCS C Serieserver firmware bundle (C Bundle, includes firmware fe8&ies
servers and VICs)

The software file format for the TOE bundles is a binary file, except for the S3260 software
which is an iso fileThe individual componerfirmware versions are identified with the
version listed in the Software / Firmwagection of the table belowror ordering and
downloading the TOE software/firmware, $e&s://software.cisco.com/#

The TOEis comprised of the following physicgpecifications as described in Ta#lbelow:
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Table 4 Hardware Models and Specifications

Hardware | Image

Processor

| size

Power

Interfaces

B-Series Blade Servers

UCS 5108Chassis

6RU:10.5x17.5x32 in
(26.7x44.5x81.2cm)

Three types of power supplies

1 2500 W Platinum AC Hot
Plug Power Supply DV

T 2500 W DC-48 V power
supply

1 2500 W DC high voltage
(200 to 380 VDC) DC
power supply

Front with 8 haKwidth
blade servers

T Slot18

1  Power supply 4
Front with 4 fullwidth
blade servers

Al Slot -4

1  Power supply 4
Rear (AC power)

1  Two fabric

extenders
1 Eight fans
1  Power supply 4

UCSB200 M5 Up to 2 Intel Xeon 1.95x8x24.4 i50x203x620mm) For configuratiorspecific Front
Scalable processors (1 0 powerspecificatiors, use the 1  One front
2) Cisco UCS Power Calculator mezzanine
at: adapter
http://ucspowercalc.cisco.com 1  Two drive bay
1 OneKVM
console
connector
Rear
1 Onerear
mezzanine
adapter
UCSB480 M5 Four Intef Xeor 1.95x16.50x24.4 in Front
Scalable processors (50x419.1x620mm) i OneKVM
console
connector

Four drive bays

C-Series Rack Servers

UCS C4200 Chassig
With UCS C125U5

AMD EPYC 7000 series
processors (1 or 2)

3.4x16.9x32.60 in
2RU high x 32in. depth

Hot-pluggable, redundant
2400W AC

Front

1 Four node controlled
bays 16

Rear

1 PCleriser 1 handle
(one each node)

1 Node USB 3.0 port
(one each node)

T
CISCO
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1 Node OCP adapter
card Ethernet LAN
ports (one each node)

1 Node 1 Gb Ethernet
dedicated managemer
port (one eachode

1 Node KVM local
console port (one

each node)

1 PCle slots (two
horizontal slots each
node)

1 Chassis power supplie
(two, redundant 1

UCSC220 M5

One or two Intel®
Xeon® processor
scalable family CP

1RU: 1.7x16.89x29.8in
(4.32x43x75.5cm)

Availablewith four types of
power supplies:
. 770W (AC)
1 1050W (AC)
1  1050W V2 (DC)
1  1600W (AC)

Front

1 Upto 10 drives

T One KVM connector

Rear

1 Two PCle riser

T One mLOM

f Two USB 3.0 port

1 1-Gb Ethernet
dedicated managemer|
por

 One R345 connector
serial port

1 Dual 1/10 Gb Ethemt
ports

1 VGA video port

UCSC240 M5

One or two Intel®
Xeon® processor
scalable family CPUs

2RU:
1.7x16.89x29.8in

Hot-pluggable, redundant
770W AC, 1050W AC, 1050W
DC, and 1600W AC

Front

1 Upto 24 drives

f  One KVM connector

Rear

Two PCle riser

Two 2.5 inchdrive

One mLOM

Two USB 3.0 port

1-Gb Ethernet

dedicated managemer

por

1 One RJA5 connector
serial port

1 Two embedded (on th¢
motherboard) Intel
i350 GbE Ethernet
controller ports

= =4 =8 =a =N
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1
1
1

VGA video port
One mLOM

Dual 1/10 GB Ethernet
ports

UCSC480 M5

UCSC480 ML M5

Intel® Xeon® Scalable
CPUs (2 or 4)

4RU:16.9x19x32.7in
(176x483x830cm)

Hot-pluggable, redundant
1600W AC

Front

1

Rear

= = == =2

1

Up to 24 hot
swappable SAS/SATa
drives

One KVM console
connector

Two CPU module
bays

Twelve PCle slots
One serial port (DED)
One VGA video port
(DB-15)
One10/100/1000
Ethernet dedicated
management port M1
onw 10 Gb Ethernet
port

Three USB 2.0 ports

Intel Xeon Scalable
CPUs (2)

4RU: 6.9x19x32.7in
(176x483x830cm)

1600W AC Power Supp

Front

1

Rear

= = =

=

Up to 24 hot
swappable SAS/SATa
drives

OneKVM console
connector

Two CPU module
bays

PCle slots 1114

One serial port (DED)
One VGA video port
(DB-15)
One10/100/1000
Ethernet dedicated
management port M1
One 1Gb/ 10 Gb
Ethernet port

Three USB 2.0 ports

S-Series Storage Servers
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|
S3260M5 Dual Intel Xeon 4RU height x 32n. depth 4 hotpluggable, N+N Rear

Scalable processors or redundant 105@vatt (W) AC 1 Two server bays
E5-2600 v4 product or DC 80 PLUS Platinum 1 Two System I/O
family CPUs per server efficiency power supplies controller (SIOC)
node. 1 QSFP ports (two on

1 M5 server node each SIOC)

processors: Intel Xeor 1 Chassis Management

Scalable processor
4110, 4114, 5115,
6132, 6138, 6152

Controller (CMC)
Debug Firmware
Utility port (one each
SIoC

1 10/100/1000 dedicateq
management port, RJ
45 connector (one eac
SIOC)

1 Four SSDs drivebays

1 KVM console
connector

1 1Gb Ethernet deicated
management port (RJ
45)

Fabric Interconnects

UCS 6324

7.64 x1.36¢7.21in. (194 x 34.5 x 183

mm)

80w

1 RJ345 Ethernet connector
port

1 RJ45 console port
1USB

4 SFP+ ports

One QSFP+ licensed port

UCS 6332

UCS 633216UP

1RU:1.72in.x 17.3in. x 22.5in.
(4.4 cm x 43.9 cm x 57.1 cm)

212W (Max 650W

400W with 48ports running
100% (maxX930W)

1 RJ45 network
management port

1 RJ45 console port
2 USB ports

20



|CiscoUnified Computing System Man&ggeurity Target

UCS6454

Up to two
650W (AC), 930W (DC)

Front

1 Four fan modules

1 One L1 High availability
port

1 One L2 High availability
port

1 One RJ45 management
port

1 One RJ45 console port

UCS Fabric Extenders

UCS 2204XP

UCS 2208XP

UCS 2304

UCS 2408

7.64x1.36 x7.2in(19.43%54 cm)

Four 10 Gigabit Ethernet,
FCoEcapable, SFP+ ports

Eight 10 Gigabit Ethernet,
FCoEcapable, Enhanced
Small FormFactor
Pluggable (SFP+) ports

Four 40 Gigabit Ethernet,
FCoEcapable, Quad Small
Form-FactorPluggable
(QSFP+) ports

Eight 25 Gigabit Ethernet,
FCoEcapable, Small Form
Factor Pluggable (SEB)
ports

Nexus 2232PP

= —

Nexus2232TME

1.72x17.3 x17.7 in.
(4.37 x 43.94 x 44.96 cm)

210W
(maximum 270W)

32 10 GB Ethernet & FCOe
SFP+ sever ports
810 Gb Ethernet and FCoH
SFP+ uplink ports

210W at 30M,
240W at 100M
(maximum 300W)

32 1/10GBASET ports:
RJ45 connectors
Uplink module: 8 x 10
Gigabit Ethernet SFP+
included

Nexus 2348UPQ

1.72x17.3 x 14.05 in.
(4.37 x 43.94 ¥B85.69 cm)

Depending on power supplys
350W
400W
500W

8 x 1/10 Gigabit Ethernet
host interface ports

6 x 40 Gigabit Ethernet
QSFP (24 x 10 Gigabit
Ethernet)

Virtual Interface
cards

See section 1.3.7

Software / Unified Computing System (UCSjoftware Bundlsversion4.0@b) which includes Cisco UCS Manager 440y..
Firmware
Guidance ACi sco Uni fi ed (UCB)repsiort 4iMbCoremos ErieemaOperational User Guidance and Preparative Procedurks, @naluding all supplementajuidance documents
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| Documents | referenced therei.
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1.6 LogicalScope of the TOE

The TOE is comprised of several security featuEash of the security features identified
above consistof several security functionalities, as identified below.

SecurityAudit

Identification andAuthentication
Secuity Management

Network Separation

Role Based Access Control

arwnE

These €aturesaredescribed in mordetail in the subsections below

1.6.1 Secuity Audit

The Unified Computing System stores audit informatiotnree different formatsaudit log,
events, and faults. This information is compiled to assist the administraamitoring the
security state of the UCS as well as trouble shooting vapimidems that arise throughout
the operation of the system.|Alhree types oinformation are stored within a SQLite
database stored on the Fabric Interconnepaasof UCSM. The database is internal only
and does not provide any externallgible interfaces for communication. When UCS is
deployed in a clusterezbnfiguration all instances of the UCS Manager record audit
information with theprimary UCS Manager instance. In standalone mode, all audit data is
stored locallyRegardless of standalone or clustered configuration, the TOE may be
configured tosend recads to an external syslog server, in which case syslog is a
supplementaservice for monitoring, alerting and reporting, not the audit log storage
mechanism ofhe TOE. Audit log storage and protection functionality comes from the TOE
itself.

The UCS Manger TOE component provides the ability to audit the actions taken by
authorized administrators. Audited events include-starand shutdowrgonfiguration

changes, administrative authentication, and administrativeffodhe TOE provides the
capabilityfor authorized administrators to review the audit recetdged within the TOE

1.6.2 lIdentification and authentication

Cisco UCS supports two methods of authenticating administrator logins on théJCiSco
Manager: a local user database of passwordsqitnohally SSH keys) or emote
authentication server accessed either via LDAP, RADIUS, or TACATB&TOE may be
configured to use either the local user database or one of the @untfzgatication methods,
but multiple authentication methods may nosbtectedRemote authentication may be used
to centralize user account management texaernal authentication server. When UCS is
deployed in a clustered configurationiaktances of the UCS Manager share the local user
database.

The system has a deflt user account, admin, which cannot be modified or del€tesl.
account is the system administrator account and has full privileges.

ol I I I [ Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 951386 USA

c I s c o © 2019Cisco Systems, Inc. All rights reserved.
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Each local user account must have a unique user name that does not stamuwitiea For
authentication purposespassword is required for each user account.

User accounts can be configured to expire at a predefined time. When the expimegisn
reached the account is locked and must be unlocked by an auth8yzeefault, user
accounts do not expire.

1.6.3 Securiy Management

UCS can be managed using the graphical user interfaceTb8ér2, thecommand line
(over SSHv2 or by local console access via the2B&port), or bynanipulating an XML
API. Each of these interfaces can be used in the evaloatéiduraton to administer the
UCS. The interfaces all operate on the same XMta structures and provide identical
functionality. For all management channeisers have a default readly authorization to
access nosensitive managemeabjects (keys and passwidsrare never exposed to an
external management interfacAfditional user privileges each grant access to modify
specific management objects.

An administrator can use Cisco UCS Manager to perform management taskglfiysél
and virtual devices whiin a Cisco UCS instance.

1.6.3.1 Cisco UCS Hardware Management

An administrator can use Cisco UCS Manager to manage all hardware within a Cisco
UCS instance, including the following:

1 Chassis (not securirelevant to the TSF)

1 Servers

1 Fabric interconnects

1 Fans (not securityelevant to the TSF)

1 Ports

i Cards

1 Slots

9 1/0 modules

1.6.3.2 Cisco UCS Resource Management

An administrator can use Cisco UCS Manager to create and manage all reaithines
a Cisco UCS instance, including the following:

1 Servers

1 World Wide Name (WWN) addresses, used in Storage Area Networks

1 MAC addresses

1 Universally Unigue Identifiers (UUIDs), assigned to each server

1 Bandwidth (not securityelevant to the TSF)
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1.6.3.3 Server Administration in a Cisco UCS Instance

A server administratacan use Cisco UCS Manager to perform server managéasést
within a Cisco UCS instance, including the following:

1 Create server pools and policies related to those pools, such as qualification

policies

1 Create policies for the servers, sucldgsovery policies, and scrub policies

1 Create service profiles and, if desired, service profile templates

1 Apply service profiles to servers

1 Monitor faults, alarms, and the status of equipment

1.6.3.4 Network Administration in a Cisco UCS Instance

A networkadministrator can use Cisco UCS Manager to perform tasks requireshte
LAN configuration for a Cisco UCS instance, including the following:
1 Configure uplink ports, port channels, and LAN PIN groups
1 Create VLANS
1 Configure the quality of servicdasses and definitions
1 Create the pools and policies related to network configuratich,asiMAC
address pools and Ethernet adapter profiles

1.6.3.5 Storage Administration in a Cisco UCS Instance

A storage administrator can use Cisco UCS Manager to perfokswreguired tereate
SAN configuration for a Cisco UCS instance, including the following:
1 Configure ports, port channels, and SAN PIN groups
1 Create VSANs
1 Configure the quality of service classes and definitions
1 Create the pools and policies rethte thenetwork configuration, such &WN
pools and Fibre Channel adapter profiles

1.6.3.6 Tasks that Cannot be Performed in Cisco UCS Manager

Cisco UCS Manager cannot be used to perform system management tasks that are not
specifically related to deviamanagement within a Cisco UCS instance

CrossSystem Management is not permitted. An administrator cannot use Cisco UCS
Manager to manage systems or devices that are outside the Cisco UCS instance where
Cisco UCS Manager is located. For example, one ¢ananage heterogeneous
environments, such as n@isco UCS x86 systems, SPARC systems, or PowerPC
systems.

Provisioning and management of operating systems and applications is not permitted.
Cisco UCS Manager provisions servers and, as a result, eXsisthe operating

system on a server. Therefore, you cannot use it to provision or manage operating
systems or applications on servers.
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1.6.3.7 UCS Secure Access

The UCS Manager provides access for an administrator using SSHy2,2, or
SNMPV3.

SSHv2 is used taccess the command line interface for the UCS Manager. SSHv2
authentication uses the UCS Manager username and password. SSHv2 can also be
configured on a peuser basis for public key authentication. The commandriiteeface

is also accessible over tlozal serial port.

TLS1.2 is used to access the UCS Manager interface. The UCS Martagace serves
as a launch point for the Java application which also utiliz&xl.2 to protect the
confidentially of the information.

SNMPvV3 is used to export systdraps and support remote monitoring (read only).
SNMPv3 includes support for SHA authentication and ARS8 for protection of the
confidential system information.

1.6.3.8 UCS XML API

The XML APl is a way to integrate or interact with the Unified Computing System
(UCS), because XML is the native format of communication within the UCS. For
example, both the CLI and GUI use the same XML API to communicate withQke
Manager. The UCS XML interface accepts XML documents (APIs) senttVEPS.
Client developers camse the programming language of their choice genidte
documents containing the APl methods.

1.6.4 Network Separation

1.6.4.1 VLAN Separation

VLANSs enable efficient traffic separation, provide better bandwidth utilization, and
alleviate scaling issues by logicallggmenting the physical loeatea networKLAN)
infrastructure into different subnets so that VLAN packets are presentadrfaces
within the same VLAN.

The most important requirement of VLANS is the ability to identify the origingiamnt
for paclets with a VLAN tag to ensure packets can only travel to interfaceghioh
they are authorized.

The Cisco UCS 6200 Series Fabric Interconnect hardware requires VLAINEtmN.
When the administrator configures network adapters on a per serveMhasNs are
specified for each adapter.

1.6.4.2 VSAN Separation
Virtual SAN (VSAN) technology partitions a single physical Storage Area Network

(SAN) into multiple VSANs. VSAN capabilities allow the Cisco U300 and 6400
SeriesFabric Interconnect Hardware to logically divide a large physical fabric into
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separatesolated environments to improve SAN scalability, availability, manageability,
andnetwork security.

Each VSAN is a logically and functionally separate SAN with its eetrof Fibre
Channel fabric services. This partitioning of fabric services greatly reduces network
instability by containing fabric reconfigurations and error conditions withim@imidual
VSAN. The strict traffic segregation provided by VSANSs helpsiemthat the control
and data traffic of a given VSAN is confined within its own domain, increasing SAN
security.

Traffic is contained within VSAN boundaries and devices reside only in one \(B4sN
ensuring absolute separation between user groups. duses theonfidentiality of
data traversing the VSAN from users and devices belongiathés VSANS. It should
be noted that devices, such as file servers and tape stlanages are not part of the
TOE but part of the TOE environment and may be conéid to participate in a VSAN.
Each network

1.6.5 Role Based Access Control

Role-Based Access Control (RBAC) is a method of restricting or authorizing sgsissss
for users based on user roles and locales. A role defines the privileges oinathiseystem
and the locale defines the organizations (domains) that a user is adlove=s. Because
users are not directly assigned privileges, management of indivseaprivileges is simply
a matter of assigning the appropriate roles and locales.

A user is grated write access to desired system resources only if the assigngcaratethe
access privileges and the assigned locale allows access. For examplevithuberServer
Administrator role in the Engineering organization could updateer configurons in the
Engineering organization, but would not be able to upskateer configurations in the
Finance organization unless the locales assigned tes#ranclude the Finance organization.

1.6.5.1 Privileges

Privileges give their holder access to spedafistem resources and permission to

perform specific tasks. Privileges can be added to the default roles (except the

OAdmi ni straOonpr9dandl éRpadand new custom ro
customdefined sets of privileges.

The following table liss each privilege and the user role given that privilegadbsult.

Table 5 Privileges and Default Role Assignments

Privilege Management Capabilities Default Role Assignment
aaa System security and AAA AAA Administrator
admin System administration Administrator
extlan-config External LAN configuration Network Administrator
extlan-policy External LAN policy Network Administrator
extlan-qos External LAN QoS Network Administrator
extlan-security External LAN security Network Administrator
ext-sanrconfig External SAN configuration Storage Administrator
ext-sanpolicy External SAN policy Storage Administrator
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be selected as a privilege; it is
assigned to every user role.

ext-sanqos External SAN QoS Storage Administrator

ext-sansecurity External SAN security StorageAdministrator

fault Alarms and alarm policies Operations

operations Logs and Smart Call Home Operations

pod-config Pod configuration Network Administrator

pod-policy Pod policy Network Administrator

pod-qos Pod QoS Network Administrator

pod-security Pod security Network Administrator

powermgmt Readandwrite access to power Facility Manager
management operations

readonly Readonly access Readonly cannot | ReadOnly

serverequipment

Server hardware management

Server Equipment
Administrator

servermaintenance

Server maintenance

Server Equipment
Administrator

serverpolicy

Server policy

Server Equipment
Administrator

serversecurity

Server security

Server Security Administrator

serviceprofile-config

Service profile configuration

Server Profile Administrator

serviceprofile-config-policy

Service profile configuration policy

Server Profile Administrator

serviceprofile-ext-access

Service profile end point access

Server ProfileAdministrator

serviceprofile-network

Service profile network

Network Administrator

serviceprofile-networkpolicy

Service profile network policy

Network Administrator

serviceprofile-qos

Service profile QoS

Network Administrator

serviceprofile-qospalicy

Service profile QoS policy

Network Administrator

serviceprofile-security

Service profile security

Server Security Administrato

serviceprofile-securitypolicy

Service profile security policy

Server Security Administrato

serviceprofile-server

Service profile server management

ServerProfile Administrator

serviceprofile-serverpolicy

Service profile pool policy

ServerProfile Administrator

serviceprofile-storage

Service profile storage

Storage Administrator

serviceprofile-storagepolicy

Savice profile storage policy

Storage Administrator

1.6.5.2 User Roles

User roles contain one or more privileges that define the operations alloweddeethe
who is assigned the role. A user can be assigned one or more roles a8sigeed
multiple roles hashe combined privileges of all assigned roles.&@mple, if Rolel
has storage related privileges, and Role2 has server rplatdelges, then users who are
assigned to both Rolel and Role2 have storagsemer related privileges.

All roles incluck read access to all configurations on the system, and all roles except
ReadOnly can modify some portion of the system state. A user assigned a role can
modify the system state in that user's assigned area.

The system contains the following default usdes:

1 AAA Administrator: Reaegandwrite access to users, roles, and AAA configuration.

Read access to the rest of the system.
1 Administrator: Complete reaandwrite access to the entire system. The default
admin account is assigned this role by defaudt this association cannot be

changed.
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E

Facility Manager: Readndwrite access to power management operations.
Network Administrator: Readndwrite access to fabric interconnect infrastructure
and network security operations. Read access to the rest ®fstem.

Operations: Readndwrite access to systems logs, including the syslog servers, and
faults. Read access to the rest of the system.

ReadOnly: Readonly access to system configuration with no privileges to modify
the system state.

Server Comput@ddministrator: Read and write access to most aspects of service
profiles. However, the user cannot create, modify or delete vNICs or vHBASs.
Server Equipment Administrator: Readdwrite access to physical server related
operations. Read access to the oéshe system.

Server Profile Administrator: Reaghdwrite access to logical server related
operations. Read access to the rest of the system.

Server Security Administrator: Reathdwrite access to server security related
operations. Read access to tést of the system.

Storage Administrator: Reamhdwrite access to storage operations. Read access to
the rest of the system.

New custom roles can be created, deleted, or modified to add or remove any
combination of privileges. Default roles candedeted or modified except the

OAdmi ni straOpnpFrg9déandl éReaWhen a role 1is
are applied to all users assigned to that role. Privilege assignment is not restricted to
the privileges defined for the default roles. Thsatyiou can use a custom set of
privileges to create a unique role. For example, the default Server Administrator and
Storage Administrator roles have different set of privileges, but a new Server and
Storage Administrator role can be created that combimeeprivileges of both roles.

If a role is deleted after it has been assigned to users, it is also deleted from those user
accounts.

User profiles on AAA servers (RADIUS or TACACS+) contain the roles

corresponding to the privileges granted to that udeg.cisceav-pair vendorspecific
attribute is used to store the role information. The AAA servers return this attribute
with the request and parse it to get the roles. LDAP servers return the roles in the user
profile attributes.

1.6.5.3 User Locales

A user carbe assigned one or more locales. Each locale defines one or more
organizations (domains) the user is allowed access, and access is limited to the
organizations specified in the locale. Access control based on locales is enforced on

all roles, including théull access Administrator role. A locale without any

organizations may be created, this grants unrestricted access to system resources in all
organizations.

Users with AAA Administrator privileges (AAA Administrator role) or the
Administrator role can aggn organizations to the locale of other users. The
assignment of organizations is restricted to only those in the locale of the user
assigning the organizations. For example, if a locale contains only the Engineering
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organization then a user assigned theale can only assign the Engineering
organization to other users.

Administrators can hierarchically manage organizations. A user that is assigned at a
top-level organization has automatic access to all organizations under it. For example,
an Engineerig organization can contain a Software Engineering organization and a
Hardware Engineering organization. A locale containing only tHiev&re

Engineering organization has access to system resources only within that
organization; however, a locale that tains the Engineering organization has access

to the resources for both the Software Engineering and Hardware Engineering
organizations.

1.7 Excluded~unctionality
The following functionaty is excluded from the evaluation.

1 Standalone configuration of th€-Series (Rack Mount) Servers and8ries Storage
Servers are not supported:Series servers and&eries Storage Servers must be
managed by UCS Manager.

1 Direct admin interfaces to CIMC (on-8eries, CSeries servers and&eries Storage
servers) is didded when the servers are integrated to the fabric and managed via
UCSM.

1 IPMI management of CIMC is disabled by default and remains disabled in the
evaluated configuration.

1 Telnet is disabled by default and must remain disabled in the evaluated cordigurati
SSH must be used instead.

1 CIM-XML is disabled by default, and must remain disabled in the evaluated
configuration. In UCS, the common information model (GIKNIL is used for server
hardware monitoring. (CINKML is a different interface than the XML ARIsed by
the UCSM GUI and UCSM CLlI.)

1 All other functionality is supported in the evaluated configuration.
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2 CONFORMANGE.AIMS

2.1 Common Criteria Conformance Claim

The ST and the TOE it describes are conformant with the following CC specifications:
1 CommonCriteria for Information Technology Security Evaluation Part 2: Security
Functional Components, Version 3.1, Revision 5, April 2017
o Part 2 Conformant
1 Common Criteria for Information Technology Security Evaluation Part 3: Security
Assurance Components, Viens 3.1, Revision 5, April 2017
o Part 3 Conformant

The ST and TOE are package conformant to evaluation assurance package:
1 EAL2

2.2 Protection Profile Conformanc
This ST claims no compliance to any Protection Profiles
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3 SECURITFROBLENDEFINITION

This chapterdentifies the following:

§ Significant assumptions about the TOEOGS o
8 IT related threats to therganizatiorcountered by the TOE.
§ Environmental threats requiring controls to provide sufficient protection.
8 Organizationakecurity pdicies for the TOE as appropriate.
This document i1identifies assumptions as A. as
uni que name. Threats are identified as T.th

Organizational Security Policies (OSPs)aeemdt i fi ed as P. osp with Ao
unique name.

3.1 Assumptions

The specific conditions |listed in the foll ow
environment. These assumptions include both practical realities in the development of the
TOE security requirements and the essential environmental conditions on the use of the TOE.

Table 6 TOE Assumptions
Assumption Assumption Definition
A.ADMIN All authorized administrators are assumed not evil, will follow TO

administrative guidance, and will not disrupt the operation of the
system intentionally.

A.VSAN Each network interface of an HBA connected to the TOE may onl
participate in a single VSAN.

A.BOUNDARY The UCS system must be separated from public/stadunetworks
by a firewall such that remote access to the TOE interfaces and
management workstations is prohibited from untrusted networks
only allowed from trusted networks.

A.PHYSICAL The facility housing the UCS system must have a physeirity

policy preventing unauthorized physical access to the UCS. The
policy must document physical security controls including access
control, physical separation of hardware, and monitoring policies
ensure no unauthorized physical access to the §y8t&m is allowed,

A.POWER The facility housing the UCS system must have a power manage
strategy using UPS or backup generators to ensure that power
continues to flow under any adverse conditions.

A.REDUNDANT_NET The network connectivity feeding théCS system in the datacenter
must provide redundant links to protect against network administr
operator error or network equipment failure.

A.REMOTE_SERVERS When remote servers are used, such as remote authentication se
SNMP server, syslog sexx, or NTP server communications betwes
the TOE and the remote servers shall be protected.

3.2 Threats

The following tabldists the threats addressed by the TOE and the IT Environment. The
assumed level of expertise of the attacker for all the threatsfidd below isBasic
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Table 7 Threats

Threat Name

Threat Definition

T.NORMAL_USE

A system user (VM user, OS administrator, or Hypervisor
administrator) attacks the UCS infrastructure from an allowed
channel (web applicatioYindows share access, application, or
other installed utility) and compromises the TSF.

T.NOAUTH A system user (VM user, OS administrator, or Hypervisor
administratorattempts to bypass the security of the UCS so as t
access and use security functions and/orgearurity functions
resulting in a compromise of tHeSF

T.SNIFF A hacker places networsniffing software between a remote

administrator and the UCS systamd records authentication
information.

T.ACCOUNTABILITY

A TOE administratoiis not accountable faheir actionsonthe TOE
because the audit records are geerated oreviewed.

T.CONFIGURE_NO

A TOE administratomwith authorized access to one or m&fCS
locales (domains) unknowingly (due to unfamiliarity with the curr
TOE configuration or unfamiliarity with TOE administrative
guidance) attempts to access or modify attributes of another UC
locale to which the administrator has not been grantedss,
resulting inmisconfiguration othe TOE.

T.ATTACK_ANOTHER

A system user (VM user, C&Iministratoy or Hypervisor
administratorattempts tdoypass TOE control® gain unauthorized
accesdo another UCShosted environmemesulting in aviolation of
aTOESFP

3.3 Organizational Security Policies
No Organizational Security Polices (OSPs) have been defined for this TOE
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4 SECURIT®BJECTIVES

This Chapter identifies the security objectives of the TOE and the IT Environhment.
security objectives dent i fy the responsibilities of
meeting the security needs.

This document identifies objectives of the TOE aslectivewith objectivespecifying a
unigue name. Objectives that apply to the IT environment aigrdged as OBbjective
with objectivespecifying a unique name.

4.1 Security Objectives for the TOE

The following table Security Objectives for the TQIlentifies the security objectives of the
TOE. These security objectives reflect the stated interduater identified threats and/or
comply with any security policies identified. An explanation of the relationship between the
objectives and the threats/policies is provided in the rationale section of this document

Table 8 Security Objectives for the Environment

TOE Security Obj. TOE Security Objective Definition

O.IDAUTH The TOE must uniquely identify and authenticate the claimed identity
all users, before granting a user access to TOE functions or, for cert
specified services, to a connected network.

O.ENCRYP The TOE must protect the confidentiality of its dialogue with an
authorized administrator through encryption, if the TOE allows
administration to occur remotely from a connected network.
O.AUDREC TheTOE must provide a means to record a readable audit trail of
securityrelated events, with accurate dates and times, and a means
search and sort the audit trail based on relevant attributes.

O.ACCOUN The TOE must provide user accountability iftiormation flows through
the TOE and for all use of security functions related to audit.
O.SECFUN The TOE must provide functionality that enables an authorized

administrator to use the TOE security functions, and must ensure thg
only authorized adminisitors are able to access such functionality.
O.VLANSEC The TOE must ensure thathernet framegeceived by the TOE are only
forwarded in a manner consistent with the VLAN for which the traffic
associated.

O.VSANSEC The TOE must ensure that FXframes received by the TOE are only
forwarded in a manner consistent with the VSAN for which the traffic
associated.

O.ADMIN The TOE must provide a secure channel for administration.

4.2 Security Objectives for the Environment

All of the assumptions stated Section 3.1 are considered to be security objectivethéor
environmentThe following are the neiil security objectives, which, in addition to those
assumptions, are to be satisfied without imposing technical requireorethe TOE. That is,
they will not require the implementation of functions in the TOE hardware and/or software.
Thus, they will be satisfied largely through application of procedural or administrative
measures
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Table 9 Security Objectives for the Environment

Env. Security Objectives

IT Environment Security Objective Definition

OE.ADMIN Personnel measures are in place to ensure well trained and truste
administrators are authorized to manage the TOE.
OE.VSAN Each networknterface of a storage device in the operational

environment of the TOE may only participate in a single VSAN.

OE.BOUNDARY

The UCS system must be separated from public networks by an
application aware firewall.

OE.PHYSICAL

The operational environment thfe TOE shall have a physical secur
policy preventing unauthorized physical access to the UCS. The

policy must document physical security controls including access

control, physical separation of hardware, and monitoring policies t
ensure no unauthaed physical access to the UCS system is allow|
The physical security does not apply to Java applets once the app
have been downloaded from the Fabric Interconnect to a manage
workstation.

OE.POWER

The operational environment of the TOE shadldrporate a power
management strategy using UPS or backup generators to ensure
power continues to flow under any adverse conditions.

OE.REDUNDANT_NET

The operational environment of the TOE shall provide redundant
network links to protect against mairk administrator operator error
or network equipment failure.

OEREMOTE_SERVERS

The operational environment of the TOE shall optionally provide
remote authentication servers, SNMP ses\v&yslog servex andbr
NTP serves, and will protectommunication®etweerthe TOEand
the servers
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5 SECURITREQUIREMENTS

This section identifies the Security Functional Requirements for the TOE. The Security
Functional Requirements included in this section are derived from Part 2@dt@on
Criteria for Information Technology Security Evaluation, Vers3oh Revisiorb, dated:

April 2017and all internatinal interpretations

5.1 Conventions

The CC defines operations on Security Functional Requirements: assignments, selections,
assignmergt within selections and refinements. This document uses the following font
conventions to identify the operations defined by the CC.:

1 Assignment: allows the specification of an identified parameter. Assignments are
indicated using bold and are surrounddgdorackets (e.g.aksignmenj). Note that an
assignment within a selection would be identified in italics and with embedded bold
brackets (e.g[[selecteeassignmeni]).

1 Selection: allows the specification of one or more elements from a list. Seleat®ns
indicated using bold italics and are surrounded by brackets g=gction).

1 Iteration: allows a component to be used more than once with varying operations. In
the ST, iteration is indicated byraimberplaced at the end of the component. For
example FDPIFF.1(1) and FDPIFF.1(2) indicate that the ST includes two iterations
of the FDPIFF.1 requirement(1l) and(2).

1 Refinement: allows the addition of details. Refinements are indicated using bold, for
additions, and strikéhrough, for deletionse(g.,é allo b j e © or & gomebig

things €0
1 Extended Requirements (i.e., those not found in Part 2 of the CC) are identified with

A(EXT)o in of the functional cl ass/ name.
9 Other sections of the ST use bolding to highlight text of special interedt, as
captions

5.2 TOESecurity Functional Requirements

This section identifies the Security Functional Requirements for the TQE TOE Security
Functional Requirements that appeathie following tableare described in more detail in the
following subsections.

Table 10 Security Functional Requirements

Functional Component
Requirement Class SFR Component Name

FAU: Security Audit FAU GEN.1 Audit data generation
FAU SAR.1 Audit review
FAU SAR.3 Selectable audit review
FAU_STG.1 Protected audit trail storage
FAU_STG.4 Prevention of audit data loss

FDP: User Data Protection FDP_ACC.2 Complete access control
FDP_ACF.1 Security attribute based access control
FDP_IFC.1 (1) Subset information flow control (1)
FDP_IFC.1 (2) Subset information flow control (2)
FDP_IFF.1 (1) Simple security attributes (1)
FDP_IFF.1 (2) Simple security attributes (2)

FIA: Identification and authenticatio|] FIA ATD.1 User attribute definition
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||
FIA SOS.1 Verification of secrets
FIA UAU.2 Timing of authentication
FIA UAU.5 Multiple authentication mechanisms
FIA UID.2 User identification before any action
FMT: Security management FMT_MOF.1 Management ofecurity functions behavior

FMT_MSA.1 (1) Management of security attributes (1)
FMT_MSA.1 (2) Management of security attributes (2)
FMT_MSA.1 (3) Management of security attributes (3)
FMT_MSA.3 (1) Static attribute initialization (1)
FMT_MSA.3(2) Static attribute initialization (2)
FMT_MSA.3 (3) Static attribute initialization (3)
FMT_MTD.1 (1) Management of TSF data (1)
FMT_MTD.1 (2) Management of TSF data (2)

FMT_SAE.1 Time-based authorization
FMT_SMF.1 Specification oManagement Functions
FMT_SMR.1 Security roles

FPT: Protection of the TSF FPT FLS.1 Failure with preservation of secure state
FPT ITT.2 TSF data transfer separation
FPT RCV.2 Automated recovery
FPT _STM.1 Reliable time stamps

FTP: Trusted Path FTP_TRP.1 Trusted Path

5.2.1 Security audit (FAU)

5.2.1.1 FAU_GEN.1 Audit data generation

FAU_GEN.1.1The TSF shall be able to generate an audit record of the following auditable
events:

a) Startup and shutdown of the audit functions;

b) All auditable events for tH@aot specified level of audit; and

c) [the events listedn Table 11].

FAU_GEN.1.2The TSF shall record within each audit record at least the following
information:
a) Date and time of the event, type of evesofpject identityand the outcome (success
or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in tl®P/ST, [nformation specified in column three of

Table 11].
Table 11 Auditable Events

Functional Auditable Event Additional Audit Record Contents

Component

FMT_SMR.1 Modifications to user role The identityof the authorized
assignments. administrator performing the
Modifications tomappings betweer] modification, user identity being
roles and privileges. modified, and dils being associated

with theauthorized administrator role.

FIA_UAU.5 Use of the user authentication The user identities provided to the
mechanism oJCSM CLI and GUI| UCSM.

FDP_ACF.1 Role-based access control The user identjt requesting the change
requests submitted via the and theobject being accessed.
UCSM CLI, and GUI.
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Functional Auditable Event Additional Audit Record Contents
Component
FPT _STM.1 Attempts to change the time. The identityof the authorized
administratoperforming the operation.
FTP_TRP.1 Attempts to use the trusted Identificationof the user associated wit
path functions. all trusted path ingcations including
failures, ifavailable.

5.2.1.2 FAU_SAR.1 Audit Review

FAU_SAR.1.1 The TSF shall provideah authorized administrator] with the capability to
read pll locally stored audit trail data] from the audit records

FAU_SAR.1.2The TSF shalprovide the audit records in a manner suitable for the user to
interpret the information

5.2.1.3 FAU_SAR.3 Selectable audit review

FAU_SAR.3.1 The TSF shall provide the ability to appBofting and filtering] of audit
databased on:

a) [record identifier;

b) affected object

c) usef]

5.2.1.4 FAU_STG.1 Protected audit ttaitagye

FAU_STG.1.1The TSF shall protect the stored audit records in the audit trail from
unauthorized deletion

FAU_STG.1.2The TSF shall be able tprevent unauthorized modifications to theoged
audit records in the audit trail

5.2.1.5 FAU_STG.4 Prevention of audit data loss

FAU_STG.4.1 The TSF shallgverwrite the oldest stored audit recotdsd [no other
actiong if the audit trail is full.

5.2.2 User Data Protection (FDP

5.2.2.1 FDP_ACC.2 Completeess control

FDP_ACC.21The TSF shall enforce theoje based access control SH®N [Subjects:
Authenticated Administrators; Objects:Resources, Configuration Settinglsand all
operations among subjects and objects covered yRRe
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FDP_ACC.2.2TheTSF shall ensure that all operations between any subject controlled by
the TSF and any object controlled by the TSF are covered by an access control SFP.

5.2.2.1 FDP_ACF.1 Security attribute based access control

FDP_ACF.11The TSF shall enforce theoje based @cess control SFPto objects based
on the following: [
Subject security attributes:
1 Authenticated Administrators:
0 User Identity i Identity of the administrator
0 Localei Identification of resources for which the user has authority
o Privilegesi The cumulative set of privileges obtained from the roles
assigned to the Authenticated Administrator.
Object security attributes:
1 Resource
0 Locale- Identification of resource group
1 Configuration Settings
o Privilegei The privilege that an Authenticated Administrator must hold
in order to write to the configuration setting].

FDP_ACF.1.2The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: [

1 Authenticated Administrators are granted access to Resources in which the
assigned locale for the Authenticated Administrator and the assigned locale for
the Resource are the same. Authenticated

1 Administrators assigned locales that are different from the locales assigthéo
the Resources are not granted access, and, Authenticated Administrators whose
set of Privileges includes the Privilege attribute of the Configuration Setting
being accessed are granted read and write access to the object, or,

1 Authenticated Administrators whose set of Privileges does not include the
Privilege attribute of the Configuration Setting being accessed are granted read
only to the Configuration Setting for resources in which the Administrator has
access (per the locajé.

FDP_ACF.1.3 The TSFshall explicitly authorise access of subjects to objects based on the
following additional rules:rjong.

FDP_ACF.1.4The TSF shall explicitly deny access of subjects to objects based on the
[nondg.

5.2.2.2 FDP_IFC.1(1) Subset information ¢tmvirol(1)

FDP_IFC.1.1(1) The TSF shall enforce th&¥LAN information flow control SFP ] on [
Subject: physical network interfaces
Information: IP packets
Operations: permit or deny layer two communicatior].
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5.2.2.3 FDP_IFC.1(2) Subset information flow cdq@jrol

FDP_IFC.1.1(2) The TSF shall enforce th& AN information flow control SFP] on [
Subjects: Switch network interfaces
Information: FC -2 Frames
Operations: Permit or Deny FC Frameg.

5.2.2.4 FDP_IFF.1(1) Simple security attributes (1)

FDP_IFF.1.1(1) The TSF shall enforce éVLAN information flow control SFP ] based
on the following types of subject and information security attributes: [
Subject Security Attributes:
1 AssignedVLAN ID
Information Security Attributes:
1 VLAN ID field in 802.1q Frame Header].

FDP_IFF1.2(1) TheTSF shall permit an information flow between a controlled subject and
controlled information via a controlled opematiif the following rules holdthe receiving
VLAN interface must be assigned a VLAN ID, and thatssigned VLAN ID must match

the VLAN ID in the 802.1qg header of theeceived frame, or the received frame must be
untagged.

FDP_IFF.1.3(1) The TSF shall enforce theaformation flow so that only frames
containing amatching VLAN ID in the header will be forwarded to other VLAN
interfaceswith a matching assigned VLAN I0.

FDP_IFF.1.4(1) The TSF shall explicitly authorize an infornmat flow based on the
following rules: untagged frames are assignede native VLAN ID of the switch (VLAN
1 by default) and thus may be receed at VLAN interfaces with anyVLAN ID ].

FDP_IFF.1.5(1) The TSF shall explicitly deny an information flow based on the following
rules: jhong.

5.2.2.5 FDP_IFF.1(2) Simple security attributes (2)

FDP_IFF.1.1(2) The TSF shall enforce th# AN information flow control SFP] based on
thefollowing types of subject and information security attributes: [
Subject Security Attributes:
1 Assigned VSAN ID
Information Security Attributes:
1 VSAN ID field in the EISL Frame Header].

FDP_IFF1.22) The TSF shall permit an information flow betweecoatrolled subject and
controlledinformation via a controlled operation if the following rules hotde[VSAN ID
in the EISL frame header must match the VSAN ID associatedith the FCoE VLAN
that receives the framég.

FDP_IFF.1.32) The TSFshallenforcethe information flow so that only frames with a
matching VSAN ID in the header will be forwarded.
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FDP_IFF.1.42) The TSF shall explicitly authorize an information flow based on the
following rules: untagged frames are assigned VSAN ID of 1 and thus mae received
at VSAN interfaces with VSAN ID 1].

FDP_IFF.1.52) The TSF shall explicitly deny an information flow based on the following
rules: jhong.

5.2.3 Identification and authentication (FIA)

5.2.3.1 FIA_AT[ User attribute definition

FIA_ATD .1.1The TSFshall maintain the following list of security attributes belonging to
individual users: [
For all user types (UCSM, and SNMPv3):
a) login id;
b) password;
and for UCSM users only:
d) SSH key pair (optional instead of password);
e) account expiration date;
f) locale;
And for SNMPv3 users only:
g) privacy password.

5.2.3.2 FIA_SO3 Verification of secrets

FIA_SOS.1.1The TSF shall provide a mechanism to verify that secrets meet |
1 At least eight characters long;
1 Does not contain more than three consecutiveharacters, such as abcd;
1 Does not contain more than two repeating characters, such as aaabbb;
91 Does not contain dictionary words;
1 Does not contain common proper namés
Application Note: This requirement applies to the local password database and on the
password selection functions provided by the TOE (for administrative accountsamnly,
SNMPv3 passwords), but remote authentication servers may have preconpigssawdrds
which do not meet the quality metrics

5.2.3.3 FIA_UAL2User authentication before awtion

FIA_UAU .2.1The TSF shall require each user to becessfully authenticated before
allowing any other TS#nediated actions on behalf of that user

5.2.3.4 HA_UAU.5 Multiple authentication mechanisms

FIA_UAU.5.1 The TSF shall provide [

i Local authentication:
o Password;
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0 SSH public key authentication (for SSH, not for UCSM);
1 Remote authentication:
o RADIUS;
0 LDAP;
0 TACACSH+;
] to support user authentication

FIA_UAU.5.2 The TSF shall authenticate any useranokd identity according to the
[verification of local authentication passwod or proof of possession of SSidrivate key
or by querying a remote authentication servey.

5.2.3.5FIA_UID.2 User identification before any action

FIA _UID.2.1The TSF shall require each user to be successfully identified before allowing
anyother TSFmediated actions on behalf of that user

5.2.4 Security management (FMT)

5.2.4.1 FMT_MOFNlanagement of security functions behaviour

FMT_MOF.1.1 The TSF shall restrict the ability tdgtermine the behavior of, disable,
enable, modify the behaviour pthefunctions flescribed in FMT_SMF.]] to
[administrative roles defined in FMT_SMR.1].

5.2.4.2 FMT_MSA(1)Management of security attribufgps

FMT_MSA.1.1(1) The TSF shall enforce th¥[LAN information flow control SFP ] to
restrict the ability toquery, modify delete [non€]] the security attributesspnding and
receiving VLAN interface and VLAN ID in packet header specified inVLAN policies] to
[Administrator, Network Administrator, and any custom role holding ext-lan-config,
ext-lan-policy or admin privilege].

5.2.4.3 FMT_MSA(2)Management of security attribuf2ps

FMT_MSA.1.1(2) The TSF shall enforce th& AN information flow control SFP] to
restrict the ability torhodify, [non€]] the security attributesgnding and receivingy SAN
interface and VSAN ID specifie in VLAN policies] to [Administrator, Network
Administrator, and any custom role holding extsanconfig, extsan-policy or admin
privilege].

5.2.4.4 FMT_MSA(3)Management of security attributes (3)

FMT_MSA.1.1(3) The TSF shall enforce theoJe based accessontrol SFHF| to restrict the
ability to [modify,[non€]] the security attributedi$ted in sectionFDP_ACF1.]] to
[Administrator, AAA Administrator, and any custom roleholding aaa or admin
privilege].
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5.2.4.5 FMT_MSA(1)Staticattributesnitialisatiorfl)

FMT_MSA.3.1(1) The TSF shall enforce th¥[LAN information flow control SFP ] to
provide festrictivg default values for security attributes that are used to enforce the SFP.

FMT_MSA.3.2(1) The TSF shall allowAdministrator, Network Administrator, and an y
custom role holding extlan-config, or extlan-policy or admin privilege] to specify
alternative initial values to override the default values when an object or information is
created

5.2.4.6 FMT_MSA(2)Static attributesitialisation(2)

FMT_MSA.3.1(2) The TSF shall enforce th&/BAN information flow control SFP] to
provide festrictivg default values for security attributes that are used to enforce the SFP

FMT_MSA.3.2(2) The TSF shall allowAdministrator, Network Administrator, and any
custom roleholding ext-sanconfig, extsanpolicy or admin privilege] to specify
alternative initial values to override the default values when an object or information is
created.

5.2.4.7 FMT_MSA(3)Static attributemitialisation(3)

FMT_MSA.3.1(3) The TSF shall enfoecthe fole based access control SHRo provide
[restrictivd default values for security attributes that are used to enforce the SFP.

FMT_MSA.3.2(3 The TSF shall allowAdministrator, AAA Administrator, and any
custom role holding aaa or admirprivilege] to specify alternative initial values to override
the default values when an object or information is created

5.2.4.8 FMT_MTD.1([Wanagement of TSF déta

FMT_MTD.1.1(1) The TSF shall restrict the ability tquery, modify, deletdand assigi]
the [user attributes defined in FIA_ATD.1.1] to [Administrator, AAA Administrator,
and any custom role holding aaa or admin privilege

5.2.4.9 FMT_MTD.)(Management of TSF di@a

FMT_MTD.1.1(2) The TSF shall restrict the ability ted{ the [time and dateused to form
the timestamps in FPT_STM.1.]1to [Administrator, Operations, Network
Administrator, and any custom role holding operations, exdan-config, extlan-security,
or admin privilege].
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5.2.4.10FMT_SAE Timelimited authorisation

FMT_SAE.1.1The TSF shaliestrict the capability to specify an expiration time 10CSM
accountg to [Administrator, AAA Administrator, and any custom role holding aaa or
admin privilege].

FMT_SAE.2.1For each of these security attributes, the TSF shall be abtzkoexpired
UCSM accountg after the expiration time for the indicated security attribute has passed.

Application note: Be default, UCSM accounts are not set to expire, but expiration can be
enabl ed and an 0 etfopany WEN accound Expireabcountsdarube s e
unlocked be changing the expiration date to a future date

5.2.4.11FMT_SMF.1 Specification of Management Functions

FMT_SMF.1.1 The TSF shall be capable of performing the following management
functions:

[

a) Determine and modify the behavior of theaudit trail management;
b) Query, modify, delete, and assign the user attributes defined in
FIA_ATD.1.1;

c) Set the system time for FPT_STM.1.1

5.2.4.12FMT_SMR Securityroles

FMT_SMR.1.1 The TSF shall maintain the roles [

aaa (AAA Administrator)

admin (Administrator)

facility -manager (Facility Manager)

network (Network Administrator)

operations (Operations)

read-only (Read-Only)

server-compute (Server Compute Administrator)
server-equipment (Server Equipment Administrator)
server-profile (Server Profile Administrator)
server-security (Server Security Administrator)
storage (Storage Administrator)

custom roleg.

=2 =8 -2_9_9_9_45_42_29_-49._-2_-2-°

FMT SMR.1.2 The TSF shall be able to associate users with roles.

Application note: This SFR identifies the subset of UCSM account privileges/ant to
Security Management (FMT) requirements in this ST.
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5.2.5 Protection of the TSF (FPT)

5.2.5.1 FPTFLS.1 Failure with preservation of secure state

FPT_FLS.1.1The TSF shall preserve a secure state when the following types of failures
occur failure of hardwar e subcomponents and software subcomponeipts

Application note: The failures relevant to this SFR are those that would potentially result in
network connectivity failures, and are mitigated by the TOE automatitalkyng use of
redundant network paths

5.2.5.2 FPT_ITT.ZSF data transfer separation

FPT_ITT.2.1 The TSF shall protect TSF data frothigclosure, modificatiohwhen it is
transmitted between separate parts of the TOE

FPT _ITT.2.2 The TSF shall separate user data from TSF data when such tlatemsitted
between separate parts of the TOE.

Application note: The TSF data relevant to this SFR is the traffic transmitted on the isolated
VLANSs across network cables among the physically separate compon#msI@E (Fabric
Interconnects, Fabric Eaahders, and Servers)

5.2.5.3 FPT_RCXYAutomated recovery

FPT_RCV.2.1 When automated recovery frdiailure of a sandalone (un-clustered)

Fabric Interconnect, or failure of one or more clustered Fabric Interconnectkis not
possible, the TSF shall enter a ntanance mode where the ability to return to a secure state
is provided

FPT_RCV.2.2 For [failure of the primary (active) clustered Fabric Interconnect when a
secondary (passive) cluster member is onlihehe TSF shall ensure the return of the TOE
to asecure state using automated procedures

5.2.5.4 FPT_STM.1 Reliable time stamps

FPT_STM.1.1The TSF shall be able to provide reliable time stafop&s own use

5.2.6 Trusted Path/Chann€sTP

5.2.6.1 FTP_TRP.1 Trusted Path

FTP_TRP.1.1The TSF shall provide a communication path between itselfrantbtd
userghat is logically distinct from other communication paths and provides assured
identification of its end points and protectiof the communicated data fromm¢dification,
disclosurg.

45



CiscoUnified Computing System Man&geurity Target

FTP_TRP.1.2The TSF shall perm[remote userpto initiate communication via the trusted
path

FTP_TRP.1.3The TSF shall require the use of the trusted patfirigral user
authentication,[and management of the TOE via administrative @énfaceg].

Application note: Remote administrative interfaces relevant to this SFR include the UCSM
CLI (via SSH), UCSM GUI or custom queries to the XML API (via TLS), and SNMPv3. The
interfaces that would support remote administration are all disablddfaylt and remain
disabled in the C&ertified configuration: CIMXML, HTTP, IPMI, SNMP (other than
SNMPv3), and Telnet.

5.3 TOE SFR Dependendrationaldor SFRs

This section of the Security Target demonstrates that the identified TOE Sé&cundyonal
Requirements include the appropriate hierarchical SFRs and dependent SFRs. The following
table lists the TOE Security Functional Components and the Security Functional
Componentseach are hierarchical to and dependent upon and any necetisaglea

N/A in the Rationale column means the Security Functional Requirement has no
dependencies and therefore, no dependency rationale is required. Satisfied in the Rationale
column means the Security Functional Requirements dependency was incltiee8Th

Table 12 SFR Dependency Rationale

SFR Dependency Rationale
FAU_GEN.1 FPT_STM.1 Met by FPT_STM.1
FAU_SAR.1 FAU_GEN.1 Met by FAU_GEN.1
FAU_SAR.3 FAU_SAR.1 Met by FAU_SAR.1
FAU_STG.1 FAU_GEN.1 Met by FAU_GEN.1
FAU_STG.4 FAU_STG.1 Met by FAU_STG.1
FDP_ACC2 FDP_ACF.1 Met by FDP_ACF.1
FDP_ACF.1 FDP_ACC.1 Met by FDP_ACC2

FMT_MSA.3 Met by FMT_MSA.3
FDP_IFC.1(2) FDP IFF.1 Met by FDP_IFF.1(1)
FDP_IFC.1(2) FDP IFF.1 Met by FDP_IFF.1(2)
FDP_IFF.1(2) FDP_IFC.1 Met byFDP_IFC.1 (1)
FMT_MSA.3 Met by FMT_MSA.3 (1)
FDP_IFF.1(2) FDP_IFC.1 Met byFDP_IFC.1 (2)
FMT_MSA.3 Met by FMT_MSA.3 (2)
FIA_ATD.1 No dependencies N/A
FIA_SOS.1 No dependencies N/A
FIA_UAU.2 FIA_UID.1 Met by FIA_UID.2
FIA_UAU.5 No dependencies N/A
FIA_UID.2 No dependencies N/A
FMT_MOF.1 FMT_SMR.1 Met by FMT_SMR.1
FMT_SMF.1 Met by FMT_SMF.IN/A
FMT_MSA.1(1) FDP_ACC.1or FDP_IFC.1 Met by FDP_IFC.1 (1)
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SFR Dependency Rationale

FMT_SMR.1 Met by FMT_SMR.1
FMT_SMF.1 Met by FMT_SMF.1

FMT_MSA.1(2) FDP_ACC.1or FDP_IFC.1 Met by FDP_IFC.1 (2)
FMT_SMR.1 Met by FMT_SMR.1
FMT_SMF.1 Met by FMT_SMF.1

FMT_MSA.1(3) FDP_ACC.1or FDP_IFC.1 Met by FDP_ACC.1
FMT_SMR.1 Met by FMT_SMR.1
FMT_SMF.1 Met by FMT_SMF.1

FMT_MSA.3(1) FMT_MSA.1 Met by FMT_SMR.1
FMT_SMR.1 Met by FMT_MSA.1(1)

FMT_MSA.3(2) FMT_MSA.1 Met by FMT_SMR.1
FMT_SMR.1 Met by FMT_MSA.1(2)

FMT_MSA.3(3) FMT_MSA.1 Met by FMT_SMR.1
FMT_SMR.1 Met by FMT_MSA.1(3)

FMT_MTD.1(1) FMT_SMF.1 Met by FMT_SMF.1
FMT_SMR.1 Met by FMT_SMR.1

FMT_MTD.1(2) FMT_SMF.1 Met by FMT_SMF.1
FMT_SMR.1 Met by FMT_SMR.1

FMT_SAE1 FMT_SMR1 Met by FMT_SMR1
FMT_STM.1 Met by FMT_STM1

FMT_SMF.1 No dependencies N/A

FMT_SMR.1 FIA_UID.1 Met by FIA_UID.2

FPT_FLS.1 No dependencies N/A

FPT_ITT.2 No dependencies N/A

FPT_RCV.2 AGD_OPE.1 Met by AGD_OPE.1

FPT_STM.1 No dependencies N/A

FTP_TRP.1 No dependencies N/A

5.4 Security Assurance Requirements

5.4.1 SAR Requirements

The TOE assurance requirements for this ST are EAL2 derived from Common Criteria

Version 3.1 Revision5. The assurance requirements are summarized taihe below.
Table 13: SAR Requirements

Assurance Class Components Components Description
Development ADV_ARC.1 Architectural Design with domain separation and-non
bypassability
ADV_FSP.2 Securityenforcing functional specification
ADV_TDS.1 Basic design
Guidance Documents AGD_ OPE.1 Operational user guidance
AGD_ PRE.1 Preparative User guidance
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Assurance Class Components Components Description

Life Cycle Support

ALC_CMC.2 Use of a CM system

ALC CMS.2 Parts of the TOECM coverage

ALC DEL.1 Delivery procedures

Tests

ATE _COV.1 Evidence of coverage

ATE _FUN.1 Functional testing

ATE_IND.2 Independent testing sample

Vulnerability Assessment | AVA VAN.2 Vulnerability analysis

5.4.2 Security Assurance RequiremeRggionale

This Security Target claims conformance to EALhis target was chosen to ensure that the
TOE has a moderate level of assurance in enforcing its security functions when instantiated in
its intended environment which imposes no restrictions smnasd activity on applicable

networks

5.5 Assurance Measures
The TOE satisfiethe identifiedassurance requirements. This section identifies the

Assurance Measures applied bigedto satisfy the assurance requiremeriibe table below

lists the details.

Table 14: Assurance Measures

Component

How the requirement will be met

ADV_ARC.1

The architecture description provides the justification how the security
functional requirements are enforced, how the security features (functions
cannot be bypassed, and how the TOE protects itself from tampering by
untrusted active entities. The architecture description also identifies the sy
initialization components and the processing that occurs when the TOE is
brought into a secure statd. transition from a down state to the initial secy

state (operational)).

ADV_FSP.2

The functional specification describes the external interfaces of the TOE; s
as the means for a user to invoke a service and the corresponding respon
those serices. The description includes the interface(s) that enforces a sec
functional requirement, the interface(s) that supports the enforcement of a
security functional requirement, and the interface(s) that does not enforce
security functional requéments. The interfaces are described in terms of th
purpose (general goal of the interface), method of use (how the interface i
used), parameters (explicit inputs to and outputs from an interface that cor
the behavior of that interfacg)arameter descriptions (tells what the parame
is in some meaningful way), and error messages (identifies the condition tf
generated it, what the message is, and the meaning of any error codes).T}
development evidence also contains a tracing of tieefates to the SFRs

described in this ST

ADV_TDS.1

The TOE design describes the TOE security functional (TSF) boundary an
how the TSF implements the security functional requirements. The design
description includes the decomposition of the TOE intsgstems and/or
modules, providing the purpose of the subsystem/module, the behavior of
subsystem/module and the actions the subsystem/module performs. The
description also identifies the subsystem/module as SFR (security function
requirement) enforcindgSFR supporting, or SFR nanterfering; thus
identifying the interfaces as described in the functional specification. In
addition, the TOE design describes the interactions among or between the
subsystems/modules; thus providing a description of whai@teis doing and

how.
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Component

How the requirement will be met

AGD_OPE.1

The Administrative Guide provides the descriptions of the processes and
procedures of how the administrative users of the TOE can securely admir
the TOE using the interfaces that provide the features and fundeteited in

the guidance.

AGD_PRE.1

The Installation Guide describes the installation, generation, and startup
procedures so that the users of the TOE can put the components of the T(

the evaluated configuration

ALC_CMC.2

ALC_CMS.2

The Configuration Manageent (CM) document(s) describes how the consu
(enduser) of the TOE can identify the evaluated TOE (Target of Evaluatior
The CM document(s), identifies the configuration items, how those
configuration items are uniquely identified, and the adequatiyegbrocedures
that are used to control and track changes that are made to the TOE. This
includes details on what changes are tracked, how potential changes are
incorporated, and the degree to which automation is used to reduce the s¢

error.

ALC_DEL.1

The Delivery document describes the delivery procedures for the TOE to
include the procedure on how to download certain components of the TOE
the Cisco website and how certain components of the TOE are physically
delivered to the usemlhe delivery procedure detail how the aemgkr may
determine if they have the TOE and if the integrity of the TOE has been
maintained. Further, the delivery documentation describes how to acquire

proper license keys to use the TOE components

ATE_COV.1

ATE_FUN.1

The Test document(s) consist of a test plan describes the test configuratio
approach to testing, and how the subsystems/modules and TSFI (TOE se(
function interfaces) has been tested against its functional specification and
design as @scribed in the TOE design and the security architecture descrip
The test document(s) also include the test cases/procedures that show the
steps and expected results, specify the actions and parameters that were

to the interfaces, as wels how the expected results should be verified and

what they are. Actual results are also included in the set of Test document

ATE_IND.2

Cisco will provide the TOE for testing.

AVA_VAN.2

Cisco will provide the TOE for testing.
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6 TOBESUMMARSBPECIFICATION

6.1 TOE Security Functional Requirement Measures

This chapter identifies and describes how the Security Functional Requirements identified
above are met by the TOE.

Table 15How TOE SFRs Measures

TOE SFRs How the SR is Met

FAU GEN.1 Shutdown and statip of the audit functions are logged by events for reloading the UC|

and the events when the UCS comes back up. Audit is enabled whenever the TOE is
The TOE also records an audit record whenever the TOEa{aditifunctionality) is
Shutdown.

UCS generates events in the following format, with fields for date and time, type of e\
(identifier code), subject identities, and outcome of the event as in this example:

19252,sys/useext/shlogin-adminttyS0_1 347,session,internal,204%-
18T01:48:31,creation,Fabric A: local user admin logged in from console

The auditable events include:

Auditable Events Rationale

Successful modifications to| Successful modifications to
user role assignments and | users/roles/privileges are
modifications to mappings | logged in the local audit log. Faileq

between roleand attempts to make

privileges. such modifications are not logged.
Successful and failed use of All login attempts to the UCSM
the user authentication CLI and GUI are

mechanism on UCSM CLI | logged. Successful attempts are
and GUI logged to the local

audit log, and optionally to a remot
syslog server.

Failed authentication attempts are
not logged to the

local audit log, but are sent to a
remote syslog server.

Successful rokbased accesy Successful changes to configuratic
control requests submitted | data is logged to the local admin

via the UCSM CLI, and log.

GUL.

Successful and failed Successful and failed attempts to
attempts to change to the | change tk system

time. time and any timeelated

parameters including time

zone or NTP server configuration
are logged in the

local audit log, and optionally to a
remote syslog

server. Manual setting of the clock
can only be

performed via the CLI.
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TOE SFRs

How the SR is Met

Successful and failed Successful and failed use of SSHy
attempts to use the trusted | is logged only to a

path functions. remote syslog server.

FAU_SAR.1

The UCS Manager allows all administrative accounts to review the local audit store.
audit records are availabie the authorized (authenticated) administrator through the

administrative GUI and CLI provided by the UCS Manager. The administrator can vie
TOE audit records through the provided GUI and CLI. When the TOE is deployed in ¢

clustered configuration, audieview for the entire cluster is permitted.

FAU_SAR.3

The UCS stores the events in order by date. Events are added to the top of the buffe
display as they are generated, and UCS displays these new events at the top. The U
allows for sorting andiltering of the events based on one of the following: Audit record
ID; the affected object; or the user associated with the audit event. When the TOE is
deployed in a clustered configuration, audit review for the entire cluster is permitted.

Sorting andiftering options via CLI are limited, so use of GUI is recommended for

reviewing logs.

FAU_STG1

Audit records can be viewed by the authorized administrator via the UCS Manager. A
records are stored on the UCS in an internal file. The TOE does midgemy interfaces
that would allow unmediated access to the audit records. This file can only be deleteq
the authorized administrator through the UCS Manager. The file cannot be altered. W
the TOE is deployed in a clustered configuration, dodt are stored centrally on the

primary UCS Manager instance and replicated to secondary instances for backup
purposes.

FAU_STG.4

When local audit stores become full the oldest audit records will be deleted when ney
records are written, preserving a donbus audit trail. The TOE supports transmission ¢
audit records to a remote audit server to provide moretemg storage of audit trails.
When the TOE is deployed in a clustered configuration, audit logs are stored centrally
the primary UCS Managénstance and replicated to secondary instances for backup

purposes.

FDP_IFC.1(1)
and

FDP_IFF.1(1)

Network interfaces are grouped into VLANS, so Layer 2 broadcast packets will be iss
to only interfaces within that VLAN. Packets will have a VLAN #éBsociated to them
indicating which VLAN they are allowed to access. The TOE will enforce VLAN
separation by only allowing packets onto the VLAN that matches the VLAN ID. VLAN

traffic will not be forwarded to interfaces not in that VLAN.

FDP_IFC.1 (2)
and

FDP_IFF.1(2)

VSANSs provide isolation among devices that are physically connected to the same fa
The underlying VSAN implementation allows creation of multiple logical SANs over a
common physical infrastructure. Each VSAN can contain up to 239 switsitehas an
independent address space that allows identical Fibre Channel IDs (FCIDs) to be use
simultaneously in different VSANSs.

Traffic is contained within VSAN boundaries and devices reside only in one VSAN th
ensuring absolute separation betwdendata traversing separate VSANSs. This ensures
traffic flow control of data traversing the VSAN from users and devices belonging to g
VSANSs. Each separate virtual fabric is isolated from one another using a hatthsare
frame tagging mechanisan VSAN member ports.

When traffic is sent or received on a VSAN interface the TOE examines the VSAN ID
the TOE is configured, through assignment of administidédined Service Policies, to
allow the frames to pass, the traffic will be allowed tavl Otherwise, the traffic is not

allowed to pass.
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TOE SFRs

How the SR is Met

FDP_ACC.2 and
FDP_ACF.1

The TOE implements an extensive Role Based Access Control system for administra
access to the TOE. The TOE implements nine predefined administrative roles for
administrativeusers. Each predefined role is associated with privileges that grant acce
permissions to the different configuration objects of the TOE. The TOE also provides
ability to define custom roles with custom sets of privileges. During user creation eac
administrator is assigned a User ID, a Locale, and role assignments. The Locale attrif
defines system resources that the administrator can access. If a resource is assigneg
different Locale than the Administrator, no access is granted. For resthatas
administrator may access, the role assigned to the administrator defines the administ
capabilities that administrator is permitted for that resource. If an administrator is ass
a role without access to a specific Configuration Settimgadministrator cannot access

the object.

FIA_ATD.1

The UCS supports definition of administrators by individual user IDs, and these IDs a
associated with a specific role. For each administrator, the TOE maintains the followi
attributes:

Login | D,

Password,

SSH key pair,

Account Expiration,

Rol e, and

Local e.

Roles are mapped to a collection of privileges that grant access to specific system

resources and permission to perform specific tasks.

Too T T To o I

FIA_SOS.1

To prevent users from choosing ingee passwords, each password must meet the
following requirements:
At |l east eight characters | ong
A Does not contain more than three con
A Does not contain more than two repead
A Do ecentaim didtionary words
A Does not contain common proper names
This requirement applies to the local password database and on the password select
functions provided by the TOE (for administrative accounts only, not SNMPv3passwd
but remote autherdition servers may have peenfigured passwords which

do not meet the quality metrics.

FIA_UID.2 and
FIA_UAU.2

By default, UCS Manager uses the local database for identification and authenticatio
access is allowed without encounteringaathentication prompt. Only after authenticatig
is an administrator able to perform any actions. Remote authentication servers may K

used in support of administrator access to the CLI and.GUI.

FIA_UAU.5

The UCS Manager may be configured for locatemnote authentication. In the case of
local authentication, account passwords are verified against hashes stored the /etc/s
system file. A user account may also be configured with an SSH public key to facilitat
SSH public key authentication. Usert$8eys may be entered in OpenSSH, SECSH an
X.509 certificate formats.

In the case of remote authentication, user credentials are passed to a remote RADIU
TACACS+ or LDAP server for verification. In the remote authentication case, only
passwordauthentication is used for SSH.

The HTTPS GUI authenticates against the local authentication database or remote
authentication server, per system configuration.

The SSH CLI authenticates users using SSH public key authentication if keys have b
provisioned for the user, otherwise it uses SSH password authentication, verified aga
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TOE SFRs

How the SR is Met

the local authentication database or remote authentication server.

FMT_MOF.1

All administrative accounts are assigned at least one role, and every role must at leag
possess-oinhg ofimeadil ege, so all account
to disable, enable, and modify configuration settings is determined by the roles (and {

privileges therein) assigned to each account, as defined by FMT_SMR.1.

FMT_MSA.1(1)
FMT_MSA.1(2)
FMT_MSA.1(3)

The UCS access policies are configured to protect the UCS itself and to restrict the a
to enter privileged configuration mode to users with the correct role and privilege. Ne
created users are not associatéth any role and do not have any privilege but reaty
unl ess roles are explicitly assigned 4
Similarly, users are associated with no locales (note this is distinct from being associ
with an emptylocale with global organizational access).

The TOE provides the following access to TOE administrative functionality :

A. Accounts with the privileges assoc
query, modify, and delete access to the VLAN Policies
B. Accounts with the privileges assoc

modify access to the VSAN Policies
C. Access to other administrative functionality of the TOE is provided to
administrative users in a manner consistent with the access polingdiéfi

FDP_ACF.1

FMT_MSA.3(1)
FMT_MSA.3(2)

FMT_MSA.3(3)

Restrictive default values are provided for VLANS, VSANSs, and role based access co

No information flows are allowed for traffic (VLAN/VSAN) unless the traffic the attribu
combination ofeceiving/sending interface and VLAN/VSAN ID is explicitly allowed in
an administratively configured information flow policy.

No administrative access is granted unless the role associated with the administrativg
attempting to access the TOEaitowed access.

FMT_MTD.1(2)
FMT_MTD.1(2)

The UCS is configured to restrict the ability to enter privileged configuration operatior
those users with the correct role assigned. The TOE only allows users vathatiie
adminprivilege accesstanot her wuser 6s security att
Account Expiration Date, Role, and Locale), with the limitation that the assignment of
organizations is restricted to only those in the locale of the user assigning the
organizations. The TOE onbjllows users with thadmin, operations, exttin-config,or

extlan-securityprivilege the ability to set the TOE time.

EFMT SAE.1 The TOE provides administrative users with the admin privilege to set a time period &
which administrative accountseadeactivated.
EFMT SMF.1 The UCS is configured to restrict the ability to enter privileged configuration operatior

those users holding the correct privilege from their assigned role(s).
The TOE provides the ability manage the operation of the TQH, taail, administrative
access, administrative users and timestamps. Administrators can configure:

1 Auditing:

o Enable or disable local storage of syslog messages, and set the sysl|
level to store locally, and set the size of the local audit storage.

o Enable sending audit logs to up to three syslog servers, specifying th
syslog severity level and syslog facility of audit messages to be sent
each server.

o Individually enabl e/ disabl e t hrn
messages to be generated idahg Faults (system faults, including
hardware connections/disconnections), Events (other systerh
events), and Audits (all other messages).
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TOE SFRs How the &R is Met
1 Administrative users and access: Add/remove/modify custom roles,
add/remote/modify user (admin) accounts, esalidable/configure AAA
protocols including LDAPS, RADIUS, and TACACS+.
1 Timestamps: Manually set the local system time, or add/remove one or more
servers.
EFMT SMR.1 Table 4 (ST section 2.9.5.1) lists the privileges associated with management ¢apabili

and default roles supported by the TOE. Other privileges exist in UCS that can be
assigned to roles as needed to define custom roles, but the other privileges defined i
are not relevant to supporting the security functionality described in the FMT
requirements in this ST. All accounts assigned to roles with any privilege mapped to
SFR (see table below) is considered an authorized administrator (relevant to

FMT_SMR.1)
Privilege Relevance to Evaluated Security
Functions
aaa ;:MT_MSA.1.1(3)FMT_MSA.3.2(3
FMT_MTD.1.1(1)
FMT_SAE.1.1
admin FMT_MSA.1.1(1)

FMT_MSA.1.1(2)
FMT_MSA.1.1(3)
FMT_MSA.3.2(1)
FMT_MSA.3.2(2)
FMT_MSA.3.2(3)
FMT_MTD.1.1(1)
FMT_MTD.1.1(2)

FMT_SAE.1.1

extlan-config

FMT_MSA.1.1(1)
FMT_MSA.3.2(1)

FMT_MTD.1.1(2)

extlan-policy FMT_MSA.1.1(1)
FMT_MSA.3.2(1)
extlan-qos None

ext-lan-security

FMT_MTD.1.1(2)

ext-sanconfig

FMT_MSA.1.1(2)
FMT_MSA.3.2(2)

extsanpolicy

FMT_MSA.1.1(2)
FMT_MSA.3.2(2)

extsanqos None
ext-sansecurity None
fault None
operations FMT_MTD.1.1(2)
org-management None
pod-config None
pod-policy None
pod-qos None
pod-security None
powermgmt None
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TOE SFRs How the SR is Met
readonly None
serverequipment None
servermaintenance None
serverpolicy None
serversecurity None
serviceprofile-compute None
serviceprofile-config None
serviceprofile-config-policy | None
serviceprofile-ext-access None
serviceprofile-network None
serviceprofile-network None
policy
serviceprofile-qos None
serviceprofile-qospolicy None
serviceprofile-security None
serviceprofile-security None
policy
serviceprofile-server None
serviceprofile-serveroper | None
serviceprofile-serverpolicy | None
serviceprofile-storage None
serviceprofile-storage None
policy
FPT FLS.1 UCS can be configured with redundawetwork paths, and/or with the Fabric Interconne
- in a clustered configuration such that failure of one UCS component does not result i
of system functionality, and does not compromise the security of the system. Use of
redundant network paths che achieved with a single (natustered) Fabric Interconnect
with multiple uplink ports configured as a patiannel, which provides bandwidth
aggregation as well as link redundancy, so if one uplink fails the other will continue tq
operate.
FPT ITT.2 Transfer of configuration data between Fabric Interconnects and Fabric Extenders, a
- between Fabric Extenders and Servers is protected by use of t#tbicted Layep
communications using VLANS reserved for UCS management traffic and isolated frof
user tréfic to/from guest VMs and storage devices
FPT RCV.2 When a stan@lone Fabric Interconnect with UCSM fails, or a cluster of Fabric

Interconnects fail, the Fabric Interconnect can be administered via local console
connection instead of through UCS®UI, allowing maintenance and troubleshooting of
the system.

When two Fabric Interconnects are configured as a clustered pair, the primary (active
sends configuration changes to subordinate (passive) Fl to ensure the two remain
synchronized. Thesubri nat e FI poll s t-héi pedbmaeygs
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TOE SFRs How the SR is Met

confirm the primary FI continues to be active. If the primary Fl fails to respond, the
subordinate FI will promote itself from subordinate to primary, its database will becon
the active databasand its ports will begin to forward traffic in accordance withcineent
configuration. If the original primary FI becomes active again it will begin to poll
the new primaali Fedumeagageeseepbut it W
itself to primary. Authorized administrators can manually trigger a change in

primary/subordinate status at any time.

FPT STM.1 The UCS provides a source of date and time information for the system, used in audi
- timestamps and in validating service requeBl® clock function is reliant on the system

clock provided by the underlying hardware. This functionality can be set in UCSM.

FTP TRP.1 The UCS Fabric Interconnect protects remote command line access to management
- functions using the SSH protocol fasthentication, integrity protection and
confidentiality. The SSH implementation RSA keys of 2048 bit modulus. To achieve
trusted path requires that an authorized administrator holding the aaa or admin privile
configures user keys. Distribution of thoseukeys is outside the scope of the TOE.
The UCS Fabric Interconnect protects remote-v@bed access to management functior
using the TLS (TLS1.2) from the UCSM client software (HTML), or customized querig
all of which access the underlying XML APlavi

the web server running on the Fabric Interconnect

6.2 TOE Bypass and interference/logical tampering Protection Measures

The UCS TOE consists of a hardware and software solution. The UCS hardware
platform protects all operations in the TOE frorterference and tampering by
untrusted subjects. All security policy enforcement functions must be invoked and
succeed prior to functions proceeding.

The TOE has been designed so that all locally maintained TSF data can only be
manipulated via the secarenanagement interface, a CLI and GUI (UCSM)

interface. The CLI interface achieves a trusted path via SSH public key authentication
and is recommended for authorized administrator access from outside the network
boundary protecting the TOE servers. The @Gitdrface is a partially trusted path,

but TLS client authentication is not performed, and it is recommended that the GUI
interface be used from within the trusted network. There are no undocumented
interfaces for managing the product.

All sub-componentsncluded in the TOE hardware rely on the main UCS chassis for
power, memory management, and access control. In order to access any portion of the
TOE, the Identification & Authentication mechanisms of the UCS must be invoked

and succeed.

No processes ositle of the UCS are allowed direct access to any TOE memory. The
TOE only accepts traffic through legitimate TOE interfaces. None of these interfaces
provide any access to internal TOE resources.

The UCS provides a secure domain for its operation. Eaopaoent has its own
resources that other components within the same UCS platform are not able to affect.
There are no unmediated traffic flows into or out of the TOE. The information flow
policies identified in the SFRs are applied to all traffic receavadisent by the UCS.

Both communication types including data plane communication and, control plane
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communications are mediated by the TOE. Data plane communication refers to datacenter
traffic that sent and received to/from external IT entities. Contamleopcommunications refer

to administrative traffic used to control the operation of the TOE. There is no opportunity for
unaccounted traffic flows to flow into or out of the TOE.

The TOE provides a secure domain for each VLAN to operate within. Each VLAN
has its own forwarding plane resources that other VLANSs within the same TOE are
not able to affect.

The TOE provides a secure domain for each VSAN to operate within. Each VSAN
has its own resources that other VSANSs within the same TOE are not abkcto aff

The TOE includes the Cisco UCS Manager software. This software includes a server
and client component. The server component is resident within the TOE hardware
and is protected by the mechanisms described above.

The client portion of the Cisco UCS Mager is dependent on the IT environment.

This software component runs on the operating systems identified in Table 2, above.
The software is protected by the Operating System on which the software is installed.
This design, combined with the fact thatyoah administrative user with the

appropriate role may access the TOE security functions, provides a distinct protected
domain for the TOE that is logically protected from interference and is not
bypassable
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7 RATIONALE

This section describes the rationdethe Security Objectives and Security
Functional Requirements as defined within this Security Target. Additionally, this
section describes the rationale for not satisfying all of the dependencies. The table
below illustrates the mapping from Securityj@ttives to Threats and Policies.

7.1 Rationale for TOE Security Objectives

Table 16 Summary of Mappings between Threats, Policies and the Security Objectives
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O.IDAUTH X
O.ENCRYP X
O.AUDREC
O.ACCOUN
O.SECFUN X X
O.VLANSEC X | X X
O.VSANSEC
O.ADMIN X

Table 17 Rationale for Mapping of Threats, Policies and the SecuritfDbjectives for the TOE

Objective

Rationale for Coverage

O.IDAUTH

This security objective is necessary to counter the threat
T.NOAUTH because it ensures that all users must be
authenticated.

O.ENCRYP

This security objective is necessary to countethheat T.SNIFF
by requiring that all administrative traffic be encrypted to preve
usable information from being extracted from a sniffed sessior

O.AUDREC

This security objective is necessary to counter the threat
T.ACCOUNTABILITY by requiring the TORo record any
administrative session allowing the identification of mistakes,
recording all auditable information in a human reviewable forn
and by identifying attempted administrative actions even when
action is from an administrator with inappriate authorization.

O.ACCOUN

This security objective is necessary to counter the threat
T.ACCOUNTABILITY by ensuring that all administrators are
accountable for their actions even when the action is from an

58



|CiscoUnified Computing System Man&ggeurity Target

Objective

Rationale for Coverage

administrator
with inappropriate authorizatio

O.SECFUN

This security objective is necessary to counter the threats
T.ACCOUNTABILITY, and T.CONFIGURE_NO by ensuring
the TOE provides the means for administrative users to
appropriately configure the TOE. Additionally, this objective
provides theadministrative capability to reconfigure previous
administrative actions.

O.VLANSEC

This security objective is necessary to counter the threats:
T.NORMAL_USE, T.NOAUTH, and T.ATTACK_ANOTHER by
requiring that the TOE only forward traffic in a mangensistent
with the VLANS for which the traffic is associated preventing

access to resources for which the traffic should not be associg

O.VSANSEC

This security objective is necessary to counter the threats:
T.NORMAL_USE, T.NOAUTH, and T.ATTACK_ANOTHR by
requiring that the TOE only forward traffic in a manner consist
with the VSANSs for which the traffic is associated preventing
access to resources for which the traffic should not be associg

O.ADMIN

This security objective counters the threeBNIFF by providing a
secure channel for administration.

7.2 Rationale for the Security Objectives for the Environment

The security requirements are derived according to the general model presented in
Part 1 of the Common Criteria. Specifically, the taldbetow illustrate the mapping
between the security requirements and the security objectives and the relationship
between the threats, policies and IT security objectives. The functional and assurance
requirements presented in this Security Target are mutgalpportive and their

combination meets the stated security objectives.

Table 18 Mappings of Assumptions and the Security Objectives for the OE
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Assumption O/0O|0O|O0O| 0| 0|0
A.ADMIN X
A.VSAN X
A.BOUNDARY X
A.PHYSICAL X
A.POWER X
A.REDUNDANT_NET X
A.REMOTE_SERVERS X
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Table 19 Rationale for Mapping of Threats, Policiesand Objectives for the OE

Assumptions Rationale for Coverage of Environmental
Objectives
OE.ADMIN This security objective satisfies A, ADMIN by ensuring that
competent and trusted administrators manage the TOE.
OE.VSAN This security objective satisfigds VSAN by ensuring that

devices connected to the TOE will only participate in one VS/
per network interface.

OE.BOUNDARY This security objective satisfies AABOUNDARY by ensuring th
the UCS system is separated from public networks by an
applicationaware firewall.

OE.PHYSICAL This security objective satisfies A.PHYSICAL by ensuring tha
the UCS system is physically protected from unauthorized
access.

OE.POWER This security objective satisfies A.POWER by ensuring that tf
UCS system has sufficienbwer to operate.

OE.REDUNDANT_NET This security objective satisfies AREDUNDANT_NET by

ensuring network availability.

OE.REMOTE_SERVERS This security objective satisfies A. REMOTE_SERVERS by
protecting communications between the TOE and optional
remote ervers.

7.3 Rationale for requirements/TOE Objectives

The security requirements are derived according to the general model presented in
Part 1 of the Common Criteria. Specifically, the tables below illustrate the mapping
between the security requirements ahe security objectives and the relationship
between the threats, and IT security objectives.

Table 20 Security Objective to Security Requirements Mappings

O.IDAUTH
O.ENCRYP
O.SECFUN
O.VLANSEC
O.VSANSEC
O.ADMIN

SFR

FAU_GEN.1
FAU_SAR.1
FAU_SAR.3

FAU_STG.1 X

FAU STG.4 X
FDP_ACC.2
FDP_ACF.1
FDP_IFC.1(1) X
FDP_IFC.1(2) X
FDP_IFF.1()) X
FDP_IFF.1(2) X
FIA_ATD.1
FIA_SOS.1
FIA_UAU.2

FIA_UAU.5
FIA_UID.2

X| X| X| O.AUDREC
X| X| X| O.ACCOUN

X|X[X]| X

X[ X[ XXX
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SFR

O.IDAUTH
O.ENCRYP
O.AUDREC
O.ACCOUN
O.VLANSEC
O.VSANSEC
O.ADMIN

FMT_MOF.1

FMT_MSA.1(1)

FMT_MSA.1(2)

FMT_MSA.1(3)

FMT_MSA.3(1)

FMT_MSA.3(2)

FMT_MSA.3(3)

FMT_MTD.1 (1)

FMT_MTD.1(2)

FMT_SAE.1

FMT_SMF.1

FMT_SMR.1

FPT_FLS.1

FPT_ITT.2

FPT_RCV.2

X| X| X| X| X| X| X| X| X| X| X| X| X| X| X| O.SECFUN

FPT_STM.1

FTP_TRP.1

Table 21 Summary of Mappings between IT Security Objectives and SFRs

SFR

Rationale

FAU_GEN.1

This component outlines what data must be included in audit recg
and what events must be audited.

This component traces back to and aids in meeting the following
objectives: O.AUDREC, O.ACCOUN.

FAU_SAR.1

This component ensures that the audit trail is understandable.
This component traces back to and aids in meeting the following
objectives: O.AUDREC, O.ACCOUN.

FAU_SAR.3

This component ensures that a varietgedirches and sorts can be
performed on the audit trail.

This component traces back to and aids in meeting the following
objectives: O.AUDREC, O.ACCOUN.

FAU_STG.1

This component is chosen to ensure that the audit trail is protecte
from tampering, the sedty functionality is limited to the authorized
administrator and that staup and recovery does not compromise t
audit records.

This component traces back to and aids in meeting the following

objective: O.IDAUTH, O.SECFUN.

FAU_STG.4

This component ishosen to ensure that the audit trail is protected
from loss by ensuring that the audit trail is maintained in a predict
way when the audit store becomes full.
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SFR

Rationale

This component traces back to and aids in meeting the following
objective: O.IDAUTH, O.SECFN.

FDP_ACC.2

This component ensures that the TOE providesimigtrative access
to only TOEadministrators with the appropriate authorization.
This component traces back to and aids in meeting the following
objective: O.SECFUN.

FDP_ACF.1

This componenensures that the TOE provideswadistrative access
to only TOEadministrators with the appropriate authorization.
This component traces back to and aids in meeting the following
objective: O.SECFUN.

FDP_IFC.1(1)

This component satisfies this policy bysening that all Hiernet
traffic received from aexternal entity is only passed if it is associa
with a configured VLAN.

This component traces back to and aids @&etimg the following
objective:0.VLANSEC.

FDP_IFC.1(2)

This component satisfies thiwlicy by ensuring thatllaFC-2 frames
received from amxternal entity are only passed if they are associg
with a configured VSAN.

This component traces back to and aids @&etimg the following
objective:0.VSANSEC.

FDP_IFF.1(1)

This componensgatisfies this policy by ensuring that alhEtnet
traffic received from aexternal entity is only passed if it is associa
with a configured VLAN.

This component traces back to and aids @etimg the following
objective:0.VLANSEC.

FDP_IFF.1(2)

This component satisfies this policy by ensuring tHeE€-2 frames
received from amxternal entity are only passed if they are associg
with a configured VSAN.

This component traces back to and aids @&etimg the following
objective:0.VSANSEC.

FIA_ATD .1

This component exists to provide users with attebub distinguish
one user fronanother, for accountability purposes and to associat
role chosen in FMT_SMR.With a user.

This component traces back to and aids in meeting the following
objective: O.IDAUTH.

FIA_SOS.1

This component ensures user passwords meet defined quality m¢
This component traces back to and aids in meeting the following
objective: O.IDAUTH.

FIA_UAU.2

This component ensures that before anything oanuisehalfof a
user, the userigentity is authenticated to the TOE.

This component traces back to and aids in meeting the following
objective: O.IDAUTH.

FIA_UAU.5

This component identifies the multiple authentication mechanisms
permitted for users.

This component traces back to and aids in meeting the following
objective: O.IDAUTH.

FIA_UID.2

This component ensures that before anything ocnuisehalf of a
user, the userigentity is identified to the TOE.

This component traces back to and aidsieeting the following
objective: O.IDAUTH.

FMT_MOF.1

This component ensures that the TSF restrict abilities to determin
behavior of, disable, enable, modify the behavior of functions as
defined inFMT_SMF.1o the administrative roles defined in
FMT_SMR.1.

This component traces back to and aids in meeting the following
objectives: O.SECFUN.

FMT_MSA.1(1)

This component ensures the TSF enforces the VLAN Skéstoct
the ability to querydelete, and modify those security attributes tha
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SFR

Rationale

are listedn section FDP_IFF.1 (1).
This component traces back to and aids in meeting the following
objectives: O.SECFUN.

FMT_MSA.1(2)

This component ensures the TSF enforces the VSAN SFd3tiact
the ability to modifythose security attributes that are listadéection
FDP_IFF.1 (2).

This component traces back to and aids in meeting the following
objectives: O.SECFUN.

FMT_MSA.1(3)

This component ensures the TSF enforces the RolalBase
Administrative Access Contrab restrict the ability to modify those
securty attributes that are listed in secti&ibP_ACF.1.

This component traces back to and aids in meeting the following
objectives: O.SECFUN.

FMT_MSA.3(1)

This component ensures that there is a default dehgy for the
VLAN information flow control security rules.

This component traces back to and aids in meeting the following
objectives: O.SECFUN

FMT_MSA.3(2)

This component ensures that there is a default dehgy for the
VSAN informationflow control security rules.

This component traces baakand aids in meeting the following
objectives: O.SECFUN

FMT_MSA.3(3)

This component ensures that there is a detuly policy for the
Role Basedhdministrative Access Control security rules.

This component traces back to and aids in meeting the foigpwi
objectives: O.SECFUN

FMT_MTD.1 (1)

This component ensures that the TSF restrict abilities to query,
modify, delete ad assigrcertain user attributes as defined in
FIA_ATD.1.1 to only the authorized administrator.

This component traces back to and aidseeting the following
objective: O.SECFUN.

FMT_MTD.1(2)

This component ensures that the TSF restrict abilities to set the ti
anddate used téorm timestamps to only the authorized
administrator.

This component traces back to and aids in meetiadatfowing
objective: O.SECFUN.

FMT_SAE.1

This component ensures user accounts can be given a time limit
administrators.

This component traces back to and aids in meeting the following
objective: O.SECFUN.

FMT_SMF.1

This component ensures that th8FTrestrict the setf management
functions to thewuthorized administrator.

This component traces back to and aids in meeting the following
objective: O.SECFUN.

FMT_SMR.1

This component ensures that the TOE maintaitiscaized
administrator roles tmanage the TOE administrative security
functionality.

This component traces back to and aids in meeting the following
objective: O.SECFUN.

FPT_FLS.1

This component helps ensure the TOE is protefitam unintended
configurationchanges through the abilitgaintain the integrity of the
system in partial or fully failedtates.

This component traces back to and aids in meeting the following
objective: O.SECFUN.

FPT_ITT.2

This component ensures that the TOE protects TSFn®nR it is
transmitted betweesemrate parts of the TOE.

This component traces back to and aids in meetinfptlosving
objectives: O.SECFUNand O.ADMIN.

FPT_RCV.2

This component helps ensure the TOE is protected from unintend
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SFR

Rationale

configurationchanges through the ability to recover tenawngood
state after full or partial failure.

This component traces back to and aids in meeting the following
objective: O.SECFUN.

FPT_STM.1

This component ensures that the date and tinthef OE is
dependable. This isnportant for the audit trail.

This component traces back to and aids in meeting the following
objective: O.AUDREC.

FTP_TRP.1

This component ensures that administrators have a trusted path t
access the TOE.

This component traces back to and aids in meeting the following
objectives:O.ADMIN,

and O.ENCRYP.
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